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https://news.sophos.com/ja-jp/2022/06/07/active-adversary-playbook-2022-jp/
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https://documents.trendmicro.com/assets/white_papers/wp-navigating-the-landscape-of-cloud-based-cryptocurrency-mining.pdf
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A Azure admin access - Finance / Bank - 32B$ Revenue
&y [

Selling Admin access to major U.S. company's Azure portal

Industry: Finance / Banking
2021 Revenue: 32Billion
This company has locations globally and provides credit cards, auto loans, banking and more.

Access Details

Type: Azure portal Admin account key (UK)

Server Locations: UK

Permissions: Administrator access to all Azure UK windows servers and services. Admin keys provide full access to azure portal.
More details: PM for XMPP.

Start $15,000
Step $1,000

Blitz $25,000 SophnsXOps
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https://ke-la.com/access-as-a-service-remote-access-markets-in-the-cybercrime-underground/
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1. Mipasnna paspena "Mokynka u npogaxa”

n NIEHME 33 peLmans BAH):

+ C034aBaTh 0AMHAKOBLIE TeMbI ("KNOHNPOBaHKE" TOMOB).

« MMCATH CBOM NPEANOXeHNs O MOKYMKe, NPOAAXE, OOMeHe TOBAPOB B UyXMX TEMAX, A TAK Xe BHE PeKMaMHBIX PAsAenos.

« Mpeanoxerme/O6MeH HECYLIECTBYIOLAX TOBAPOS, YCTIYT, MPOTPaMM, HEPEANbHBIX TeM ANA 3apaGOTKa, BNOXEHME B UPaMARS, KYPCH 0ByeHNs

 YKa3BIBATH HECYILECTBYIOLIME, NYCTbIE WIN BUAOMIMEHEHHbIE KOHTAKTHBIE AAHHbIE ANA CBAIM.

« MOAHMMATS TeMs "My CTHIMU" COOBILEHMANMM "UD”, "BBEDX”, "aKTYanbHO", "PaboTai” U T.4. XOTUTe MOAHSATS Bally PeKNaMHylo Temy - CAENaiTe 5TO rPaMOTHO. MOAHATUE TeMbI PASDEIIEHO He Yalle 1 Pasa & CyTkM
(Tpamorsio || Herpamorto)

+ C037aBaTh TEMbI C YPE3MEPHO BbIZbIBAIOWIMMI 3ar0NOBKaMM, HarpuMep, "Bce cioaa, ODUIEHHAS pacnpoaaxa’, "flato Kydy AeHer” U T.A. TOA06HbIE TeMbl ByAyT yAaneHs!. TkkKe 3anpeLueHo CBepX BblAeneHmne
TeM, ONMCaHWH, KOHTAKTOB (HANPUMED, KPHbIA OrPOMHBIF WPQT KPACHOTO LIBETa).

+ Ha opyMe 3anpellieHa NepenpoAaXa B MI0GOM BUAE - B Cy4ae eCNM TOBAD PA30BOTO MPUMEHEHU UM TEPSET CBOI0 UCKMIOUMTENLHOCTS B ADYTUX CAIyHasX SBHO OMMCHIBATE B TOMe MPOAAX, WM COMMACOBLIBATL C
nepBMYHEIM noKynaTenem

« Co3paBaTh TeMbi 0 NPOABKE M TIOKYTIKE TOBAPOS 1 YCNYT 6€3 YKA3aHMA LieHbl. Bbi 00A3aHb! YKA3ATH LieHy WM NPUMEPHLIA AMANAZ0H LeH (ECIM HE YBEpeHb! B KOHKPETHON LieHe)

« ©yA B M060I opMe. (Pa3peLeH KOHCTPYKTHBHSI AMBSIOF M0 TOB3DY, C NPEAOCTABNEHMEM MPYGOS).

 KpUTIKOBaTS aBTOPa (€r0 LieHy, TOBap, MMHOCTE ABTOPA W T.A), 33 UCKIIONEHUEM C/lYYaes KOTAA GETOp HAXOAUTCA B BNIeK-NMCTe Ha APYTUX $OpYMaX, GO TOBAp HE COOTBETCBYET OMMCaHMUIO

. ayxie 0 Npoaae ToBaPOB/yCHYr - NIPOABBATL YyKMe TOBAPH/YCNYTH, 38 MCKTHOYEHMEN MMCEMEHHOTO COPMACcHA aBTOPa B CO3AABACMOM TONMKE, Ha (HOPYME HE AOMKHEI GbiTh OGBABNEHMUA
0 Npoaae 3Toro e ToBapa/ycyru,

+ C037aBATH TeMbl Ha KDUBOM PYCCKOM, 2 Takke C MoMOWLI0 Google Translate. ECTM Bbl He FOBOPUTE NO-PYCCKY, CO3RBAIITE TeMy Ha BHCAUVICKOM. CO3AAHUE TeM HA aHIMIUACKOM A3biKe Pa3pelleHo

« YKa3biBaTb aKTUBHBIE CCHINKM Ha ADYTie GOPYMbl B BaWMX TeMax. A Taixe "NpOCTeIHA" MPOBEPOK, HAGMTLIX MMMOBLIX OTSBIB0E U T.4. ECM Bbl yKasblBaeTe CChINKY Ha APYroii GOpyM, Balli KOHTAKTb A0MKHS!
cosnagaTs

« MyBAMyHaR KpUTUKa PaBOTH! MOAEPATOPOB/rapaHTOB/NpoBepsiolwMX. ECNM y Bac eCTh npeTeHsuy, obpaliaiiTecs Tonbko B MM K Support.

« Cospasats Temsi 0 Npoaake LOGS Ges yKkasaHus & Kakoe KONMYECTEO PyK NPOAa&TCA TOBap.

+ OBy o YCNYT KoBMAHBIX QR-KOAOS SophusXOpS

ICB8Y %7 #— 35 LDORK

DRI MREIRGES CBEE L. IREEZARNICHERL TV 2HITY,

So, we found this very recently and these are root AWS credentials of a lead management company. Lots of s3 buckets with mysql and cassa
backups. Lots of running instances and mysql and dynamodbs. As these are root keys you can access all services read and destroy them.

Probably have lots of PII of all leads from their clients.

Price: 15k USD. Exclusive one sale only. Middelman of your choice. DM for proofs.

+ Quote

Sop hosx

4 BREBITI—Tw E LA RICE T B IR GHERE

CHUEZD T =T LR ETIEHD £ A HIOBRRILTET 1 FTlE. EREIIDLSIZEL
TWEY, MBREETZ0. SHBIEERNEENLBICOAHETLET. 77 ENTY, FR
PEIEHD FHA. | [AFIFENXTV]

Access Type: Pulse Secure VPN (no 2FA).

Company Sector: Legal and compliance.

Region: Middle East.

Pri: 500%.

The access package contains:

- Credentials to access the intemal network via the exposed Pulse Secure server.

- Domain credentials.

- BloodHound enumeration files.

- Backup credentials in case the main account is burned

Domain admin credentials are available on request for 52500 more. Escrow is accepted.

1 will only disclose the company name to the final buyer to avoid snitches. Access is exclusive. No profit sharin

DM for TOX ID.

(® REPORT So phOSXOpS

5:BORFEAITI—7T Y b T LA RBEHINTVSEHGR (FROMBBADIREH VPN 70t X Z i)
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LD L. INSRAINTHD. 2L OBRICITIREEICET ZEEEHN2HD EEA £loew T4 —F 4
TIE—MMICERNBIESNTOVETH ZD AaasS [FFFRENTH D BEEOSHDICEL TEHRDRE
ABICRFBEINS . BRE L TEHABRKENMTONTVWS RN DD &3, K. Genesis DL 54
R—=7TY b TLAXTIE BEEZFICANSICITEMHENVERIZEDLHD T,

BIRENC IS, SV LT ITDT T4 )TA MXYN—HFIMEERZESNDEIFEST . EHO S
O S LICFABLTVWAREELE VWS LD TY, fcezld. BV 74 XDFAELIZY — R TlE. Hive &
Conti WSS YUY AT T 7OEBEIHEE., 12 =-7—>3>0OFHE ARL—Y3a>yExalTaDl
NI TEEZEDEVIDZICHEIIDET. AILAYISAMNSIFvERGLTVE LT »

F—RAAR2 T« :Hive & Conti O A %ZFERAITZ3S Y LITTDT7 704 VIA bk

202F38. VIAADMDR F—LIE Conti T>FLTTTDA Ty MWL E Lic, HEEE X
% ZM L T Cobalt Strike #3217 L. edgecloud[.]ink ICE—O>%XEL TLWE L7

MBE%. MDR F—AlE Hive S>H AT T 7HESEL TVWARDO1 > T Y MRS LELTce & THEEZEY
MSBuild.exe ZZF L T Cobalt Strike #3217 L. BLC RXr>icE—O>%ZFHEL £ L7

MDR F—AIEZFDH. 1V T TRANTIFYHEETIEHD Hive S LT T4V T Y MIRBLTWSZEh
5. COEFIIE—DOS Y LTI T T 7 I UIA MILBZEHDTHIARMIPEVEEZ SNE T,

20224 38 29H 2022 4H6H
Cobalt Strike Cobalt Strike Cobalt Strike

edgecloud.ink keycloud.ink cloudkey.ink

SophosX—OpS

RT4 hR—/V—:Sophos X-Ops Ik BT T+ 77 RIN—HU—24 20228 A


https://s3.amazonaws.com/talos-intelligence-site/production/document_files/files/000/095/787/original/ransomware-chats.pdf
https://learn.microsoft.com/ja-jp/visualstudio/msbuild/msbuild?view=vs-2022
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¥ AvosLocker

AvosLocker Partnership Program
AvosLocker's latest Windows variant, is one of the fastest in the market, with highly scalable threading and selective ciphers.
ovides the following services & qualities for its affiliates:

Supports Windows, Linux & E
Affihate panel
Negotiation panel with push & sound notifications
stance in negotiations
Consultations on operations
Automatic builds
Automatic decryption tests
Encryption of network resources
» Killing of pro« s and services with open handles to files
onfigurable builds
al of shadow copies
* Data storage
» DDoS attac!
* Calling services

* Diverse network of penetration testers, access brokers and other contacts
We don't allow attacks to post-Soviet Union countries.

Terms and conditions are determined individually.

Contact Information

BD18D2E0C934AB6DAIBY

Sophos*XOpS

—7. Lockbit 7 7« UTA MRIICIE. AL OEEIF TBEFETEVEVA . MTRE L. BHE T 2EA%Z HHA
THIL) CHRESNTVETD,

Rules of the affiliate program:

You must be active to work with our software package.

It is strictly forbidden to give access to the panel to other people. If you work with an affiliate, you may be given a sub-account with correspondence
reading rights for your affiliate. You should be aware that your partner may turn out to be a mole or be arrested by the police at any moment.

It is forbidden not to fulfill agreements that you stated in chat before payment. For example, promising te give a file tree, and then not deing so.

It is imperative to download valuable informatien from every company you attack. If you can't bypass your firewall settings and you don't have the ability
to download the information, then perhaps our proprietary StealBit Stealer can help you.

It is not forbidden to work with competitors, but be sure to report it and explain why and what you like from your competitors, we will implement any of
your worthy wishes, we care very much about progress and constant development. SuphusXOps

Flee ROT—ZAREAT 4 TENTBELEDIC. ST LAY T THEEIZ. MOKEBEDFFHODEREZSIFTE3CHHD.
MEEBEICERL TVWALSICIFREZXEEA.

Ffo. WEHNEHETONSERE LT V=7 (BRFR) U1 bOFENZEZISNET, 2V LDUTT
I =T WEEBICET3ERT. BICIFERAH LT -2 CBHIZRBLET #L L Lockbit 3.0 D
1 hTlE MOWEEBICLZ T —INDORIK 77z A PRIZEZAREICL TWA ). HEBICHNT28HE
THWADT Ly v—dETEIEENET),
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T 2T HIZEE D Kevin Beaumont EXAMERE® 92 & 51IC. —MBNAERCIFERD, U—IH1 KT
BENMEINTVEIHEEDOAEZ EHTVDIDIE. BREERICHGLAWVREE T,

B LEAKED DATA ',\ CONDITIONS FOR PARTNERS AND CONTACTS »

LOCKLFI]

EXCEETY orie |

MORE ——»

MORE ——»
MORE ——»

EEEEET  PusLsken FiLes |

MORE —» MORE —» MORE —»
SophosXOpS

9: Lockbit2.0 D) =741 b, MEEIVBEOHEZEDBHRNERTINTWVS (FREEH )o
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https://twitter.com/GossiTheDog/status/1541688001620754436

ERORESE S E IS5 B

(1
!

PUBLICATION

oeaiine: [

ALL AVAILABLE DATA WILL BE PUBLISHED !

EXTEND TIMER FOR 24 HOURS DESTROY ALL INFORMATION DOWNLOAD DATA AT ANY MOMENT

$ 10000 $ 200000 $ 200000 Sophosjf-0

B 10: Lockbit3.0 DU =05 A b #THHEREZIRIF FAI—DER. BET—FOWIE /AU > O— RO AL A —
72 aVhRHEINTVS, SHLlE LT, BAKDRY hT—JDRI) =y a3y hHAFv S U—DBHIN TV

EFNHHRE. BHERZIZCOBRDZDTLLID. V=201 MIRFATNTWVWET, BEETELANILD
ST LTI THREE G, WEELNBRESERICELHATLARVES. BERERICHMLL TLARVEH]
Wg2TLLD WEEIL. KS5BDIFATHARVDTT, HRIN TS AaaS ZFBATZDEILERD.
=081 MIBEHIN TVWAEBZES DICOX MEIDHD £ A

Fle. BUIDS VT LA T 7THETHESILTERD 2T 71D HofcDOhdH LNEL A, £ 2 DHESE
MNEBICT7 71 zBS T NIE. BREZZIASLD. THRDZTL Y v —%NTB N TITET,

BHEWEDN S VS LT TN —=FICHTETONX ) W FHBODNT Xy FROMNMIDWTIE. XDt
2 arTHIBLET,

ST LT TUNOKEESD o BABRCNRT—RRE V=08 A4 MIRBEINT—4Z AF
L. THRBHEZEITIZNRUEDDDE T, ZVTLDITIIL—TORICIE. CORRZEIFL LT
W23 T IL—THHD FT, fce I ALPHV/BlackCat [F&if??. THAN—LREIZI 2 =271l >T
RHET—HZDEDENRTADZESIC) BRALEDOU —JIFREBRETITSLIICLI. EERLTVLE
ER
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https://twitter.com/vxunderground/status/1544306201600598016

2022-07-05
Support ALPHY Hi 02:40:38
‘We have something new and very cool today. 02:41:33
Dear Adverts! 02:41:58
‘We bring to your attention a new view on corporate leaks, and with it a tool for breech-surfing - ALPHV Collections.
Resources with leaks posted in our secure repository are now indexed and searchable by wildcard(*).
Search by filename as well as by content, e.g. you can find text in PDF, DOCX, even JPG PNG, etc!
What is the purpose of this?
‘We want to make the published data more usable for the cybercriminal community. We want to make it easierto
find documents, confidential information about companies or employees during OSINT, passwaords for dictionaries,
etc. By doing so, we will make companies reconsider their attitude towards leaks, separating leaks "on paper” from
real leaks.
In the very near future, ALL the published companies will be placed on the same resource with a clear net pass-
through.
Translated with www.Deepl comiTranslator (free version)
hitp/ivgifktiregpudvulhbzmcSgocbheawl§7uvs 2pttswemdorbnhaddohyvd.onion/search ?text=pas sword 024211

hitp/fvgifktiregpudvulhbzmcSgocbeawl 67 uvs 2pttswemdorbnhaddohyd.onion/search ?text=John%20Hannan
hitp:/vgifktiregpudvulhbzmcSgocbeawl§7uvs 2ptiswemdorbnhaddohyd.onion/search ?text=net%20income %20

@ Basta News 2 support

Published Visits Published Visits Published Visits Published Visits
100% 5558 100% 4827 100% 5144 100% 4735

100% 1981
Read more Read more Read more Read more
Read more

SophosXOpS
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DB HBDFEFRATL e WL T 7OEMEIF. R b BEIFICEITEN. BT/, Ry bRy D
i rH#H <> THEICE>TWELT

2000 FRFED TDO—L#EFE) REHICIE. FETE2T7—LZHRT I OOREDIL—F VAL F
NTWVWET—LP. BRENAVTCOHDREREZEHE LT —LDNECEONE LT COLSHBFEN
E VTR AF—ETHREROLIFSNTVEHWLWEBL L SICEINRD DT LT, Netsky. Bagle.
Mydoom ORREIF. V—XI—RORTHEESELE > TULWIFC T, ERFY 74 A0S 770 /09—
J>HILZ > hfEofe Graham Cluley [E. ROKSICOX Y MLTWVWET, [ESANAD—ROFTIERL.
BTRIRCTEDG > TVWAANIEIMIELTT, 1%
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e have seen P2P in 5l:

hitty app.
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[ eBaas

X 13:2004 ££ 3 B. Mydoom D{EME & Netsky DEIFEN MR 2D LTVBHEF

D— LB, ZUTEIAF—H, BRHIZERZDHDODDARY bRY NETILEHRBITZ DL HD X
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H. TPBRBERDZBBZIZDICIFRKEDRBRNIUNETH D BELIETRTDARI LD CPU Y —IZHREK
FRI E%T%M%ﬁ%@i?oé@#b7U7F?4f ICTANILEBERT SE 3L —FoNEgENT
WBDIEEDIZDTT VIARDDZE T A—FLDT—HA TEFHMIAE LT 5. BAFEEIC
Mkill other Miner) [RXM Y V] #eez 12T 3 204 FED V) ThIAF—DHAKEERRE L F LT

RTA kR—/V—:Sophos X-Ops ICk BTV T+ 7T R/IN—=HU—24r 2022 4F 8 A


https://www.sophos.com/en-us/medialibrary/PDFs/technical-papers/sophos-cyberthreats-20-year-retrospective-wp.pdf
http://news.bbc.co.uk/1/hi/technology/3532009.stm
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Ladies and Gentleman,

We Present you Silient and 5Stable Mining Bot, can be used for Mining Coin.

- coded in a language C++/ASM.

- doesn’t drop any files.

- Bot Uses CPU aswell as GPU for Mining.

- Has the Ability to check GPU and Mine with GPU if Aviliable other wise mines with cpu
- Mining Works Siliently and Bot live Long Time.

- Have the ability to add itself to startup and start to mine when the pc starts

- Kill other Miner. Delets/uninstall Other Miner in the PC and works Stand-alone Miner.
- HTTP Proxy Support.

- Pool Details are Encrypted

- You Should Provide Pool Slave username, Password etc

- You can Bind with Other bot and Spread.

- Miner Fully Undectable by AV. 5till crypting is strongly Recommended.

- Miner Gives 4-7khy/s with single PC only CUP.

stub Build Price without panel : 80%

admin panel working will be aviliable in 2-4weeks.
with panel will cost not determined.

Rebuild - Free

anytime free online support

Payment : BTC, LTC, PerfectMoney

working through gurentoor SDphUSXOFIS

admin can verify bot.
14: 2014 FICE T =S LICKBINI OV T 1 F—DILE

URBH S, BUHTAIET—LP I U TR AF =R 28 TIEHD £ A 2010\, 751 L
T 7Fw hSpyEye® ICid. SANIILD 1 DTH B Zeus® DREGRZ /N1 v v 0 £1-I3HIBRT 2 120 DikaE
THBOF LI (2 L. TdD2Dldhave BICHE TN AJREEN D D £9). £ L T 2013 £, Omega Bot
CIEENBTILT T TN =2l Zeus & SpyEye 12T TH L. MOBZ OFEEBEIBRTE S EEL
F L7,

-Bot killer:

Unlea its sophisticated proactive scanning on system. Omega Bot uses heuristic scanning, any suspicious files will be crippled and deleted. This Bot killer unlike most others manages to defend
against injection into other processes thus reducing the chances of Omega Bot being less superior. All major Malware will be detected and deleted. Bot killer also has a new feature dubbed "Shield
Light".

This feature will be discussed & explained further, upon release.

Can kill the following:
Zeus 2.0.x.x

SpyEye 1.x

WebCrab

Citadel 1.3.5.1
ICEIX 126

Smoke Loader
Andromeda

BetaBot

Pony
NetWire

All Stealers

Al RATs Sophosx Ops

15: 2013 FICE 7 # — S LA TFE D ICH T 17z Omega Bot

RT4 hR—/V—:Sophos X-Ops Ik BT T+ 77 RIN—HU—24 20228 A
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https://nakedsecurity.sophos.com/2012/01/05/spyeye-bank-trojan-hides-its-fraud-footprint/
https://www.sophos.com/en-us/medialibrary/PDFs/technical-papers/Sophos-what-is-zeus-tp.pdf
https://community.broadcom.com/symantecenterprise/communities/community-home/librarydocuments/viewdocument?DocumentKey=6aa65e05-2a44-4dd3-be3d-6dbb06cc94ad&CommunityKey=1ecf5f55-9545-44d6-b0f4-4e4a7f5f5e68&tab=librarydocuments
https://krebsonsecurity.com/2010/10/spyeye-v-zeus-rivalry-ends-in-quiet-merger/

BHOWEE ST ICHBBH

CHNIFIREICEZ FTHRVLTED. RED RAT IFRy M ZEBEIRT TAMEEZ - IILIARA Y MILTWE
3}2mzﬁ6ﬁhhbﬁ*ntsmammwwﬁﬁ$ . ROESICEBINTVE T,

(+) UPDATE

“"NEW VERSION" MODE

* UPDATE TO NEW BOT+PANEL (WITH NEW FEATURES)

* CONFIRMS NEW BOT COMNECTED TO THE NEW C2 SERVER BEFORE KILLING OLD (AVOID LOSING YOUR BOTS)
"ReFUDED" MODE

* REPLACE THE CURRENT RUNNING BINARY FOR THE REFUDED ONE

(1) THIS FEATURE WILL NOT CRYPT YOUR BINARY. ONLY DOES THE UPDATE/DEPLOY

(+) SCREENSHOTS

(+) KILL BOT

(+) MULTIPLE C2 SERVERS LIST
* BUILT WITH 5 C2 SERVERS' URLS. 1 MAIN + 4 BACKUPS.
* IF THE MAIN SERVER GETS BANNED THE BOT WILL CHECK THE NEXT SERVER UNTIL IT FINDS OME ONLINE. YOU DONT LOSE YOUR BOTS. THEY WILL MIGRATE TO ANOTHER SERVER.

(+) SINGLE/GROUP/MASS COMMANDS
* 5ET A COMMAND FOR A SINGLE BOT, FOR A GROUP OR FOR ALL (MASS)

(+) MULTIPLE COMMANDS FOR EACH BOT (COMMANDS QUEUE)
* IF THE TARGET IS OFFLINE COMMANDS WILL BE EXECUTED WHEN OMNLINE
" SHOWING PENDING COMMANDS

{+) PCINFO
* INSTALLED PROGRAMS + HARDWARE INFO

{+) VISIT URL
* USING HEADLESS BROWSERS (CHROME/FIREFOX IF INSTALLED)

{+) ANTI-ANALYSIS

* IF ANALYSIS TOOLS ARE RUNNING THE BOT EXITS

* UNIQUE MUTEX FOR EACH BUILD

* UNIQUE DATA FOLDER FOR EACH BUILD SophosXDps

" BINARY STRINGS OBFUSCATED

16: B 7 # — 5 LICIBE S N7z Spectre RAT DRFARD L

F. mvamuzam9ﬁﬂ%¢jﬁbfuw5 YHRREEICL > TEHAY Tk
mwwwaﬁ—ﬁa/u\mMﬂHQH@k@fi®$f\ — T AMREC LT TRy b5 —) ZiRH
LTWVWET,

AsyncRAT

-Open-source project

-Stable connection [Asynchronous Socket}

-Secure Connection [S5L}

-Multi-ports and Pastebin connection

-Task AKA on-connect

-Coded in C# client dependency 4.0 [pre-installed on Windows 8, Windows 8.1, Windows 10}
-Client size is only 47KB

Features Included:
#Monitoring
-Remote desktop
-Remote camera
-File manager

-Process manager
-. and more

#Extra

-Loader [Send file to memory "RunPE"]
-Bot Killer

-USB spread

-Remote shell

-Chat

-File Searcher

-. and more

>> 3arpy3uTE<<

@ REPORT SODhCISXODS

17:2021 FICE T # — S LIZIBE SNz AsyncRAT OILE

LD L. RATICBRS Y. —EIOWBEIS A /NIILEKRE - HETZ7cHIC. ChETULICBEDZREL
TFREHBEL TVWET, L RIE 2022F 2B npm URD NUADBEDH 2 /Ny T —2Z2FABT 51
Bx v R VY PHRELBICL > TREINE Lo CNICIE BOTIL I T TIEREERET 5720
:E&Lu‘f*ht%@%aihi?o
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https://news.sophos.com/ja-jp/2022/05/30/malicious-word-doc-taps-previously-unknown-microsoft-office-vulnerability-jp/
https://nvd.nist.gov/vuln/detail/CVE-2022-30190
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/follina-msdt-exploit-malware
https://github.com/NYAN-x-CAT/AsyncRAT-C-Sharp
https://jfrog.com/blog/malware-civil-war-malicious-npm-packages-targeting-malware-authors/
https://jfrog.com/blog/malware-civil-war-malicious-npm-packages-targeting-malware-authors/
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OD) BEREIWELSITRIT LD, KEDXY b T—U ST T4 v INERINIHER. - ES
(DOS) IREENFHAEL £ L 7=

FRBRETIE. V74D Kingminer 7 U 7 XA F =Ry bxXy hEHE LT ZA. O TETA
F—lF. Windows ODN—=2 3 Vv BESEA VA R—ILEINTWVWERY M T w I IEFIZEL, BELEVX
T L Bluekeep T X704 MIW LTI TH AN E SN EF TV I T2 EHHIBBLEL, Ry
T4 wIIAHNBEONBEHRVEEICIE. MO T T T7HIOREEEERL T7 I ERTI0EMRIET S
&. ROPEHt A HANIC L F 9 (272 L. HFFIS Bluekeep WMD) T h A F—IC&L > TEBINZ i
FEACHDFEEATL), @

LDl SV LADZT7HEFa)To0HDAE—BIEEIILTITTHZDEWVWS I EIE. TOHES
EIEMORILT T T EIERRZ WS ZETY, VYLD TTDIIL—THNDEHHEARVNE VWS DITT
<. 74 —SLTHBENLEDY, and BLOO—RE&RAE-OY T3 rbHbEdT, TN
DL BB VY LTI TIIN—T7) OBENERERTELLSETIHEEDVET,

This is an exclusive offer that needs a buyer immediately.

For sale is the personal information of members of a popular ransomware group.
The sale will include names, addresses and information to ID a leader of this group with evidence!

We do not wish to give this information for free to the FBI, so we come to you today with our offer.

PM me for details.

® REPORT Soph OSX Ops
18:2020F. 7 4#—S LTI YLD T7IIN—TDEANEHREZRDICHT (RIEEAD ) 1—H—

LH L. WEICEHLTIE. WENREZHETZCICHBEELTVWE LS T, WEEL CPU UY—
ZARRY bRy FDOBREEFE S TVBDITTIERWEZD, SANILOS T LT T 7 O REZRTIE
D, OTILT T T7EHBRLIED LEF A Flow BRIBNICHBHINTICTI/ERI2MELHD FH A
DFED. HEEFILT D) REBUEDRLVDTT,

R Maze S>H LT 7T =" BREOZHWICISUEWESICIFETF a2 ) ToRh—ILEHZ
BPrHELERECIA. HH2AI—F—DET+—FLTROELSICBRTVELE. TThid. BFEOHELL
WREIFEZFHEA LR

after capturing the systems and encrypting the data, Maze group offers to decrypt the data and report the security vulnerabilities on
the system if you pay. How competitive is this situation to you?

+  Quote 5=}
SophnsXOps

19: BREE TS TEWEEICIERY FT—JDKHEEEBRNITZ VWSSO LT T7YIL—7 Mazes DRFEICD
WCEREZE - fca—%—

BETAIRELS VG LTI TIIN—TICREED S TH. FHEEDLSTNIBIOBRETT, —A.
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