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Hall County Government:

Details

Have questions about your absentee ballot? Check files
below!

Voters may check on the status of their absentee ballot or absentee ballot
application on the Secretary of State's

"My Voter Page." Voters should expect to receive their ballot in the mail within
7-10 business days of its issuance.

The Hall County Elections page also serves as a valuable resource for the
Nov. 3 elections, including dates/times/locations for early voting, absentee
ballot applications and more.
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From Bryan = - ; 4 Reply || 4 Reply All | | = Forward
Subject Awvailable? 8/25/2020 1212 PM
Reply to Bryan i@gmail.com>

Other Acticns -

Ta cwilliams me—— — o ————

Hello Christopher,

I am in a closed-Doer meeting at the moment,I need you to handle a short task. Reply with your cell=.
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Subject REQUEST /20/2020 223 AM
To alasdair - | Other Actions ~

Hello Alasdair,

I am planning a surprise for some of the staffs with gift cards and your confidentiality would be
appreciated in order not to ruin the surprise. Are you available to get some purchase done?

Regards

Les mm——

Sent from my iPhone
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Subject RE: Expense 9/16/2020 810 AM
T == Other Actions *

I need you to make a purchase. I am looking to surprise some of the staff with gift cards today. I want
you to keep it between us till they get it. I need Steam wallet gift card of $188 face value each, i
need 5 pieces of it amounting to $58@. Keep each cards and receipt carefully so you can expense them
for reimbursement.

Get the physical card at a local store then you scratch the back out and scan them or take pictures and
attach the scanned pictures showing the pin and email it to me.

Can you get on this right away?

sopHoslabs

M 11: WEPDHDHERT, BEC OFFMENE, 7 —4"y MMIHIRZDRVCRE(CH U TRADZEDBEXERZITDO LD, FBHABRLEY. TERVVEEETH
NE TFI M- RZEOYICTBEIROLC, BEEADRISYFEDZEHI Dz PIN ODEEZERTDIDEYPE] & KBEOANBCRBZRF v ORAERDET, HiM:
SophosLabs

MEEDFEAENAT ATHENTWEZ S THNUE, =5y b ETHROYIBN/RBBANE TSR TH D Z &N
IICHBALTLWETLL S, UL, IRIEODEUCBISIRIE TG, F#E0 SR8 MNAIERE(C W\ D BTREIEAMEL 28,
HFOFAUETEESFVWTUTO CTUII A MR LU TES SR FT,



BEC FFER(E COVID-19 DREEAMBINSHFEL CVWE LN, UE—FI—IMMERT DHTRBERDS D LS
DFEULRZ. ADEICIIETZVWEWSERCHITRAARKRETH D, FFTALLTIFICBENIREDTY ., DL
A—)LERITEo i, BRDEREZEL. HETHNETOAMICEFEEUNITHEL LS. TNHIEBERSS
(F. MMOANTHEK T DI EZHEHLET . COXDIMEIE(CH U TREENRRICHESIBDESINREDELE, #HE
PRET DRICFFERNER T 2REENES<RDET,

BZoEER : BHED Office DFREANBUEHD

BEEDHD Office RFa1 A>T K (Maldoc) & ZORFIAXS MEEULELDS EITBRIITOXTIOA MMIDWTIE.
EOMIEEBMNAETNTNET ., Microsoft ' 7y IF—hEARTZIEEELBEL. TDE, BEIDZENED
F 9., SophoslLabs (FAIFE(CENEDT. SEXIFRIVXXTO- e Maldoc (TIEDIAA TERT IWEEBIL T
EFE UM, FIECHSEENDEEINTS. #EHNREC/\vFEERIDDIFITEEDERA. £, tFa1UTr B
PEHUWREDZEE R EDRHICEDVWTHRNR [t—J7 kv b ZBEIDIETIC. LURRINMMNDCEND
DEYF, CDEH. JILTTTDRAO— RZEERTDZHDENND & LT, Maldoc (FH1/N—IEFRF (CIFENTH)
HAEN3ZENKL<HBDET,

D 1 FHTY IA XD LTz Maldoc DIFEAER. EILST—EFENDY —)LZFED> THBEENTVET, B

H—F XFESHDBECFTEDA 1 - ATLZRML. WEE(G Maldoc [CHAADTOXTO hMERET
FTFEI., I RRAD MRERREE, BREERFIAS MNIBOAFNLZROUT MRE, FHILLWIOXTO hEig
TE3LS(CToMEEEm EEETVWET ., —5 T Maldoc DFEREF. ERCHVWIIZIEDREC LT, ¥oOWPE
OMDERDH 22T 2V RFIAD MIRBIEHICFIALTVET.

ZTDELDRITE. BIC VelvetSweatshop TOX O hEMIENEIH, TUOXTOA MEEFFEOELKERDIED
TY., EBDECS. VelvetSweatshop (& Microsoft Office 2003 (CEFEUERMBETI N, CNAHISHTEREINIZD
& 2013 &£ T, CDEE(E, CVE-2012-0158 DAfESEMZEIET D Excel D—0T VoM, COREEZFERALTL
FUlz. BRADER] EX—IfF SNz Excel DT LW RS — B Word @ .doc T 71L& K<HD/\XT—
RTHRESNZRFIAD MMIBEFLA. CHRDESD, ZD/\RXT—RD 1 DA VelvetSweatshop TT .

BRZIRMAT DEERHAEZE T BHIC. COFEZAVCERDSDD Excel T Y R — M SEICADT
SHERESNTVEY., BSENTLBZENS. REDBEDH DI T2V FEARESOERICIEENTSD,
TF1UTrBRTEBERTEFEA. Fe. BEEMEATIEHO7IILT U XACHEUTVRVWEDAF > TE
FtHA. TIAI DI IRDT— RAMERENTWSDZoH, Excel (F/IRXDT— REERE T (CESIESNTEANEZHETET.
LIeht o T ETOBSENS (FESIENERN(CRD TWET, I RRa > MRERRIC(E. BS{tETIAIL KR
T— RADMIGEIIENTVEIT, BFREF. T RRA> MRERRD AV AF v F—([CHFERESN TR
SPINTVILZFE U TOET.

SOBRENMEENDHNS5HDLIRHEN WIERKRITDIENDIDEF, BREZETT, UL, BEBADRFIA
> hEIS —DIEREN DL SR/ \IZFRALES TR L(FE BKZETRERBDFEEA.



2021 iR VI A XBELR— b

REEFIUST 1D 20 F2iRDIES

FERLIR— TR BE 1 FRICRCOLEEERQEREERDIRD AN TEFIN. SSCRINLDHEATIES 20 F2IRDIED &
([CLD T REDBHDRRICEDCREBZIER T ZICHD—ERDDTRIBRNWTLL SN, 21 HREZDR., BiRktz+1 U5 (3T
UREBFDE LD, INERV—DDEREVTHDIIDEDICADFILRL, CORIC. BEMELL. ASRERZRF DRBEVIBEL
PERMEIDFELE.

BEEMBEADOEANESRAIREETA 2T -y MEED ANDDICHED T, AKRERY hD—0@@, FHCHRUEL<IEERYT 282
BIEEINILD T P THDIT—AILEDTRBERY -V hERDHLE, D—LAR CNETICEHRATHFT IO AT AICREZEL. 1,000
BRIV EDRE SEEBERMFEELTVET,

2000 ~ 2004 £

01 s 03 E:3
deRed ammer Bagle

00 £
VEYOU

2005 ~ 2012 £
NIV T 7 DUREHEDEH

06 £ 007 £
Spam torm

2013 F~BHE
S LD TP DR

=

010 £
08 4 ckhole 0255
nficker J0A1 ~
WS
16 4 17 £ 18 ﬂi 019 020_$
Mirai nnaCry I&E i7

13 £
= As
;4:5

014 4

05 H(CKD
YR 77 20

l/'jIJ

SOPHOS

12: 8 Y IA R

18



2000 ~ 2004 £ - J— LD

2000 £F - ILOVEYOU

ILOVEYOU (&, REERSHEY - vILI>S=P U I OFOZERY
BT—LTY . RILA—DORMEIT 7 AL E U TERIESN. RIS >
H—2y NMIERENT Windows J>E1—4—2A0D8 10% (CBERL
FlUk.

2001 £ 7 B - CodeRed

FEEENYUBIRATWE [RD>F>FTa1—] OTL—/—([CERATRA
I35z CodeRed (F. IS M/ T 7 A—/\—JO—DiESEHEFALT
BEZILEEE. Web U+ hEMSAUET., 1 hARICE Ry hD—2
EBHenzd Ea—49—(\w I RFEAVAN=ILTBZ PV ITL—R
R EGLUE U,

2001 £ 8 A - CodeRed 11
2001 £ 9 A - Nimda
2003 £f 1 A - SQL Slammer

BAXHHOIhH 376 )X+ =D Slammer (&, Microsoft 7 —FX—XT7FU
T—23>ON\yI7A-/\—JO-%=2BRALFLRZ. 8.5 BT &(CREREE
fBEEE. OIH 15 FTA Y-V MELERCHIELE U,

2003 £F 8 A - Blaster

Blaster (&. [Patch Tuesdayl H‘BEA =N DN A HI(C. Microsoft M
Ny FERUYUN-RIS=FUST U TERESNE L, Windows XP &
Windows 2000 @ RPC H—EX(CEFENTULWW/\y I 7A—=/{\—=TJ0O—-D
eSSt BA LT, BN 15 KDBREVNEE. FEAN 9 AUEDES
&I(C. windowsupdate.com (Cxt LT DDoS EZZETUF Uz,

2003 £ 8 A - Welchia
2003 £ 8 A - Sobig
2003 £ 10 B - Sober
2004 £ 1 A - Bagle
2004 £ 1 A - MyDoom

2004 F(TEESNTZA—ILD 25% (& MyDoom T—A(CERET DIEES
NTWET, COT—ARF FIEREEECLEICA—ILEEEL, -
RIEE (DDoS) BEZEITLUE U,

2004 £ 2 A - Netsky
2004 ££ 4 B - Sasser
2005 ~ 2012 £ - YLD T 7 DIER{ L DEFE

2005 FRET. WILI I 7 (3FE A EBZ RIS E Db (CRITESNT
WBEEZSNTVE Uz, BRUEREEE I DH(CHETENRY b
2y MRV T PHERNIRBEH IR0 FEUZ. WHDDBSERERDI/ LA
AFEDDB. COETY. VI RMIITORBECHIDTIITIOA b
[ENILD TV OEBRREHRERERD . BRDOLEZARECLELR. Yo
N—EFRE . BAERDTEERNHRZE D5 EEFA LIRDIDTT,

2006 £ - Rx Spam

BHRQRDIRBUTA (FREDT—LZIBESEIFER ) £o72B0ON. R/IAT
BReNBOEZE(CRTIDEKRDHIESRR(CHRDELZ. EER
ZINAG BREFEZREZITIDIEITTAFTERIEZR T U THHRERILD
SR LHEESNTVET,

2007 £ - Storm

2007 £ - Zeus

2008 £ - Conficker

Conficker (FHRPOHBEHEDIE1—4F —([CRRICBRELEBEDD.
REBRWEFSISRCUELATUR. STEDT—LDEDEMIFBASHIC
RO TVERBAN, MARE U TRITEDRI MBS UIRE(CHDET,
A=Y hD RIBKEHR] O—88& LT, Conficker DXAF+ > bS5
T4 v IZHENICRIIENTNED,

2021 FiR VI A ABELR— b

2009 £ - Stuxnet

Stuxnet (&, EEIXFLAZE>ERYIDTHILESRERD 1 DTHD. 415
STOSVRMEICER SN ERE DRI EZN & LE Uz, Stuxnet
& ERIMEEOFERELTIIVII T ZERAT D END, KiahagEs
‘UELR.

2010 £ - Blackhole T2 27’04 bV

IORTOA MY M (VI I T7OMREMZRET DY —I)LFY ~) (&
BAN—LROTIAS AT LADETESFMERBERZHEHFENDETNET,
CaaS (W—EX&ELTOUSALDITT) (& Blackhole THOXFOA b
Fv FOEREN T —EX R LIRS ETEIBULE LR,

2011 £ - BREDHBILES

2013 £ ~ BRE - SOV LD PORMK
COBRICREARZTBEELEREFUEONS Y ALADITITTY, JD—LA, iR
TEEOEREEZENETD SO DOKRE. BEDHILE. R/INLDERN
MEEITD—AT. SOHADI T EEDEENZRFDOEDIEIHDFHA. 1B
£ 7 EBICSOPLADT PREICK D TREUHEREG. HETEHILRIL
RIR(CEDET, SUALADITF. ABEENTRIDTILIT T E18D
AJREMENBVNEEBIBNTVET, =510, SHDBRDZ < (FRIEHIIC
SHADITEBELTVET., /- BFROITISRXF AT TITE
MEZUTWEITH. THOXRTOA bFY hERIRICS Y ADITT(CRD
TERNRBONEHFESNTNET,

2013 £ - RJ =5 U Klc LB EHTH
2013 £ - CryptoLocker

CryptoLocker (. fZHARIUNVEEIMNREEEATURED. BS{LEESE
BEEVD 2 DOBFEDTO /)OS —%ZHAEaDhE2ZET. ZDRDILES
[CHFIDARERZTIRMEUE L. CryptoLocker (&, BEDSH D AETE(C
ZDEX. REBHFEEREFUTVWET ., E5% 3 AT CryptoLocker /A
EELEEY MO > D&% 3,000 B RILEL (SELE U,

2014 £ - POS YLD 7
2016 £ - Mirai
2017 £ 5 A - WannaCry

WannaCry (&, CN&FETICRoNEPTREBLKLECIEEUL TS S > Y
LDITT | D—LDI\AT Uy RTH D, /Y FEROENHDMEICIRERR
BREEESINERIELELRE. NSA WSTERSNEIOZTO ~Fl
AUZEDTHD,. Shadow Brokers (Ck> TARENFE Uz, WannaCry
DWED=H(T, Microsoft ([FHR— bIRNOERENF (CEREFT7 v TF7—
rEUU—-E223=EBR0FLL,

2017 £F - NotPetya

NotPetya (&, HFREADBE / MREREBHEHETS(CHN. 100 BH
IWZBRDEEEBESUIERESNTVEY ., HEZR(TTCEEDO—ED
F. SEREICEETETLEEA.

2018 £f - Magecart X%

2019 £f - BIBGIILDIT

B IJUADOI)N\RITINIHiEKRE LIz Maze S>H AT T TR &
BN THERESNE Uz, LREE L BELET—FTRMERITURLLET
TR, BREZZIDRIITNET —FZRHITDEEEEZELZDTT,
CO¥dliE. SHUADT T ERERT DL < DREE(CL D> TEMENTLY
ESER

2020 £ - WEHIC KD APT Hili

ERMNMERA T DY —IL0OEMORA(E. BEFICIAED. 2020 FICEER
[CRRDFELRE. TO0Y/\-IEFEMER(E. Cobalt Strike DLSRBERR
W— )& E> TERNRFEEESX TOEIH. Dharma RED—EBDY
=T FDLEBFIC T2EE] OV —ILFy MER LU TREUTWET,

19



COVID-19 (C{EFg U= E

FEIOFTDAILRABPE (COVID-19) (. BA/N\—tFa1UT 1 DH5PIHICENRHETZSRFE L. ZORR
(CERUEREEE. FICUE—ND—DZBOTTIRDA bOS—SBEZENICUTREZMARITTVERT, KED
RINLF v >R—=2 COVID-19 DFEZFITTHERUWEEZMEOSNTVWSEE/ MERASZE> THBNUDEIC
BWMIEZMNTDS2HTATIT., SESFGFER YRXIPO M LY M—/(—REDS TS ETRMERE (CHITIAD
FISEEITRIZE, TAN-KREBIHIARZICTHEZNT, HRCERT DAL LBMZESSCRBLETETVETD,

REEDFTUVMEFR(C

2020 £ 3 A. COVID-19 ORRIEARZIH L. EERAH DV >BZERT Deh. UE— MI—INalaeiR AL &(F
FIRTOZEDEREN RS LBETOBHEOFEBZRVNSNDZLICRD, ENEFTDHS5PD [/ =)L) MDD
FUR. BMELT, ARBBETHEZLTVDEVNSIKDEE BB TEELU TV L SIPRECHEOTZDTT .

ZLDANGBEHET(CAK EWVWDSTZa1—/ —<TILIICERATREHICEFS LU TWNET ., VPN POTA0LERZIY —
ERICHITBIEBNZHCEED. /— b PC (FAFEE#ICRD. Zoom (FHTH 2 NBRITIEE 10 FRIICHEMANT
1Y -H=EELELIE. DM, Microsoft, Adobe, Apple. Google (. TEXFRTSw M ITA—ABIFICT vV
IF— X FF ORI\ FEY - UELUE,

COVID-19 &103 DA IVA%FED A —ILFERRDIE N
3%
2.68%

2.25%

1.74%
1.77%
# 1.5% 1.33%

1.19% 1.36%
. (s]

1.01%

PN & 7%

0.75%

0.58% 0.59%

O[y 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 l
08 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21

sopHoslabs

13: Qv o5 D EOEBRIC, HRMICHRDDEIGDR/(LX—ILT [COVID-19] ¥° [Coronavirus] HAERENTUWEUIE, HiE# : SophosLabs

COVID-19 ([C&D T, REBF IT BCEST (L. /NYFBEAPEFIVUFTA TV IT—h AZSAIRBPFES
DA SA > FBDHOEGORBEREIC, BRPEBTHAEE 27252 <B0ELL.
Ay REY N A0 BUREBIA, 2UTRY MD—JEIY RRA> bOmADEF1 U v ([CHITDHENEFED

TWEY., REAOFHTERE. Ty, X)L Ry RS, 2y BWUsH. ART —LADERIE—ZED
THESVILIITRECDNT, BIBFLOETD M —Z2INRE([CRDIZDTY.



TNEMERTETERL, 2020 F 2 BREROREBICETEEIDICEED> TLFERA. ULHUL. HBIBKRICENT
FZa2— ) —VICK O TEBEDENHESNTND EE U TOBABZLDTERNT UL SN Z < OE#E. Oy
DHIIUNHET UCHIB ICBIR CTED L DT IEREVE— NI — U7 I 2 E@RELE L. Thid BRI
EREEDEFDEICERERNRZELEULET.

BSDEFRMMEAL. ZLOREENVE— M TH<KS(CRD7ZTET, IR—LARY NI —INREOBEERRERDIR
APEFNTVET ., EFREOXBICHRBSNTCET LD BERY NI —ODBERCROZDTYT, CDLIRBRY b
D —OEDH TEREHEHZEINEICERTDMCDNT, BMEHRERANCREIRENHDDEFT.

B—EXEUVUTDISA L9177 (Caas)

NILVIDTTEREE VI RIITORY— Py ITRECHZR D ENTEET. RPNFHEEIDTIN. RIhUIzERk
BIREQRZHFEZERBLET., Fo. BRYIMNIITFOESZIAETILERALLSIC. BROHDYI MITTICE
ESRREFINSHFELET.

TIVD T FOERREY. IV T 7 DOEBEREUSoHLEEC KDL ERIEEIC T DY —)LDIERRED—EB(E. BREZD
FFRTIDDTI(I72 <. Adobe Creative Suite DEMST AT ADLDC, BEDOSAERZRTELTVNET., &
DISADESRIAETIVE [H—EXEULTDISA LTI ] (CaasS) EMiEN., cnNt TZa1—/—<JL) (ZRD
DDHBDLDTY,

Emotet (. CaaS WILITT7DBELEWVN—HITT. ZNE. R/ALCKDEREEZND FOADKRETHD., AIFEHIN
SHEELTVWEIN, LRENHEECTFREATETDLDICTRZIY-—EXZRLICE/ITLBERSNEY . Emotet (&
NILIT 7O —BCTHD TF1IUTAARENS@EIO—F -1 EWSHBIRTIENTLET . Emotet DFET=DHEENF.
tORILI T T7ES—5Y OOV E1—F—ICEIET DT ETT . TDZHIC EBMEENIZR/INAX—ILEREBDS —
Ty MIEET EERTRY NI—JZFRALET.

BANKING

RANSOMWARE

[¥] 14: 488 : SophosLabs



UNNUSEICADTHS Emotet MIEENC(E 2 DORBIBRIBHBN G D E Uz, ZONILI T F 5 hRIEL (CHIzD
T C&C B—/\—LDBEZHIFLTLE LN, REZERET DR/ LXA-ILERRICKEDEBHE L. LML, 7
A(Z(3 Emotet ZAUET DR/ AR —ILAEU BiESisHFE LIz,

Dharma S>HYADTIT 76, FBI(CETS CaaS YILIIT 7 TY, DS B AD I FHGELREREZERT DDIC
LT, Dharma (FCNFET—EDVREREREZERUFITTVET, TDEHA(E. Dharma ODESRIAETILICH
DET, TN [FH1 RGE] DSHLADTITTHD., FFROLFEHCIVEEIRUET . CNSOIRTFEEFEARN(C
HIZROUTS 3> 8E%5%30> T Dharma DERENSRAO— REAF L. KBOWRZIFEHRE EDITEVET,

KEENTNTNOFPIREENAEDIR L TOLK DTV, BFRERBEESE. JU-525— HEEfe U TEELT
WS ESRIEFILEHEBHRT D EEXIBNET .

AL, R REICENIERIR

ERATOY O MTONDH. RINAA—IVEEN ETBERTBIRECTONE Uz, HEIOFIAILAD
[BEDIZVERRIRR TH > TE. IR/ AF v IRV EREENA Y -2 CH LU THTET D LS (CIaRz
BEDFET, CNEIKASNTVWSILERN) W ITH D, DUDREZE ED TRINALARAYEZ-CORBTZEZINE. H)
THBDZECR/IKEFTTY., ULl BifDRIGHSISERIEND L. EXZRTATBLTLEN, RICHEdZ &0
nE9,

COVID-19 (CKDT. I TICHEMNRDFBHIZVIBRECHDZENS. RINLZBAT T/ LBREGS L &F)
B/EFCTLET,

Chat & Add =

nization (WHO) <erecrutEwhe.int=>12 © Reply | % Reply All|v| -~ Forward | More v
World Health Organization/ Let's fight Corona Virus together

o0 fY

W realise that the spread of the COVID-19 coronavirus may leave you fealing concamed, so we want to take a
moment to reassure you that your safety and well-being remains our absolute top priority.

Please be assured that cur tleams are working hard and we are monitoring the situation and developments closely
with the health and governmental autherities of all countries we operate in. See attached WHO vital information to
stay healthy.
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Your iPad may be hacked!

Due to recent surfing on the
suspicious sites, your personal data
on this iPad may be stolen via hidden
scripts by cybercriminals. In case it
happens, they can access all other
Apple devices linked to this Apple ID
and are vulnerable. Your devices may
be blocked today if no action is taken.

Install the most trusted

cyber security
application and activate
for free to protect your
Apple ID credentials and

your iCloud data from
loss.
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