SOPHOS

Security made simple.

Pocket Guide

Establish IPsec VPN Connection
Between Sophos XG Firewall and
Fortigate with IKEv?2

Product: Sophos XG Firewall



Establish IPsec VPN Connection between Sophos XG Firewall and Fortigate with IKEv2

Contents
[0 Y Y T 3
o g g0 L1 T 3
NetWOrk Diagram ........ccciciccccccciiinnssesssssesssssssssnsssssssssssassannsssssssssssssnsnnsnssssssssssssnnnnnnnnsssssssnnnnnnnnn 3
L0 0T s [T o q
0] W0 = (=PTSRS 4
Create IPSEC PRASES @NU TUNNEIS. ...ttt e ettt et et e e e e et et et e e et esees et eseeseeeeeaseneeteesetereeneeeeeeneneennane 4
CoNfigUre PRAasSe L PAra@mMELEIS ..ottt sttt as s 5
CoNfiGUIe PRAS@ 2 PAr@mBLEIS ..ottt 6
Create StatiC ROULE FOr VPN TUNNEL. ...ttt et eeen et es et eeeseeesene et seeneeeeseneeeenenesesseeesenenenens 7
(O ST L L= = L o] [Tt l= T TSRS 8
Yo 01 aTO TSI I = 1 (=1AV7= 1| T 10
(O ST Ll [ R T=Y o o] [ T=T0] € o] o HEUTTE TSRS 10
CrRATE FITEWAII RUIB.....c.eeeeeeeeeeeeeeeeeeeeeeeeee ettt et et e et et et et et eae e et es et esees et eneaseneenees et eaneseseneasensenenneaneneneen 11
ENADIE IPSEC CONMNEBCLION......ooeieeeeeeeeeeeeeeee ettt et e e et et e e et et es e e eeeseseeessesneeeseneeseneeesesenseessesesenenesesnesenseeasanas 13
Verify VPN Tunnel Status on Fortigate APPlIANCEe ... 14
2 =] 1 15
Copyright NORICE .........ccciiiiieccirrrne s s s s s s s s s ssss s a s s e n s s smsaasss s e s e annmmmsssssEEERRRRRRRRRRRRRRRRRRRRRRRRS 16

PGAHM0510201701 Page 2 of 16
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Overview

This guide describes how to set up a site-to-site IPsec VPN connection between Sophos XG
Firewall and Fortigate appliance using preshared key to authenticate VPN peers.

Prerequisite

You must have read-write permissions on the SFOS Admin Console and the Fortigate Web
Admin Console for the relevant features.

Network Diagram
XG Firewall Fortigate
H.O. WAN IP: 10.198.67.119 B.O. WAN IP: 10.198.66.80
— i, VPN Tunnel
H.O.LAN IP: 192.168.151.0/24 B.O. LAN IP: 10.198.62.0/24
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Configuration

Fortigate

Create IPsec Phases and Tunnels

e Goto VPN >IPsec Tunnels and click Create New.

L1 VPN v

IPsec Tunnels

|Psec Wizard

IPsec Tunnel Templates

e Under VPN Setup, entera Name.
e SetTemplate Type to Custom.

VPN Creation Wizard

@ VPN Setup

Name Forti-SFIKEv2
Template Type | Site to 5ite Remoteﬁlccess

Click Next.

e Under Network, set IP Version to IPv4.

e Set Remote Gateway to Static IP Address.

e ForIP Address, enter the WAN IP address of XG Firewall. (example: 10.198.67.119)
e SetlInterface to the WAN interface. (example: CE vlan (wan2))

e Set NAT Traversal to Disable and Dead Peer Detection to On Demand.

e Under Authentication, set Method to Pre-shared Key.

e Enter Pre-shared Key.

e InIKE, set Version to 2.
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Under Peer Options, set Accept Types to Any peer ID.

Network

IP Version
Remote Gateway
IP Address
Interface

Mode Config
NAT Traversal

Dead Peer Detection

Authentication
Method

Pre-shared Key

IKE

Version

Peer Options

Accept Types

1Pv4 I
Static IP Address
10.198.67.119

@ CE vlan (wan2)

Enable Forced
Disable | Onldle

Pre-shared Key

3|

Any peer 1D

Configure Phase 1 Parameters

e SetEncryptionto AES256 and Authenticationto SHAS512.

e Click Add and set Encryption to AES256 and Authentication to SHA384.

e For Diffie-Hellman Groups, select 16,19 and 21.
e For Key Lifetime (seconds), enter 5400.

Phase 1 Proposal @ Add
Encryption AES256 | authentication  SHAS12 +| X
Encryption AES256 | authentication  SHA384 +| X

. s 21 20 [¢ 19 18 17 [« 16
Diffie-Hellman Groups 15 14 5 9 1
Key Lifetime (seconds) 5400
Local ID
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Configure Phase 2 Parameters

Under Phase 2 Selectors, enter a Name.

Set Local Address to Subnet and enter the LAN IP address of Fortigate appliance.
(example: 10.198.62.0/24).

Set Remote Address to Subnet and enter the LAN IP address of XG Firewall. (example:
192.168.151.0/24).

Click to expand the Advanced section.

Under Phase 2 Proposal, set Encryption to AES256 and Authentication to SHA512.
Click Add and set Encryption to AES256 and Authentication to SHA384.

Select Enable Replay Detection and Enable Perfect Forward Secrecy (PFS).

For Diffie-Hellman Group, select 16,19 and 21.

For Local Port, Remote Port and Protocol, select All.

Select Auto-negotiate.

Set Key Lifetime to Seconds and enter 3600 in Seconds.

Phase 2 Selectors

Name Local Address Remote Address
Forti-SFIKEv2 10.198.62.0/24 192.168.151.0/24 &
New Phase 2 @ 9O
Name Forti-SFIKEv2

Comments Comments y

Local Address Subnet || 10.198.62.0/24

Remote Address Subnet | | 192.168.151.0/24

& Advanced. ..

Phase 2 Proposal © Add
Encryption AES256 ¥| authentication | SHAS12 +| X
Encryption AES256 ¥| authentication | SHA384 | X

Enable Replay Detection [«
Enable Perfect Forward Secrecy (PFS) [

v 21 20 [« 19 18 17 [# 16

Diffie-Hellman Group 15 14 5 ) 1

Local Port All [+
Remote Port All |#
Protoecol All &
Auto-negotiate Ld

Autokey Keep Alive
Key Lifetime Seconds v

Seconds 3600
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Click OK.

Create Static Route for VPN Tunnel

e GotoNetwork > Static Routes and click Create New.

+ Network v
Interfaces
DNS
Explicit Proxy
Packet Capture
SD-WAN
SD-WAN Status Check
SD-WAN Rules

Static Routes w

e For Destination, select Subnet and enter the LAN IP address of XG Firewall. (example:
192.168.151.0/24).

e SetDevice to the IPsec tunnel you have created. (example: Forti-SFIKEv2)

e For Administrative Distance, enter 10.
e Set Statusto Enabled.

Destination Named Address | Internet Service
192.168.151.0/24
Device () Forti-SFIKEv2 v

Administrative Distance ﬂ 10
Comments 2 0/255

Status +ENENE © Disabled

Click OK.
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Create Firewall Policies

e GotoPolicy & Objects > IPv4 Policy and click Create New.

MR Policy & Objects v

|Pv4 Policy

Proxy Policy
IPv4 DoS Policy

Addresses

e Entera Name.

e SetIncoming Interface to the LAN interface of Fortigate appliance. (example: Forti-
SFIKEv2)

e Set Outgoing Interface to the IPsec tunnel you have created. (example: vlan680 (port1])

e For Source, Destination and Service, select all.

e SetSchedule to always.

Name @ Sophos to Fortinet

Incoming Interface f?l Forti-SFIKEv2 il

QOutgoing Interface | € vlan680 (port1) v

Source E all X
+

Destination = all X
+

Schedule E always v

Service ALL x
+

Action U@ eeadl @ DENY | = LEARN

Similarly, create another firewall policy for traffic from XG Firewall to Fortigate appliance.
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Note: Turn off NAT if you do not wish to use NAT-T in VPN Profile.

Click OK.

Name €
Incoming Interface
Outgoing Interface

Source

Destination

Schedule

Service

Action

Sophos to Fortinet

@i Forti_To_Sophos

© vIané80 (port1)

= an

+
B an

+
E always
ALL

+
g\l @ DENY ™ LEARN

NAT OB

Firewall / Network Options
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Sophos XG Firewall

Create IPsec Connection

Go to Configure > VPN > IPsec Connections and click Add.
Under General Settings, enter a Name.
Set IP Version to IPv4, Connection Type to Site-to-Site and Gateway Type to Respond

Only.

Select Activate on Save.

General Settings

Name

Sophos_To_Fortinet

Description

IP Version

® vy

1/ Activate on Save
V|

QO v

Connection Type

Site-to-

Site ar

Gateway Type

Respond Only &

Under Encryption, set Policy to IKEv2.

Set Authentication Type to Preshared Key, enter Preshared Key and Repeat Preshared

Key.

Policy

IKEvZ

S

Authentication Type

Preshared Key v

Preshared Key

Repeat Preshared Key

Cance

Under Gateway Settings — Local Gateway, set Listening Interface to the WAN IP
address of XG Firewall (example: PortE1.690 - 10.198.67.119) and set Local Subnet to

LAN.
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e Under Gateway Settings - Remote Gateway, set Gateway Address to the WAN IP
address of Fortigate appliance (example: 10.198.66.80) and set Remote Subnet to
Forti_LAN.

Gateway Settings

Local Gateway Remote Gateway
Listening Interface Gateway Address

PortE1.690 - 1019867119 [ 10.198.66.80 ]
Local ID Femote ID

Select Local ID o Select Remote ID o
Local ID Remote D

] <

Local Subnet Remote Subnet

LAN -] Forti_LAN py-)

Add New Item Add New Item

D Network Address Translation [NAT)

e Under Advanced, set User Authentication Mode to None.

O Advanced

User Authentication Mode

@ Mone O As Client O As Server

I:I Disconnect when idle

Idle session time interval

Create Firewall Rule

e Goto Protect > Firewall and click Add Firewall Rule.
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Enter a Rule Name.
For Source Zones, select LAN and for Destination Zones, select VPN.
Under Identity, clear the Match known users check box.

Rule Name *
LAN-VPN

Action

O,

Source

Source Zones *

Description

Enter Description

Source Networks and Devices *

Rule Position
Bottom

During Scheduled Time

Source

Source Zones *

Add New Item

Destination & Services

Destination Zones *

Add New Item

Identity

{TJ Match known users

Source Networks and Devices *
Any

Add New Item

Destination Networks *

Any

Any e All the Time
Add New Item Add New Item
Destination & Services
Destination Zones * Destination Networks * Services *
Add New Item Add New Item Add New Item
Identity
Similarly, create a firewall rule for VPN to LAN traffic.
Rule Name * Description Rule Position
VPN-LAN Enter Description Bottom
Action

During Scheduled Time

Allthe Time

Services *

Add New Item

Select Log Firewall Traffic.
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Log Traffic

Log Firewall Traffic

Click Save.

Enable IPsec Connection

Go to Configure > VPN > IPsec Connections.
Under Status, click Active and Connection to activate the connection.

Psec e
Show additional properties m Delete Wizard
Status
D Name Y7 GroupName Y7 a  Policy Y7 Connection Type Y7 o annecmn LocalID Y7 Remote |
C] Sophos to fort DefaultHeadOffice  Site-to-Site ® @ i
>
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Verify VPN Tunnel Status on Fortigate Appliance

Go to Monitor > IPsec Monitor

» Monitor v
Routing Monitor
DHCP Monitor
SD-WAN Monitor

Load Balance Monitor

FortiGuard Quota

IPsec Monitor v

SSL-VPN Monitor

Tunnel details are displayed. If Status is Down, select the tunnel and click Bring Up to initiate
tunnel.

O Refresh || [i] Reset Statistics BringUp Bring Down

Name Type Remote Gateway Username Status Incoming Data QOutgoing Data Phase 1
Forti-SFIKEv2 O custom 10.198.67.119 Q up 1.10MB 11.04 MB Forti-SFIKEv2
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Result

You have established an IPsec VPN connection between XG Firewall and Fortigate appliance.
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Sophos is aregistered trademark of Sophos Limited and Sophos Group. All other product and
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OWners.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted, in
any form or by any means, electronic, mechanical, photocopying, recording or otherwise
unless you are either a valid licensee where the documentation can be reproduced in
accordance with the license terms or you otherwise have the prior permission in writing of
the copyright owner.
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