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Synchronized Security in Discover Mode

Overview

This document describes how you can deploy Sophos XG Firewall in Discover (TAP) mode,
and install Sophos Central Endpoint Advanced (CEA) protection with Intercept X (CIX) on
endpoint computers to gain synchronized security and network visibility on the Admin
Console of XG Firewall:

Security Heartbeat provides visibility into the health status and identity information of
Sophos Endpoints based on the Security Heartbeat sent by them to XG Firewall.
Bringing anti-exploit zero-day defense, anti-ransomware CryptoGuard technology and
root cause analysis through signature-less technologies on top of traditional endpoint
security, Intercept X with Sophos Endpoint Advanced protection scans Sophos
Endpoints for threats and vulnerabilities, based on which it sends Security Heartbeat.

Synchronized Application Control (SAC) provides visibility into all previously unknown
applications, which are identified and automatically categorized by Sophos
Synchronized Security based on users, hosts, and destination countries. This consists
of application information from Sophos Endpoints for traffic that does not match
current application control signatures, or which is using generic HTTP or HTTPS
connections.

Network Threat and Usage Reports enable you to monitor user, web, and application
usage, and intrusions in the network, including inappropriate web and application
usage, user behaviour, and advanced malware and intrusions.

Prerequisites

You must have read-write permissions on the SFOS Admin Console and Command Line
Interface for the relevant features.
XG Firewall must be connected to a switch that supports SPAN or mirror port
configuration.
Choose the endpoint computers on which you wish to install the following:

o Sophos Central Endpoint Advanced (CEA)

o Intercept X (CIX)
Set IPS Max Packets to the default 8 packets. (CLI command: set ips maxpkts default)
XG Firewall should be able to reach all Sophos Endpoints.
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Note:

e SAC works only in active-passive high availability mode. It does not support active-
active mode.

e InDiscover mode, XG Firewall device cannot support dynamic DNS, multicast routing,
DHCP client functions, IPsec VPN, VLAN and PPPoE.

Network Diagram

In Discover mode, the XG Firewall device enables passive monitoring of traffic flow in your
network. When you connect an interface of the device to a SPAN or mirror port on a switch,
traffic from the other switch ports is copied and provided to the device. The device can work
with any existing firewall, and does not displace or disrupt existing IT security infrastructure.
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Deploy Synchronized Security

Step 1: Deploy XG Firewall

For details of how to deploy XG Firewall in Discover Mode, click Configure Discover [TAP]
Mode and Security Audit Report.

Note:

e You require subscription to Network Protection and Web Protection modules for the
analysis of IPS, Web Filter and Application Filter policies. Trial version gives you
access to these modules.

e Youcan create custom categories for Web and Application Filter to receive reports
specific to your network.

Step 2: Install CEA and CIX

e LogintoyourSophos Central account (https://central.sophos.com). If you do not have
one, take a 30-day trial of Sophos Central. It will give you access to the trial version of all
modules available from Sophos Central.

e Ontheleft menu, click Protect Devices.

e Click Download Complete Windows Installer or click Choose Components and select
Endpoint Advanced and Intercept X. Click Download Installer and save file.

SOPHOS Protect Devices

\ CENTRAL |
Admin

Overview

How do | use the installers for endpoints and servers? ¥

@ Endpoint Protection

Malware protection and more
Install the agent on the computer you want to protect

Dashboard

A Alerts

2 Download Complete Windows Installer

|—-_Ij Devices

& Download only Endpoint Advanced
Global Settings 2 Download only Intercept X
Protect Devices & Download only Device Encryption

X Choose Components...

& Download Complete macOS Installer

€2 Endpoint Protection L. Choose Components..
B Send Installers to Users
&Y Server Protection
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Note:
o Installing Sophos CEA protection will uninstall your current anti-virus.

o Toenable Security Heartbeat and Synchronized Application Control, you require
Sophos CEA and CIX of version 11.x.

e Gotothe upper-right corner, and click the tab next to your name. Click Early Access
Programs.

Protect Devices Help = X
: G i Account Details
How do| use the installers for endpaints and servers? ¥
About
B N Language
@ Endpoint Protection @ Web Gateway @
Malware protection and more Advanced web security Log Out
Install the agent on the computer you want to protect Install the agent or app on the devices you want to protect
X Download Complete Windows Installer & Download Chrome 0S Installer
& Download only Endpoint Advanced & Download Mac 0SX Installer
X Download only Intercept X X Download Windows Installer
& Download only Device Encryption & Download i0S Installer
X Choose Components.
X Download Complete macOS Installer
& Choose Components.
e Under Intercept X New Features, click Manage.
Early Access Programs REE = i
Open early access programs
Intercept X New Features Intercept X for mac0S
Apr 18,2017 - Jan 31, 2018 Jul 25,2017 - Jan 25, 2018
We're adding features to Intercept X: We have added the Deep Learning malware detection model and False Positive Suppression. Intercept X for macOSis a new offering for Central managed endpoints running mac0S 10.10 and Later, it provides additional
For further information and to provide feedback, please visit the Community Forum protection against ransomware {CryptoGuard), root cause analysis (RCA) to enable investigation of compromises and Malicious
i Traffic Detection (MTD) to pratect against command and control based malware
" Please send feedback regarding the Intercept X for macOS feature to MacEAP@sophos.com

e Under Eligible devices, select the endpoint computers and add them to Assigned
devices.
e Onthe upper-right corner, click Save.
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Intercept X New Features

Seloct which d ou 4d g the prog
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Result: You have installed Sophos Central Endpoint Advanced and Intercept X on the

Assigned devices.

Step 3: Connect XG Firewall to Sophos Central and Enable Security Heartbeat

e Logintothe Admin Console of XG Firewall. Go to Protect > Synchronized Security and
enter the Sophos Central admin credentials to register the XG Firewall with Sophos

Central.

Synchronized Security

Security Heartbeat enables Endpoints managed by Sophos Central to share health information with the
Sophos XG Firewall

Sharing the infarmation of threats between network and the Endpoint, provides better insights for both
products

Integrated into Policies, Security Heartbeat allows to provide control aver which Endpoints have access to
what network segments based on their health state

Register Security Heartheat
Email Address *
Ll

Password *

Register Create Sophos Central Account

W How-To Guides  LogViewer Help adminvy

© Not registered

Please upd
Firewall lic

es and register Security Heartbeat

our Sophos Central or Sophos X6
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e TurnonEnable Security Heartbeat.

e For Missing Heartbeat Zones, select the zones in which you wish to monitor the endpoint
Heartbeats.

e Turnon Enable Synchronized Application Control.

e Click Apply.

S\/nChronlzed SeCUFIt\/ W How-To Guides LogViewer Help admin+

ccount: Sophos Inc -Standard

formation of threats between network and the Endpaoint, provides better insights for both i - S
oined successfully on 13 November, 2017

eat allows to provide control aver which Endpoints have access to Clear:Ragistration
health state

Security Heartheat

Enable Security Heartbeat m,
Missing Heartbeat Zones LAN @ This
with
WiFi -]

Add New [tem

Synchronized Application Control

Enable Synchronized Application Control m\' You need to enable Security Heartbeat before you can activate this
feature

Apply

Result

e XG Firewall device will become visible in Sophos Central.

e XG Firewall will update its LAN management interface IP address on all endpoints in
the heartbeat.xml file via Sophos Central.

¢ Once the endpoint receives this updated information, it will initiate Security Heartbeat
with the management interface of XG Firewall.
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e The following health status will appear on the XG Firewall dashboard:

o Green: Endpoint is healthy.

o Yellow: Potentially unwanted application (PUA) was detected, or inactive
malware was found on the endpoint.

o Red: Active malware or ransomware was found on the endpoint and one or
more Sophos Endpoint Services are not running or are missing.

o Missing Heartbeat: Endpoint is no longer sending Heartbeat, but XG Firewall still
receives traffic from the endpoint.

Note: Additionally, Sophos Central dashboard displays the endpoint health status.

e XG Firewall also identifies network intrusions, web and application usage by users and
hosts, and automatically categorizes the information.
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What you can Monitor in Discover Mode

A. Security Audit Report (SAR)

Security Audit Report provides key observations, users with risk-prone behavior, including
User Threat Quotient (UTQ), user application risks and usage, including Application Risk
Score, high risk applications and application categories by data transfer, synchronized
applications, web risks based on objectionable domains, web usage based on data transfer
and hits, intrusion attacks, Advanced Threat Protection (ATP) visibility, and Security
Heartbeat of endpoints.

The following are representative reports available in SAR:
Security Heartbeat

If an endpoint is running unwanted applications oris infected, it will appear as yellow or red.
You can also view endpoints with missing Heartbeats. Red indicators should be dealt with
immediately, while yellow indicates risk but not urgency.

Client Health

No Record Found

Detalled View - Client Health

No Record Found

Synchronized Apps
Synchronized Applications report displays applications which are identified and classified by
Sophos Endpoints. Uncategorized applications appear based on port and protocol.

Synchronized Apps

TCP:B0 7 Unclassified

20 753.11 KE
UDP-443 ? Unclassified 4 45341 KE =l
TCP:443 7 Unclassified 1 407TKBE 1
UDP:53 s Unclassified 2 384 B 1
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B. View Reports on Admin Console
The following are representative reports on the Admin Console of XG Firewall:

1. Security Heartbeat

2. Synchronized Applications

3. Network Threat & Usage Reports

Security Heartbeat

On the XG Firewall dashboard (Monitor & Analyze > Control Center), the Sophos Security
Heartbeat widget displays the health status of all your Sophos Central-managed endpoints.

System

Traffic Insight

'l\\_, *J Wed Actv

User & Device Insights

Security Heartboot

Performance Services 1‘m 2
o 0. NA\JL/\M/M
Interfaces VPN Synchronized Application Control
, 0 0
v Memoary Nowed Ago Categores Network Attacks Mapped Apps New Apps
11,147,980 < 0 Apps intotal detected
MM A AN AM Sanastorm
| 2189 64m 6 4 B8
: ] Gae0om ™ Clean
Bandwidth 5S40« Sessiors 154,20 ATR uTQ
l ‘ Mllumj Aowod Web Catogries Mocioad Agp Catogaries o1 12 1
H 794
LR Ll B A = O/0 4 /4
High Avalabiity. Not confiqur B 1.74x RED Wireless APs
Sophos Frewsl Manader us-el ¢fm scphos 11857 2
23 . ” | 195 O 7
Rurving for 21 days, 3 hours, 27 mnutes Connected Remote  Live Users
Users
Click 00 widgets Lo 0pen details
Active Firewall Rules Reports MGSSGQOS
C
2 9 q 1 1 Risky Apps seen wa,n‘.ng
Business User Network Tha f >
0 Objectionable
. websites seen 0 Alert "
New RE Cick He
2291 Used by Top 10
MB Wob usors Warning
2 1 6 0 00 (ks Nt
Unused Disabled Changod Now A R
Dashboard
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Dashboards Applications & Web Network & Threats VPN Email Compliance Custom
Show: | Security Heartbeat View All g FROM: 2017-11-16 B 1o 20171118
Records perchart: 5 | 10 | 25 | 50 | 100 | 200 HTML PDF CSV Bookmark Schedule
Client Health Detailed View - Client Health
Host (Source |/ HostName <7 Health-Last Last Health
1020418 TWINB164BIT I Red -
10.198.38.8 TWIN764 - Green 2050-10-1613:.0...
10.20417 TWINBBY [ Green =
Client Health Count Percent
[ Green 2 66.67 %
[ Red 1 3333%
Security Heartbeat - ATP
Host (Source 77 LoginUser <7 ProcessUser |/ Executable <7 Threat 77 Threat 7/ EventlastSeen Events
1019847101 w7pro6dxevm\ad.. w7proBdxevm\ad.. C:\programfiles (x.. C2/Generic-A 81171742 2050-10-1613:02.. 1
Blocked Network Access Missing Heartbeat
Host T/ User 7/ Destina.. 77 Events Health Host Name Missing Count
1020418 Unidentified ~ 10.198.235.2.. 7530 Il Red No Record Found
1020418 Unidentified 8888 5648 - Red
10.198.388 Neoh 8888 30 Yellow
1020418 Unidentified 157.56.106.184 10 - Red
Trend - Missing Heartbeat Blocked Server Access
Time Host Count Host T/ User 7/ Destina.. 77 Events Health
No Record Found No Record Found
Security Heartbeat
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Synchronized Applications

Synchronized Applications reports offer complete historical reporting of all applications,
which are identified by Sophos Endpoints. These applications appear based on users, hosts,
destination countries.

Dizshhoards Applicalions & Wab Metwark & Thrests WFPH Fmnsil Complance Custam
Show: | Synchronized Applications View All Q FROM: PO17-08-10 Q TO- 207-08-10 m
Aecorosper chart S | 10 | 25 | 50 | 100 | 200 HTHL POF CSV Bookmark  Sclusduli)

Application Summary synchronized App Categories
-
E Unclassified
Application Signatures 3
Obyles 25381KE SO0781KE TE172KE LO01SE63KE 1249ME
Bytes
Application Type Hits Percent Category W Hits Dytes
Apglication Signatures qy52 9915% Unclassied 27 11EMB
Synchronized Applications 58 A5 %
Synchronized Apps Users - Synchronized Appes
& TCPE0
g iviewl
£ UDPy43 =
E &
TCR4U3 |4 O7KE -
E Unidentified | 389bytes
% UDP33 |3Bdbvies
=
E Onyies 15625KE  J123KB  4G8.70KE 625KE FTELEZSKE Olyies £53.91K8 5S0781KE TM5L7E2KE LULSES®E 1.24dME
Bylizs Bylizs
Applicat. 77 Risk Category Hits Bytes User 7 Hits Bytes
Icesn o 7| Unclgssiied 20 75311 KB Iiewl 25 118 MB
upeags @ | 7 | Unclassifed 4 45341 KB Liniclentified # 3R
CPY4s @ 2 Urclassified 1 40TKB
uoess @ [ 7 | Unclassified 2 384E
Hosls - Synchronized Apps Destinabtion Countnes - Synchromnized Apps
United States
102021158 E
5 ltaly | 8 92KE
§ § v |
= & United Kingdom | 4.07KR
17216.16.21 | Z84oytes ;E
B Singapare | IKB
|-}
Obytes  25391KE SOTEIKE VELV2ME 1LO01563KE 124MB E Obytes 25391KE SO0VHIKE JELVEKE LO1563KE 1E4MB
Pytes Biyites

Synchronized Applications
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Network Threat & Usage Reports

You will gain access to Traffic and Security Dashboards, Executive Report and User Threat
Quotient, in addition to Application & Web reports, Network & Threats, and Compliance

reports.

D licati &Web Network & Threats Email Compliance Custom
Show: | Traffic Dashboard [| view il B2 rrom: 20171116 B4 10: 2017-1118
Recordsperchart: 5|10 | 25 | 50 | 100 | 200 HITML PDF CSV Boolanark Schedule

Applications Application Categories
i roes Infrastructure
‘\\ \\ Others
. Others ; \ Social Networking
TCP:443 General Internet
\ e e
Application... Category Risk Bytes Percent Category Bytes Percent
PoP3 Infrastructure  [EH 526.53 MB 38.97% Infrastructure 11368 66.5%
Tce443 Unclassified |3 420.66 MB 3113% Unclassified 436.56 MB 25.04%
Secure Socke... Infrastructure 1 288.17MB 21.33% General Internet 1327MB 761%
HTTP GeneralInter..  [EM 66.35MB 491% Social Networking 115MB 0.66%
Others Unclassified |2 49.54 MB 367% Others 314MB 018%
View More View More
Application Users Hosts
paul 10.120.16.250
10.120.16.249 = I
= /' ‘ |
Others 10.120.16.100 -/
/ -
william . o snomn s sse
User Bytes Percent Host Bytes Percent
paul S47.43MB 40.51% 10.120.16.250 417.05MB 30.86%
victor 259.23MB 1918% 10.120.16.249 259.23MB 1918%
william 22717MB 16.81% 10.120.16.100 22717MB 16.81%
donald 8222 MB 6.08% 10.120.16.114 86.01MB 6.37%
Others 23519MB 174% Others 36178 MB 2676 %
View More View More

Dashboard
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[} ications & Web

[ || view Al

Web Risks & Usage

Show:

Records perchart: 5 | 10 | 25 | 50 | 100 | 200

Web Domains

T 1
iprepl.t.ctmail.com Z ‘

e WWWw.saavn.com : ] 771K
‘s |
E http.00.a. net ¥ e = I 6.2K
8 tvfhis-a.akamaihd.net *I 112K
|
media.dma.mil S 501K
0 18K 3.6K 54K 72K 9K
Hits
Domain %/ Hits Bytes
iprepl t ctmail.com 8744 811.94KB
WWWw.saavn.com 7708 266 MB
http.00.a.sophosxl.net 6196 29458 KB
tvfhls-a akamaihd.net 5118 1076GB
media.dma.mil 5012 63.48 MB
View More
Web Category Types
Acceptable

Unproductive

Uncategorized

Category Type

Network & Threats VPN

B FrOM: 2017-11-16

Custom

Email Compliance

£ 10: 2017-1118

Bytes HIML PDF CSV Bookmark Schedule
Web Categories
Information Technology r 20.75K
> Entertainment ! ' 137K ‘
i
o Weapons N 5.01K
News N 4.34K
0 BK 12K 18K 24K 30K
Hits
Category 7/ CategoryType Hits Bytes
Information Techn... Acceptable 20750 189GB
Entertainment Unproductive 13698 2.48GB
None Uncategorized 8516 8.48MB
Weapons Objectionable 5012 63.48 MB
News Acceptable 4342 8529 MB
View More
Web Users

Unidentified
patrick I 217K

] ichael 1 1.4
2 michael I 145K

Objectionable N 6.92K daniel lj 134K
Neutral {223 Oliver | 117K
0 8K 16K 24K 32K 40K 0 14K 28K 42K 56K 70K
Hits Hits
Category Type 17 Hits Bytes User 7 Hits Bytes
Acceptable 36620 2.24GB Unidentified 60498 49168
Unproductive 25892 2796GB patrick 2174 39.19MB
Uncategorized 8526 948MB michael 1446 27.21MB
Objectionable 6924 90.68 MB daniel 1338 205MB
Neutral 223 209.48 KB Oliver 1170 9.96 MB
View Mare View More
Web Risks & Usage
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Suggested Reading

Synchronized Security in Bridge Mode
(In Bridge mode, you can create security policies and firewall rules in XG Firewall to take

action automatically on endpoints based on Security Heartbeat and Synchronized
Applications.)
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Copyright Notice

Copyright 2016-2017 Sophos Limited. All rights reserved.

Sophos is aregistered trademark of Sophos Limited and Sophos Group. All other product and
company names mentioned are trademarks or registered trademarks of their respective
owners.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted, in
any form or by any means, electronic, mechanical, photocopying, recording or otherwise
unless you are either a valid licensee where the documentation can be reproduced in
accordance with the license terms or you otherwise have the prior permission in writing of
the copyright owner.
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