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51) %PROGRAMFILES%¥Microsoft Office¥Office 14¥Outlook.exe
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Add Exploit Mitigation

APPLICATION *

--Select an application--
--Select an application—
Adobe Acrobat Reader DC
Adobe Reader

Google Chrome

Internet Explorer

Microsoft Edge

Microsoft Edge Content Process
Sophos Tester

Windows Media Player
Windows Wordpad Application

Exclusion
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SafeStore

| 1+ = | Safestore

Haome Share

- v A
[ Desktop 2
; Downloads
= Documents
&= Pictures

BiInfo
installers
Logs
Logs

@ Onelrive

[ This PC
J 30 Objects
[ Desktop

= Documents

& Downloads

J‘.‘ hAuzic

&= | Pictures

B wvideos

R I P

e

Fas
Mame

Logs

| | 2E38AD333FTIBEETR45BTTEFDDALBA2F1E..,
|| 3CBCEBA0DFIDICEDCOMTECOEDCASDIR..,
|| 47C103500E0S1DTFIOFEENE1 TR1007TICE..
|| 184802 78DEABT0C3AATE1A5F361COCRES..,
|| 681A20CE14F442030E052018B0BE0B TS0,
| 1817 34B290733C5C5CA202E7B097ADD0E. .
|| DBE6A4ET1BICI03CFSODEDM TISATEZTOC,
|| D28B41EEDTIIFE0967BE196BM71IDECERT..,
|| E9SEDEABAFAZERIBDECA1IAEIDE345CF2,.
|| E33593D5AFSCRFEECIBATEF1SE54BB577..,
| | FaDBAFE34CF3NCOD303F6EE2ECE15B22.,
|| FABICOABTIBAEADTIB2282FE0ECCETS2T..,

% SafeStare
|| SafeStare.pw

» This PC » Local Disk (C:) » ProgramData » Sophos » Safestore

Date modified

512018 937 Ak
5742018 2:06 Ak
54472018 3:04 Ak
5742018 2:06 Ak
5442018 3:06 Ak
5742018 2:08 Ak
54472018 3:04 Ak
5742018 2:08 Ak
5442018 3:06 Ak
5742018 2:06 Ak
54472018 3:05 Ak
5742018 2:06 Ak
5442018 3:06 Ak
5742018 2:08 Ak
5142018 9:37 Ak

Type

File folder
DAT File
DAT File
DAT File
DAT File
DAT File
DAT File
DAT File
DAT File
DAT File
DAT File
DAT File
DAT File
Data Base File
P File

1,183 KB
1kE
1,13 kB
1,183 KB
ERA
1kE
132 KB
1,183 KB
1,183 KB
172 kB
1,183 KB
1,183 KB
24 KB
1kE

2018-05-04T03:08:43.3477 GetContext context: ©073B0O18

v O

Search Safestore

2018-05-04T03:08:43.347Z Task: "savefile" (component 16)
2018-05-04T03:08:43.347Z Savefile: C:\Users\Administrator.SOPHOS\Downloads\pskill.exe
2018-05-04T03:08:43.4417 Task successful (time spent: 84ms)
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SafeStore &I 7 A I &8I S

SOPHOS CLIENT

Admin

£ EVENTS

Overview

El

Dashboard
A Aers

E Logs & Reports
}L People

E Devices

Global Settings

= %

Protect Devices

Endpoint Protection
Server Protection
Mobile

Encryption

Wireless igh M

gh M

3 ® ® © @ @

Phish Threat
h M|

hM

(C]

Free Trials

igh M|

44 Events

https://docs.sophos.com/central/customer/help/ja-jp/PeopleAndDevices/Devices/FindOutSHA-256Hash/index.html
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7 1)L SHA 256
cb10fBfc518fbdda2a2fd07980d48c3c9e } \\\J :/ l

aller.exe

SHA256
J\NX
ALBAE (FIFRIAEREA)
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2018-05-04T06:
2018-05-04T06:
2018-05-04T06:
2018-05-04T06:

2018-05-04T06:
2018-05-04T06:
2018-05-04T06:

1

SOPHOS

Command: restorethreat

GetContext context: 00/73B0O18

Task: "restorethreat” (component 16)

1 objects belonging to threat id a3dd2872-4a5a-42ac-88e4-f198af8d8e4dd
1 objects restored

Restored: C:\Users\Administrator.SOPHOS\Downloads\pskill.exe

Task successful (time spent: 692ms)
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J1—X1 : ERELEIHROMER EXIE
» Intercept X Advanced
» Intercept X Advanced for Server

RN LT NS 2 MR

» Intercept X Advanced with XDR ﬁ@(;ﬂl@(—ﬁf L/dj;_d)b\
» Intercept X Advanced for Server with XDR = e -

Y o) N N= A— ~ A A\ 'g' \7-\ )
JT—X3 : TOFIF+1 TRBEE J\>F1 ) < 7 EASACLEND
> Intercept X Advanced with XDR (Live Discover/Live Response)

> Intercept X Advanced for Server with XDR (Live Discover/Live Response)
» Sophos Managed Threat Response
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Admin
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2. Live Discover
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Q_ Cloud Optix (B3RS
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EQL-WIN-PRI-

EQL-WIN-EVA: SHTA-HTTP

EQL-WIN-DIS- NLTEST-DOMAIN...

EQL-WIN-EXF-PRC-FTP-WITH-N
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RIIHRZE MITER ATT&CK~Y b O XA
JEL/IN BT & F24it

Falebed Category - FIAAUAR BHET 5 B MITRE ATTACK

5021411170 This detection looks for MSHTA
EQL-WIN-EVA-PRC-MSHTA-HTTP L] Winl0-Y — S connecting to a URL. This is a living
15:23:25 =
off the land technique for...

Defense Evasion
Mshta

20214111717 15:23:25 kA mshta.exe : '
mshta http://www.netfliic.com/Launcher.hta
CAWindows\ SysWOWEL\ mshta exe & !/ '

Win10-y @ ) g ophos
N F - computer l . o ’ ljj ént
ool VAT F L 111110102 (=) SophosP 7876:132807395086693389 *ﬁ%”ji%d) ] 7\/ I{

6-1[r <8 A i Kobe, Hydgo, Japan
7 -1 0 Microsoft Windows 10 Ente. 1cfbePdBSHaEEEY 9c03900367a0b16c3723a3219181cbB2120f7h67feasd724 'l‘ﬁ $E
8-l
9- %
10- hek

v LI ﬁﬁdﬁ*'l‘%ﬁﬁ | .‘.'\"I‘J‘.'\"DRD.EKE

GihPragram Files [x86)\Microsoft Office)root\Officel6\WINWORD.EXE
il SophosPID 4900:132807334938020480

Sophos =S 27— -l

~ MITRE ATT&CK

10:50:01 13:25:30 Domain Trust Discovery

gATOUT ] Nitest is a command line utility th
. 11an i 1180 aCco g e y that o very
5 EQLWAN-D85-PRCMTEET-DOM.. | (o) Win10-X 2021110/11811 | 202LiF10/135(1  FTEE SR e e | Discovery 0

discovery. This rule looks for the fla...
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Live Discover®)

SOPHOS

(BT DTVUDER

date_time pno )| process_name
2021-11-07T06:18:287 7876:1328073950..  (-=+) mshtaexe

2021-11-07T06:18:39Z 8448328073951 (-==) powershellexe

TIARDERRRT — T 1-T—TXEHEH 2-FT—FFE

Sophos Live Discover:

FEfll L7250 4 =il ) Workstations 3 28 Servers 0

ffi—iljii o5 4 AR 7 — 2

et rIEI]

562 ms

source_port

111110102 [aD)

111110201

111110102 [aD)
Zauy
a4 DataLake 2T !)

Network activity of a process with a
local IP address [Data Lake]

111110201

Network activity of a process with a
remote IP address (Data Lake)

Search for network traffic data (Data

|;| Live Discover 7T 1J
EEEDFAT

BESIUT—YEEEER @

PFPRLADTFOFET
PP LA EOR—PTUWAL,

1RiE FIiHi
finished - OK computer
finished - OK computer

finished - OK computer

_ e — .
3/3FT)IAANTETLEL

destination_port

o o

original_destination

o) 443

IZUwFE

INSD I DS — FI—Fr O Web T L2
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8. U—EX. FedarFovieonTiEEESE
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s/ SANS ISC lookup
DomainTools Whois lookup
VirusTotal lookup
IPQualityScore TOR detection
IPQualityScore proxy detection test
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SecurityTrails lookup
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source_port

ephame destination_port original_destination
2021-12-07T05:50-46Z 646013283329846 . (2:2) mshtaexe 111110101 49854 111110201 D 8o

8948:13283329851 . (++) powershellexe 111110101

111110201 ) au3

TIARDERRRT—F T T:1- T —FEEEH,

Sophos Live Discover:

o4 D

4 G Workstations 3 B8 Servers 1

et P 7 — 2k EINI 0 PTFL=
13572 ms 0.00 kb finished - 0K a8 Windows Server 2016 Stan.. 11111010 &
3602 ms 040 kb finished - OK computer #& Windows 10 Enterpris 111110101 @
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ZFHTHEEUET

process_name

(D)

mshta exe

(D)

powershell exs

111110101
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A BloigkTE TR ERHR

open_sockets

open_sockets

Network activity of a process with a local IP address (Data Lake)
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X
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ocal_ip 111110101

Data Lake AMD T TDY — X

I | 7>V DET

Data Lake D X TDY—X

process_name path

C:\ProgramData\So.. @

SophosUpdate exe 2021-12-08T16:08:382

OneDriveStandzlonelUpdat... “:'-\_L3;|‘3'-\S:|:"-:3'\._;&|3..@ C:\Users\Sophos\AppData. 2021-12-13713:09:13Z
CAWindows\SysWo.. (52)  "CAWindows\System32\W..  2021-12-13T12:41.017

CAWindows\SysWo (55+)  "CAWindows\System32\W  2021-12-13T12-37-257

last_seen

2021-12-13T13:10:50

2021-12-13713:09:13

2021-12-13T12:41.01

2021-12-13T12:37:29
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; o o - - Check an IP Address, Domain Name, or Subnet
B amr>zor—5 ) B B - g - - ©.g. 133.106.32.188, microsoft.com, or 5.188.10.0/24

193.0.14.129 found in our da
This IP was reported 1 times. Confidence of Abuse is
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ISP IP Europ s Ne oordination
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Domain ripe net
Name

Country = N

City Amsterdam, Noord-Holland

REPORT 193.0.14.129 'WHOIS 193.0.14.129
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https://support.sophos.com/support/s/article/KB-000038134?language=ja
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https://docs.sophos.com/central/customer/help/ja-jp/ManageYourProducts/Overview/GlobalSettings/AlertEmailSettings/index.html
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