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simple counts are shown in the graph below.

More likely in bad files >>> <<< More likely in good files File feature

5.753,278 5.194,852 [1] The program may be hiding some of its imports: "GetProcAddress’

Compilers: “Microsoft Visual C++ 6.0 - B.0"
2,783,338 2,485,783

1,623,697 1,723,903 [1] The program may be hiding some of its imports: "LoadLibraryExw™

Stack Canary: "enabled”
1,543,823 3,294,614

1] The program may be hiding some of its imports: "LoadLibraryW™
1,524,119 2,066,278 L) heprog y g some of its imp ry

Can access the registry: "RegSetValueExW"
1,384,671 1,514,017

FAS ISP IRE DRI FZE BER.

Sophos HEH52022 4 B
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7 FSS X R DUZ S ha g i

IR AR, RERAENEI EEEEIBSIEEE . BT, {8B) Sophos Sandstorm F =V FEfER T
22, BNEER/ B9l BT LUSA B SIS, /N B I B ORISR AR E F SR ARV AS, ThEE M T JLE a1l A
HEAETHBENT BTV FERRA R,

ATET TR, TRIINRIF B, F BTN ASEIEEE. Xstream DPI 51 ZEHE & & A BBV ERIS
4, SNEE FHRFFTFEE Web T, K B5h_EfZ 5] SophosLabs Intelix =/V4EF 518, FERNEITERS 24T (30 KL
MEEIBTTINITA, ZB7 ATHHENERINE,

AT IRBEAD, SophosLabs 3E1T k4TS Intercept X F—Hi 5= AV RFIFHIFE R ERTE Sophos
Sandstorm /1, BHEREF S RFERE U CryptoGuard (S2EHITNTE BREN R LF NS RYITA) o 38 AT 14
MPRA S AECEMRMMEIE G R R EIRLE, (T i AE T AR X AT 2 IRR ERM A
IPEEST - Intercept X BYSEBT 73 4f, R B & Sophos Firewall BYB] IVMEFREKFE - BHEXHTTRNANARH
LERSHE,

- O Bl |- LR |

WREBTR AT ERSFERS XN, BETH, HiRERBEEHRENSE,

RN T A IR B EAREERAEAE R RIEX A ARIENIERE B 5B 728 Office X+, SREREL
BY R MR AT N B AE - B o

Sophos HEE4 2022 F 4 B
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BLRBIFR S
Sophos Firewall £ HIFAE ST —MRE, RASFHANERIAINTEFMERIRERE 6 MRS
%, DIES M ID. XIHEE VR EE =75 VirusTotal 2R,

Investigation and actions

[drive]\[redacted]\file_exe
lSOPHDS
Blocked S times for 3 users. Source details

QOS

Time of analysis

Static: 2019-07-26 21:09:08
Sandstorm: 2019-04-16 17:40:58

Overall verdict

MALICIOUS

Analysis summary

NOT
MALICIOUS MALICIOUS MALICIOUS DETECTED 9/71 None

C Machine learning  File reputation Sandstorm VirusTotal XG malware scan
Overall analysis File features File structure detections

Information about your file

File name [drive]\[redacted]\file.exe

File type application/x-dosexec

SHAL 41bBBbT77bEfd365e72f134Uae29fcdaf2f2edaf

SHA256 6f14a34560d2076523e95ae66b126d363d5552730459399a09¢ch3d9alf2172086
File size 10,096,640 bytes

All details

Machine learning

MALICIOUS Overall verdict based on the Sophos deep learning model

Our model identifies many attributes of the file and compares their occurrence, individually and in different combinations, with millions of
known good and known malware samples.

The reports below show probabilities based on key components of the overall score. Each component isn't a strong indicator on its own but,
in combination, they provide a critical insight This model identifies many different characteristics of your file and compares the occurence of

those characteristics, indi and in combinations, across millions of known good and known malware samples.
Feature analysis
* |dentifies specific features of the file.
* Randomly selects one million [out of 2,906,531) known good and one million [out of 20,045,125) known bad files.
* Counts the number of good and bad sample files that have the same features. These simple counts are shown in the graph below.
* The verdict may also take into account more complex combinations of features
* This test rates file.exe as MALICIOUS.

More likely in bad files <<< More likely in good

gy file File feature

‘

6,747 5,292 Can access the registry: “RegDeleteKeyW™

30,962 31,332 ['] The program may be hiding some of its imports: "GetProcAddress”

23.868 22,093 ['] The program may be hiding some of its imports: "LoadLibraryA™

48,199 49,165 Stack Canary: "disabled

122 30 Packer: "Unusual section name found: vmp0”

Packer: "Unusual section name found: vmpl”

?
é
g
g

Sophos B4 2022 54 B
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SF—RNER

BEMHMEE— DA T Z M RN R 2R B0 SRR, A EEEFEZ N TEM
NUSEREPRRLA IR, EMAER TIF,

#A Sophos Firewall, BITEN & T2EHRBEHAEMNBNAR S XUNRERLR RSN H K THEES
a8 EFHEEHER, B TR AERNN L EEEREE— TR —EREP ER UE— S EE. Jhik 2
EN =N IN R Gl E AR ST D =PI

SOPHOS Rules and policies Focdhack @M How-toguides Logviewer Holp  admin@MYXGS2100 ~

Firawall rul 5
@ ro ousern
ety B sourcemae | - I oo e - | t it
= F.;.' - s s
v P e . T ©
o @ e ’
mi 4
3 ﬂ a.-:sueu.u S - 2
o) [ Dosciauin e €
1n n Ef’!mffl-\‘m!_ T =
L—mm €

Sophos Firewall $&7 1R 58 HE NAT # TLS 10 BERIFFEMNBE—MIE, B EEE,

AR AN AEIERNAT TLS/SSL A EMEX WAV 7S B NEE TENEER, BIEH— T nERFSH
TEE,

ETREMREBRNEZER, MENER RS LiEF.

Sophos HEE4 2022 F 4 B
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BERE—Y
Tt 2B =imM Sophos Central KA IR 2 Sophos Firewall A/ 5@, Sophos & EEIEH R B SR
HIFEEN—YLIE, HESEE— M RETRT.

Security features XAV
~ Web filtering ‘;/Dﬁ
Web policy Malware and content scanning iltering common web ports
Default Workplace Policy n Scan HTTP and decrypted HTTPS [ usawe i of Pl engine SSL &
Apply wab catagory-based traffic shaping Detect zero-day threats with Sandstorm DP1 engins or WU“M
u Block QUIC protocal Scan FTP for malware ‘Web proxy options

[0) Decrypt HTTRS during web proxy filtering

~ Configure Synchronized Security Heartbeat 0\
Y2

Minimum source HB permitted Minimum destination HB permitted
@ GREEN (O YELLOW (O Norestriction GREEN YELLOW Mo restriction

oz AR
[0} Block clients with no heartbeat Block request to destination with no heartbeat T

QoS

Other security features

. iR
Identify and control applications [App control] Shape traffic DSCP marking
Block generally unwanted apps B Ser's g applied Af%l}ﬁﬁﬂ giﬁ

B Select DSCP marking

[ Apply application-based traffic shaping policy

Detect and prevent exploits (IPS]
lantowan_strict n

¥ Scan email content

ERAEXHBEX RS, T— M RR LRESB T2 RS,

A LUK ENE SRS TLS & V5. IPSOREIAEE. Web M FAIERFIEH. Security Heartbeat. NAT. B§H
Mg Z25E, 2FE—MIB — Z M, ZNEF, 3N,
MREBEEFARGBERN AR TR, 30E #1700, 0] st 4R, TTHE B A AER N0~ R E SR
o

Narne® | Default Workplace Palicy

Description Dy SCCEES to rigs most commanty
unwarited in professional environments

Users Activities Action Manage Status
All web trafic
& chris and with content -p + @ s m
ke Ethnicity terms [Canada)
Objectionable Terms
4 Anybady & nonymizers 9 + @® @ a
AL oy B\ eapons 9 +® § @ao
A& nysady & creme 9 +® 8§ @
& ysody & hishing & Fraud 9 + ® ¥ @O
A ody B inancy & Extremist 9 + ® 9 @@
AL, vady & corbiing 9 + ® ¥ @

BREERKEAEE, #ITERMABAL SRR,

Sophos B4 2022 54 B
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TR B M IR T AR T #EXT 75 216, INB RARSS, W Active Directory. eDirectory 1 LDAP, LAz
NTLM. Kerberos. RADIUS. TACACS+. RSA. & F im LI a(58 HIM4& 1 ] . Sophos Transparent Authentication
Suite (STAS) 121t5 B #AR5S (W Microsoft Active Directory) BYSERY, SRHL 5 (8. Bl 52 BEAN B S B R B HHIIE.

Microsoft Active
Directory Server

Authentication
................ INfOrmaMON e

Sophos Firewall STAS Collector and Agent

..............................................................................................

-
e - D

No client required on devices for SSO

IR R e Web F%

Web BR1PFIIE S 2RI AR EBINEE, BRI E, EAZEHHAIGLMR R E GRS A B F AW TS
V2R Web BAIPfRR A ZMA AFNNRE T ESMANR, LEBEE BB IR TS Web W% (SWG) SR H R

A AR Web BEEIEH, BEERA NI HE. LM T — MM EE FHERBEEL, 1EHITE S 22 HEET
FEEMEW. RAIATIE X BEERE T &E BIE, HIUNEE TIEIFIRE. HE CIPA 6% XEKE AL

A ELLFHE, BEMRBIERNE LS E Z ISR,

SOPHOS Web Footoack W How-toguides Logviewer Help  sdmin@MYXGSZ100 =
Polcs Pobcy QuetaStatus  Usar activitios Catagories o p—— Ganeral westings Fila tysas Surfing qustss
B  Default Palicy Atypical starter policy with options suitable far mary anganizations (1] + @ S B

AL o X + L] I

A8 Anybody @D Blocked URLS for Default P =] + @ ¥ @

A& Aoyt o Ln] Work hours (5 D + @ ¥ &
Dotault act 7

SRARIEIVER Web ERBRIR (HASARIZ A,

EL L, BB Web BERE N MIE A BRABNINER, FIURITRAKRERHEEETRERAFMNEL
FRFITEENIEEE ERI B BEX AP MAER (B URL KR AE IR KA 21F (HLE 7
WRES) A, AINZEE SR EMEZRLIR,

Sophos HEE4 2022 F 4 B
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BB EE
T FEE Web HBEA S MM ERHIEBINE, Sophos Firewall 2t N EEEARIEESE THENES
&

» TUETEERY Web BUER, BT CIPA &1

» IRIEXRBEFHITATLRNKRS

v ETF AP /4EBERR SafeSearch #1 YouTube [RENIEE

y AL RBTEENEILETIEE S

» ZENERS, RAIAIVBTER-

Web BRIERMHEIZRAM ENINEE, EEF] LRIEXRBF IR LS THSNE R XBER. ILREEH B RS
LHEZR, JUMNAS B R MR TAREM AN SABTEXNXET, R [ ERELRE, FRfFERX
B2 XEFER UL EHEI A, WA TER Web sEEEERIFAMINRE, HIZMHISRAM i NIRIF, S0EMELE
BERXXRFAERERIMLL,

RHE2EREA TR XRFLEURERIEFEARXRFASAFA, XAy EERRA LI E
BT lo

Sophos Firewall #2331 AL CIPA BUER & FME, SRR & o M IRIEF - /4 BEERS, $2EXT SafeSearch
YouTube FRHIAY R SESRBAITH Al LA FHNEEMEIEE CHBERES, AFESEIH0EEERETRELERN
A

SRARY Web EURREILIRIE,

Sophos HEH52022 4 B
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{8k NAT f2E

EAIZEIHELE NAT (Network Address Translation) FligBY ABEIBECEYEE, B HF~—E 201t Sophos Firewall
BEFEMIR NAT hEE, F— N E BB EIR AN PSR TSR AT AR NAT B2E, B35 NAT (SNAT) #
Hir NAT. AT B EZ: DNAT, ZTFHEANESEIESEOETE NATRE, REEH/1L TS

BB AEFLNES, EIR S B] LUF) B 5 @R EE NAT ThEE. 558 NAT B B she =AM NAT BE2EHIN, H—F 45
FERTOIEMEE NAT MNIAYAY 8]

Sarver ac

Review your selection

Select Save to add NAT rules and firewall rules with the fellowing configuration:
INternal Server to access from the internet

IF host:10.0.1.10

Hostname: Mac Server

Public IP address through which users access the internal server

IF host: 50.68.180.222

Hostname: #Port2

Services that users can access:
Server Port Forwarding

Sources from which users can access the server:
Any

Creates three NAT rules:
Inbound NAT [DNAT): Traffic destined to the public IP address 50.68.180.222 is translated to the internal server address 10.0.1.10.
Outbouryd NAT [SNAT): Masquerades outbound traffic from the internal server 10.0.1.10 with the public IP address 50.68.180.222.

Leopback NAT: Internal network uses the same public IP address 50.68.180.222 to access the internal server 10.0.1.10.

Creates one firewall rule:
Allows access Lo the internal server for Server Port Forwarding services from the sources Any.

The rules are added at the top of the table and ane terned on by default.

FARATEMN NAT RNES, RFLE/LTEIRSIZE R iREH

Sophos B4 2022 54 B
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SR UASE LS

WMEEIER B R ZH— N AETIRE R B NE 22 E4H1ITEE,

Sophos Firewall 2M—EEBSERIRBIMERBRIFRR, 7 B SIfREIS BRIIG & 1H R E il 2 RIS 22 iR
T2 XFm T HAIEE M Sophos Security Heartbeat, 7£ Sophos £ Blifm S A B Z BIHEZENFLEI TR
2

78N 0

Internet Firewall o) g@

Endpoint

Sophos Firewall 1 Security Heartbeat 7] LA B BhFRE MI4E AR E M.

Sophos Firewall # £ FANBEI TR E AT ERIBA AER N R, 721715 B afREIM EEIIR R RS IA RS
R R IRE EERR.

Sophos Firewall MY TEFG A ISR B iR, 22 1EEIA R LS EMER 52, B 8] LAhBI4E_EBIPR7E (& RRiR = 1T ih
REEREEFETRENEN.

BATRR @B IR, B LR B H A LE BN S B T NS NE B I E H MRS, BMEMI MU TR AERE
TETIAE— B BT #8180 12 AR 75 SR AR A5 AR 0 18] SR 78 Rt AR R I 48 & BANT sk B9k AN . XA I RYIR =
B AR I ES R BB A BESRIX — o

Security Heartbeat®Z £ 0Bk

Sophos Security Heartbeat 88 /8 Sophos £ &= 5 Sophos Firewall Z 819 £ iR HZI5IR AEE S
B LRI TYERN R 2= &, MAl R &R R R e 3 B N E B BB

1 1 1 2

At Risk Missing Warnings Connected

SYSTEM CPU&MEMORY MNETWORK HEARTBEAT ATP RED ALERT  CONMECTIONS & INTERFACES >
0 1 0 3 Show: Missing At risk Warnings ([ Connected
Atrisk  Missing Warmings Connectsd
HOSTNAME, IP USER STATUS CHANGED
Saphos Central Mac-Server
Please refer to Sophos Central to ramediate ® o1 Chris Sdayssge

endpoint issuas

Joe's Laptop Jour 54 seconds ago

192 1661
:.l’c_Bfl.nk Mindy 36 seconds ago
Macbook-CA-GN-42527
100118

13 haurs ago

M4&HY Security Heartbeat™ RS EREIREIR O\

Sophos B4 2022 54 B
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Security Heartbeat MY A] LABPBY & ISR BN TFTE, KRl B FEEEMMER. FVNAAZNAREERE S &
B E/ZE, Security Heartbeat I B B IR EUEN, [REKIRFIERFERENAAXEIZEEER G XMER
XWEABETH T 1T REefAH ZIRNF RN S RIS o

BTN ELE EFEE IR A Security Heartbeat B8 = FURE :

FELPIRESR RIS ERE, AVFHIRME SENER R

BHROBRSRTES, $&IRAFATEENAER (PUA), Nal, SUFF1EEtia]lE, @ e] LURZE A=
HUE B OB AT LA R B M4 2R

A EOLPIRSRTSEFERESREMHINEG, PIEERIIRIE E @ MESsIET IR S 28, TE A& 5

Security Heartbeat BSRIRE, FJ UL B OLBRKSEILIRE Rt E 2 7] LUBER, LUBD B8R ERAI N LI FE L
(3R

Synchronized Security
Minimum Source HB Permitted:

(® GREEN O yeLow O NoRestriction
Block clients with no heartbeat

Minimum Destination HB Permitted:

GREEN YELLOW Mo Restriction
Block request to destination with no heartbeat

1’ E Security Heartbeat ZR{EJEIBA ALE MBI —EB 530

B Sophos A LIRS Security Heartbeat BIARA TS 2, (K9 R A Sophos FEIBY Blf = FMLE L 2R 52
UV ZE (b BAAEMEN A FIRINREIXE [T Z2MIRE, FH R8N EATRI S IhEE, B 1EFE—
NREMENS T MR BT B &1 T SRV IE s iR 5 2= N1 Tl S BB AR R S 22U EE R — &

Sophos HEH52022 4 B
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ER— T EEEH T
(EEE T TR —MERNAE, SRS EERERE BN B BARBIEUINEH EERHNAE RS
EEIEAR—FEERBIILIT

SEAR TR A A, BEBRRXLET, Ukt TEMNYEMN A . XBE5L2BENRTANEX
AUR B ANIE R,

TR B EEEAASERSE, TR EUNERNINBRE, FEEEFLERAH T EEE XMEER IR
MY, IRIE SN EBIERRAE, 7 BT ERITE,

SEFEULRITATLUTHER DR, M AEREEERN ST ABIRZI B SNE MR, BB HI
ZEAFHNEE,

FNMEAZEETE, AFE2BRARIEAERE LB A LURHPIRMZEEMARTIZE, { Sophos /72
By ERARMES], EHE LR ZEERTE,

Sophos Central - 2 IXEREENNE L2 FRXEMIBEMIRALAGE— P EEESIG, BEEHE
AN BEEMLE,

Synchronized Security - 7 ifm ZTNABIAEME MRS 2 BIFEHZEENINE R 2, REEENKLILZ
ISk

Sophos ZTNA - IR HEENEEENKH DAL R, BEF R EEENAEFNEHE.
Sophos Firewall B4/ 18 & N BIER . WEF R XIS 72 SRINE,

Server Protection and Intercept X - A& MEERECIKETI TR, XIFNRZ2EMN, JUBREIZILE,
HERIEEEEEMISE,

Managed Threat Response (MTR) service - 5 MMEEARIPRAE A FEEN, K IEEATERENAF EiRE.

Sophos HEH52022 4 B
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RILIZAY SD-WAN P4
EMLEITIL, RDE B SD-WAN (B E X T 15, Software Defined Networking in a Wide Area Network) 52
AL AP B TEAZINITIE R, BREENSARES S—F . Eitt, TR AT F SD-WAN BEERANE
= BEANTIRE T BERREM 4o
MIRAS_E3R35E, SD-WAN 3B &EF LT LU NN B AR R — D3 21
v BRAREIZERAS - 1548 MPLS (Multi-Protocol Label Switching) IEER AR B 3,
FE A FE R E RNV E H WAN 558, 0848, DSL M 3G/4G/LTE
v WPSSELE - DAV FEEM RS FERLE WAN SIS T B RRH R A SRR BN XIERE T
» XBNAEFNRE - BV IRYARERREMERRNSEE T
M, RIFER BV SNREFNSIERE
» B 2L VPN thiE - TR = 2 BIRY VPN RS 2 mAERY,
PR HEEE B A B ohTe A BB E SIS BN TRRXE

Sophos Firewall #1 Xstream SD-WAN #EBN RTINS SIEMSLI RS9 SD-WAN B A7, 22 EH SD-WAN
E. EIEFANERE LI AT SR R

Xstream SD-WAN

BIEZ WAN 558 EHIN BREFREERE SD-WAN BEETS, Sophos Firewall F1 Xstream SD-WAN 24
— MR AMENEEBIER RS R, TIEERZ N MPLS. DSL B 4E R B 4%,

METWORK ~ HEARTHEA ATF ALE CONNECTIONS & INTERFACES 55 S INSPECTION b4
G G e RECEIVED TRANSMITTED
INTERFACE TYPE  STATUS BITS/S KRITS/S
WT_Bridge D008 ponnncted 198 082
pair

sicgl Connected, 1000 Mbos - . s rod e - P

Portl Physical ORI 18391 864.02 [ E .
- § Sleeeeee e -

Pontz Physical Coi 1000MBps - 9565 176.26 —
Port? Physical Unplugged 0.00 000
Portd Physical Disabled 0.00 000
GATEWAY NAME GATEWAY IP INTERFACE TYPE WEIGHT STATUS
BACKUP_WAN 128.001 Port? Active 1 L]
DHCP_Port2_GW 50.68.180.1 Port2 Active 1 L

WAN RS B REMNRRIE ORS N TARER.

SD-WAN ECE X HE X %> WAN HEEE X 2 [B] AV EE FRERBK, 1RHE WAN SRR M RESLI T8 S 3 =R IR A AR A2
iR, W ZEBYIRAIY A E, WNAEFIEZHI, AEETHRRZ WETIRER) ISP IR ae R
RMTEESE AR IERENRERLR AR,
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Gateways * o
Select gatewavs Assigned gatewavs

ISD-I._HD.S
ISP-2__Public Internat

Service Level Agreement [SLA]

5LA ()

SLA strategy O Best quality
Steers traffic through the best-parforming ek far
the SLA
Custom SLA Maximum latercy @ = (1-60000ms) (@ RECOMMended SLA
i b General web traffic
Maximum jitter & | s [1-60000 ms) Latency: 250 ms
Jitter: 50 ms
Maximum packetloss (@) | 2 [0-100 %) Packat loss 2%
Media [sxarmple: video, IP telephory)
Latency: 150 rrs
Jitter: 30 ms
Health check Packet loss: 1%
Office 365
" Latency 250 ms
Heaith check ﬁ () Jitter: 50 ma
Packet 1035 5%
Protocol ®eng O e
addres Port +
Probe targer « @ L Q
E8ge °
Health check attempts Interval Detween checks Respcnse time-out

BRI EETHRE SD-WAN BB X o

SD-WAN FRE X B R ER IR B] IR T 55— D] S E I ReRV IR S (- MR i AR/ B 1E R 5 BRI HE &
R, BILAXT PING H TCP HRMEER 2 MR RS,

SD-WAN FR &SR] URIBIERESUE B CRYBE TE X SLA RESIER R AT, ENRAEZE ) ERRAIEE
ERMEKE, AR S A2 e B BV HER, W ERERERL TR,
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Bl SD-WAN WIZRBIPERE, TR Bl . BIohl #E 8 ERAISERI G LB BY Bl £ B4R SERY  folt 24
5 48 /Y, SE LA S ER. iRt SD-WAN MEEEFERFRBIBRICR.

Tosts Systemn graghs SO-WAN performance VAL category lockug Packet caphure Conmection kst Support access

ST EEM S WAN HEER A1 RE.
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Xstream FastPath fll3® SD-WAN VPN ;i

Sophos Firewall F 8 XGS RFNEEERBI Xstream Flow Processors $21ft IPsec VPN BEiE & BB IR, X
HEEEZEEMEE, 5 IPsec BFEEER—LE CPU EELMEEFELE] Xstream Flow Processor, 40 ESP- F4=/40
BRRE /R X —FThEEFE 9 FI A Xstream Flow Processor RBVREAFINZATHAE, M EFEM CPU RIRA T HA
£, INEENREHITRAESIEEKZE, Xstream FastPath T2 IPsec FREIES S Xt S FITIZiA18] VPN 77
%0

1PV router Ne»ﬂh:s‘l’r;]ﬂﬂﬁ-

Interfaces Zones WAN link managur ONS OHCP Celular WAN 1P tunneis

advartisament Oynamic DNS

Gateway detail

Name * [ oHeP_Portz_ow|

IP address *

Interface * Port2-50,68.180.222/255.255.252.0

Type® ® active O Backup

Welght * 1 {1-100)
Default NAT palicy * MASQ - 0

m el

Failover rules

..
Hot able to Connect | PING 2 Port on P address | 50681801 AND *
Mot able to Connect | TCP & Port on IP address

Then ...

“SHIFT to another available gateway”

Sophos Firewall WAN $%88E 18, G35 A HEEFEZ N,
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SD-S eI AEEEN

FEIRERY SD-RED %%, Sophos —HRFZM DTN AEBBMER TR LE. ILLBRMKEIFE S EFF

BARARERE, IRESPRHAIEZ B HBAML 2R Layer 2 818,

Branch office

Branch office

(i

i
(i
(i
(i
(

) 1 1
I [

Internet SaaS Private/MPLS

Head Office

Sophos Firewall #1 SD-RED & &2 {Hi@iE1%E, i@id SD-WAN fER2ENEZDINAE,

SOPHOS

. s T
e - N et s e
SOPHOS

B ocsovsee vw ovTe.
LEk - B LI 00 .o e

Sophos SD-RED i&#&#efit SD-WAN 2 D AEEZNRN SRR S =,
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SD-RED R&BEBB BT [ ERFBIC THAETIREFTIS, FigE

TR AR R BRI

AANRRBERRE, RERBEIKATECEMRSS, 5 Sophos Firewall B R 2pi@EEE,

1P rowter

Inertaces Zones WAN link manager ONS DHCP acverisemnant Callular WAN
RED settings
Branch name *®
Type [Repis %)
REDID*
Tunnel ID* Automatic
Unlock code *
Firewall IP/hostname *
2nd firewall IP/hostname:
Use 2nd IP/hestname for (® Failover (O Leoad balancing
Description
y.
Devica deployment (® Automatically via provisioning service
O Manually via LS stick
Uplink settings
Uplink connection ® oHer O Static
3GSUMTS failover [ Enable
RED network settings
RED operation mode (® Standard/unified
QO Standard/split
O Transparent/split
REDIP*
RED natmask /24 (255,255 255.0)
Zone LAN
Configure DHCP 5
1 @)
RED DHCF range
MAC filtaring type Ho configured MAC address lists found
Tunnel compression [ Enable
REDMTU 1500 [576 to0 1500)

Sophos SD-RED R RIEL £ FHMNAY SD-WAN 32 A ERRRTT R,

Sophos B4 2022 54 B
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BATHETXGS Series & WRBEHBND ZNAE SD-WAN EEARR T 5, IRMRIEINERERE, €15 VDSL
T LUt £HE O, S22 ABY SD-RED @18,

— 3 xexternal antenna

(XGS 125w and
XG5 135w only)

1x Micro
UsB

1% COM
{RJUs)

- ,. % i la . 8
= |
Power 1x 2x 1x GbE 8 GbE Expansion bay
Supply HOMI usB20 SFP copper port [shown with optional
madule incl. 2 antennas)
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Synchronized Application Control
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