SOPHOS

#hidee
Sophos Firewall




Sophos Firewall DFTHEEE

Sophos Firewall OS v21 o % Eise

REBEDEM :

P=KFN=T1DBRET1—F

v20 TIBMS 17 Active Threat Response 12 & D« Sophos Firewall IZH7 L WESRRIEERBE 7« — R 7L — LT —
IHBATNE Lice HWE. Sophos X-Ops 05 DENBBE A>TV T YR T4 — RAYR—FINTULE
L7co F7oo Sophos MDRICE D, COTL—LAT—0%BL TRETINLEIRTOEBRAND 7/ E2TOYV Y
TBHET. 77470 4—IILHBIRICT B TITBLDICHD F LT

BEACDOBBERICIEINEITTTDTIN AREZLDOBET « — RAHRINDG. FIBNAL B BHI0E
BHHOET, Fleo N—hF—2Za2=7 1. SoC(EFaUTaFRL—oa>bra—) TJONAE— £
LTEZLLOBERD S, BIFFED. FEHLVEBRL « WISV ) 21— 39T —EXZTR— b 2RI 6E
BB T« — FEEANDOBELODFESNTULE T,

Sophos Firewall V21 TIFZ S5 L7cA— T —R=ZFR/TIEL5 Y—RN—FT1DBH 7+ —REHR—L+7T3
BEH 77— RI7L—LD—UMERSINELTce CHUICED. EBRICH AL LOBE T+ — REBRICT 7147
T —ILIZBIIL. SRTOEFaUTFs IV TEBNICRILAETER - Wl BET 2 IR TOEE%E
TOvITEIBEDICHDE LI LEB. 770704 JLICIL—ILZBMT2HELHD FE A

SOPHOS @ Use of the Sophos Firewall is provided under an Early Access Program and subject to the Sophos End User Terms of Use. ) sophos Assistant x
Feedback @M How-toguides Logviewer Help admin~

Control center

Current activities
R s Sophos X-Ops threat feeds [Advanced threat protection) Third-party threat feeds
Reports

Zero-day protection

Diagnostics

Refresh

Rules and policies Summary

Intrusie revention

Web

Applic: o) na n anp ) Qapo,
. 6 6 1718 108 0 1826 1% 99%

Wireless z

Email :

Web server

el Third-party threat feeds

cked fe
O tems ¢ neiod v Manag
Authentication 81 Success ceEsu
System services
0 260 05-Aug-2024 06:30.08 Success cCEsu
Sophos Central 0O g 173 Success =X ol ]
Profiles
nitored feeds
O Name y t v Syncstatus Manage
Certificates
O oswT 108 Success cCE ST
o Success cEsu
O GreyNoise2 ~ IPaddress Success o oW} ]

Y—RNN—FT1 DB T+ — RDRTE £ BfRIE. Active Threat Response XZa2—m5RITTE £,
MSP H—EXHHR—FINTVEDT. V774 RA/)N—rF—Id COHEBEE B d MDR (Managed Threat

Detection and Response) T—EXD—RE L TRARISERATZ A TETEI, e d 2 MDRY Ja—>3 Y
DY R—ETNTH D, Sophos Firewall z EEHRNBEVOBEEE - WIGRRE K ODBEICHETIET,



Sophos Firewall DFTHEEE

7c& Z1E. Sophos Firewall 1F. BE 7 1+ — ROEEGETEN L TREASNTE Q2 F—N—CBELTWVWST /N1 X%
BELTIBE. BEIRIC Active Threat Response Rt L T. Xy b= EDRIA DS ZD C2 H—/N\—I2H&
BiLEDETBIRTDEBERE N T Tr v ETOVI L. BESNTNARDEF2 T /N\—bE—FX
T—RARAEFREBICEELES, 7717 T7A4—ILIL—ILDEREIFFETT,

nBUSE| ﬂﬁf’ Internet Immediate and
TaLos ﬂq Third-Party Threat Feeds .
: Automatic Response

Tor m

ey R (ST
ecectici q

Firewall Actively Responds to Threats from all
feeds, blocks related traffic, and initiates a

Threat Feeds

v Synchronized Security response
CI0] OUTSIDE
- S o
INSIDE
m—— Sophos Flrewali
SiE !? I mh
Managed Endpoints 5 _Unmanaged Endpoints
M ...................................... ...................................... =
——y =
Sophos or Customer sophosNDR .- Switeh., Access Points
soc
Sophos MDR/XDR Threat Feeds ) ) ’ (%
) ddd
Servers loT Devices

\

Y—RN—FT1DBE T+ — RHHR— 31 Active Threat Response AMEER I & L7z,

TEFAUTAREERIYY S TA DI A-TAR—R | FT—FV—RDBEA VTS TV —IBEL
UTDLSRTEFIEFAFFAND DERICFHELIEBE 7« — RO R— SN TVE T,

» Cisco Talos

GreyNoise Intelligence

Abuse.ch/URLhaus

Hakk Solutions

OSINT (A —TF>V =X+ >7F )21 >R )/DigitalSide
CINS Score

CrowdSec

EclicticlQ

Feodo Tracker

DB

TARTDER T « — FIZHET % Synchronized Security

Active Threat Response Id. DT F 21U F 1 /\— ~E— FAYREBIC ﬁo‘CL\%H(ﬂthEJU Synchronized Security
DFEZE RV A= LFET, COWIGICIE. N—hE—FDREEFO 7 717U+ —ILIL—IILOBEIFEZENF
To Flew T77ATTA—IETTIINL—TXY MREZFHELF T, L_?f’Lt £DL LAN EICBETNARZ b
WH2CZEBICBESNTLWAIIRTOIY RRA Y MIBHIL. ZOTNARAS NS T v o TOVY
TEIDELDICLFT,



Sophos Firewall DFTHEEE

HhaRPE DL

Sophos Firewall v21 Tldxw b7 —I#EENRIEINTVAZ DT, ZLOMBBICE VTN T = > A LILERED
mELZxd,

= A%DEE

EEMDELE. O—LLRABBIT. 4V 21 LDER: S0IAM (HA) REBE. #1IL— DY —LL BT T
AINF—N—IC&>TRILINTWET, SD-RED b FIILDT T AN A —N—bKRBICHEINTWVSR 2D, HA
TTANT—=N=D5HHURIC S RIDBEILINZLDICHED, AT FA1 LDEBINET, HA 71
LA —/N—BF®D Active Directory R X > & DFEEDHHEIN. £D X L—IABRATHAEEICZAD F LT

IPsec VPN Di4aEsE(L

B4 b IPsec N7 #—I Y ADELEFQDN RX—XD U E— h'— b Tz A D RELI N D8 T 701 DR T —
SEUTFaPEELE L TBIC. 7707 04— ILOBEBICEBINS DHCP H—N—AD 5T 1 v IIC
FFLTe XFRM 1 > 2 =T 14 2% LT DHCP UL —%ERTIT 3L 512480 £ L7z RBVPN OF 7O Tl
XFRM A > 2 =T A DT Y TAA LHRRK20BHEINTED. FoRILDT Ty 7o) T— MFOFTZ K
MEICAEMEL £9,

BIEBMEEDIRL RO —IEEWLE KUEMMEA 7> 3 VHFREEEICAD £ Lice VPN BIER—J D7 1 LA
> Ihsafb I, BER—JICEEDBIERIFEINZILDICHDE LI Floo 7122 —T 121 AR=TJIC
XFRM « > 2 =7 T+ ZAEBDE 2 —HEBIMIN RBVPN 1 V2 —T 21 2D T4 LRV ITHBRBICHD £ L1

SREEE Web 7O7 72 a3 > it

FREEMEEED3EIL | LDAP 7 51 7> k& Google Chromebook SSO Z /' L 7= Google Workspace D& D AR —
INBEL5IC7% D £ L7 Radius SSO. STAS. Synchronized User ID D/N—X bOJ 1 VHIRBD /N T +—< > D
RAAEBELELFE L, TNICED. EHO SSO IRE (STAS. Radius SSO. Synchronized User ID HNEE S 2IRIE )
THHTFHOERFOT A VERICHIGTETET, I5IC. HSTS MBEAINTWVWEIFEES. HTTP £72E HTTPS £ T
Kerberos 8L U NTLM /N> R T ZZAIREICT . FBRYA AD SSO TV AR TV XD R—FHEMINE
L7

Web 7O7 9> 3>DINT +— > A58t : SafeSearch. YouTube @ #IBR. Google App D EOT 1 > R X >
Azure AD 77 ¥ b DFHIRZERT 2 ZE T, Y XTLBEBENKBICERIN. NT74—-—X XD EELET,



Sophos Firewall D#TH4EE

EHOSEBLeHEEZ R SHEE

Sophos Firewall DD ITARTD ) 1) =X @R, AN—2 3V TIEIABEOSIEER Y L DBHEICT 2 HEENE L
LTW&Ed,

Let's Encrypt SEBHZ DY R— b : LEINSBEDSH > o #BETH 3 Let's Encrypt SEBBZ DR — ML D,
SFAAEELENK (CSR) ICEDCHBEOEFRHAE BEMAAEEICRD £ LT Let’ s Encrypt EEPAZE Id. WAF.
SMTP. TLS#F. Ry bRy DY >4 > WebBEEBOAYY — )L, A—H—KR—F). Fv TT7+4 TR—%)L.
VPN R=%)L, BLUSPXR=FZI)LTHR=—FTNTVET,

FBRL— MEE O —3FL— FOEE. Bl / EMt. BRURBOEBNNZETI A TEEY, 7oV
TR=ILIL— AT 3V EMEN, BEDEDOTLOHOEMIR STILF/INZ (ECMP) B R—bENB3 LI
BOELI

ATz PBBOWER 12T 7R V=2 =T SDWAN ZO7 77 JLICEAL T, *y kD —
XTI SEBRB (FRARR) OFRMENELELE LTz, £/ 77V 0 BB (FERWR) DAY Y b ZEE
TB7HDXMLAPI HR—MMIBHRSELTWAD T, RSN TLWARWA T 27 D ERIbINET,

VPN #m D@L : Sophos Firewall I&. JE—r 772 20H 1 VPN DRy bD—20 TRy by I—H—
BEDVPNBRICEWVWT, 7U—FTFIAMRREN 2 R—BRETR—rT2L3ICADFE LT

BMIL—T 2T 1BGPL— b OSPRIICBREE T 2HLLWA T 3 vhBMEnE L .

11— RE a2 —I2& % Control Center DR : Sophos Firewall Control Center ICHTL WA —RE 2 —HABMS
N BELGRY M T —UARY T =R T 582 I5ICMAELE L. o7/ <HL L Active Threat
Response 77— RIZ& D MDR. Sophos X-Ops. 8L U —RN—FT 1 ODBEH T+ — RS OBEIEHEN 1 DDOR
PITVETT I VICENINTVWED,

RIFSh. IEEEHLELLE Web BEIO>Y —JL : Sophos Firewall ® Web B> —JLIE. Sophos Central

ERYFTBEIIC. BFOYV IARTHAUAZAINAA RERBALTUVWET, Floo L AR IEDKIEICEA
L. DRBEABEI VIR IV AZRMHELET,

SOPHOS Control center Feadback @(How-togudes Logviewer Help sdmine
Control center . ¢ el e
Current activities Borkwriics son 0 0 3 ﬂ 3
o Connactea

Repats 5 o i A I
Zero-day protection intertaces. wen N W 3 Sophos X-Op el o
[ (1] 3 59 e

0 3 New  Cotegorized  Tota s - 1

o Wieiess AP Notwork attack S d .
Rules and policies ) ol u g = z Yhind gty theant foud el o

( aa1s.omm Zl
Intrusion prevention :’:":-( ‘‘‘‘‘‘ U usern 113299 ; Recent ncents canned Trraat rems S —— a
Web ssam
Aoplont 125 - 4s

e oy Hemory
Wircless &0 4s
counts
Email o . ik
Web server 94
Active threat response = s 3
v

Remote access VPN
Site-to-site VPN
Network

Routing

Authentication

r
o

System services

Sophos Central

M
Profiles ‘,‘ Bl L
.l F AT ad L | WPOY OrY

Hosts and services

Administration
Backup & firmware
Certificates

IJZa—7)LE N7z Sophos Firewall Control Center I FHTLWA—RE2—CRFOTHFA UV ZHALTVET,



Sophos Firewall DFTHEEE

O=LLABTYTIL—F

Sophos Firewall v21 [Z13v20 MR2 T#]& TEA I NTERGIEENBEH INTE D R D XCS &) —ZAADT v
TOL— ROERICEITTTES.

R=brTvE Tz ERALE. H5DIEAEDLETONYITYTLETR

#1 L L Sophos Firewall O/\w o 7w FPEABTLT S AZ Y b TlE FEBAVEZ—T A ARV EY T AT a Y
EERALT. 7747 04— IIREDNYITYTHRND T 7A T I4—INT T4 T7 VA BEIZETTITET,
ZMUZ & D Sophos Firewall XG > 1) —=XH 5 XCS 2 U —=ZAAD T w 74U L—RXGS > =B D XGS & 1) —
ANDT Y TTL—=ROIBIEY I b I T T IZA TV RRRET 754 7V AUBRICBITTEE T, /.
HLWI7ATI4—IIe Ty TIL—R LT 7AT7I4—ILOERE— A VB —T 1 AZERICRITT

5 REBT7 7247V ADSRBET Y L= EERE L UVIT I RR—r L. W<DHDN—=RT 7 £
RERETETL T, XILFTNTIRBBOT Y 7L — REBRILTIET,

Backup-restore assistant - Interface-mapping

Backup from Restore to current device .
[Model: XGS2100) [Modek XGS2100)

= | POrtMGMT (PortMGMT) >>> e PortMGMT e
N H

== | Portl[Portl) &= Portl
WAN » . =
=] Port2 [LANSegmentl) 3 e
o » ponz v
o | Port3 [LANSegment2)

=1=1 Po
o » = v
.| Portd [Portd) » Portd v
[ eth | Unbound with VLAN configured

& | Port5 [Ports) » B

=] oS w
et BN

= | Port6 [Port6)
L >>> Porté | ”
i 8 ] t hey're use

Cancel Restore

B7 7S5AT VAN T T5A TV ANDA VE—T 1A ADIYESTHEZIC

Ty IITL—ROFIBELOHFLWANY I T Y T/ ETTVARZY COEMIOWVWTIE. C o0 i5a 8B dr
\/\O

rk


https://news.sophos.com/ja-jp/2024/08/05/upgrading-your-sophos-firewall-from-xg-to-xgs-jp/
https://news.sophos.com/ja-jp/2024/08/05/upgrading-your-sophos-firewall-from-xg-to-xgs-jp/

Sophos Firewall D#FTHEAE

V7 # AR EFEE
Email: sales@sophos.co.jp

© Copyright 2024.Sophos Ltd. All rights reserved.
Registered in England and Wales No. 2096520, The Pentagon, Abingdon Science Park, Abingdon, OX14 3YP, UK. So P H OS
Sophos i&. Sophos Ltd. DEREITTY, AEICEHINTVIRBPEERIIINT, EFEEOEIEEIIERBITTT,

2024-10-16 JA (PC)


mailto:sales@sophos.co.jp

