SOPHOS /EON CREDIT SERVICE INDIA (ACSI)

Major BFSI Optimizes Security
Operations with Sophos MDR

/ZON Credit Service India (ACSI) Sophos Solutions
Mumbai/Maharashtras Sophos MDR
Industry

BFSI

Website

www.aeoncredit.co.in



https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Feu-west-1.protection.sophos.com%2F%3Fd%3Daeoncredit.co.in%26u%3DaHR0cHM6Ly93d3cuYWVvbmNyZWRpdC5jby5pbi9BYm91dHVzL0NvcnBvcmF0ZVByb2ZpbGU%3D%26i%3DNjA5ZmZlODVkM2NjOWYwZTdiOTUyNDky%26t%3DZUNSb2pseXMrSFhGZzdjUnBQTXU5ODhZeGE2all1VEhjTGVFMUpBdllHND0%3D%26h%3D56d0601b34904eb59af7d834adb4b5e8%26s%3DAVNPUEhUT0NFTkNSWVBUSVbL5weiMPcyoGPYwvFoL1SgLLb4oxUFELAs49CaSupJRA&data=05%7C01%7CChaitra.KC%40sophos.com%7Cd85bbef1c1b7468fafa008dbd93329db%7C358a41ff46d949d3a297370d894eae6a%7C1%7C0%7C638342586001755717%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=7RQEIxEhXeZQYw78nnonuI7BU4bqD%2BdutNbH%2Bq1adRw%3D&reserved=0

CUSTOMER CASE STUDY ZON CREDIT SERVICE INDIA (ACSI)

"As an NBFC, we cannot take security lightly, especially considering
the increasing attack velocity and the sophistication of these attacks.

We wanted to move from a siloed security operations approach to a
synergetic framework that tackled threats seamlessly and extensively.”

ZON Credit Service India (ACSI) was incorporated

in India in 2011 and began to function as a NBFC
(Non-Banking Finance Company] in 2013 by

offering loans on consumer durable products. Since
January 2018, ACSI has expanded its operation

by enrolling over 1,000 merchants across Mumbai
and introducing new products which include, Two-
Wheeler Loan, Personal Loan, etc. Its predecessor,
Okadaya, started operations in Japanin 1758 and is
a key ACSI shareholder is £0N Financial Service Co.,
Ltd. Japan. Considering its lineage and long-standing
reputation for the quality of its financial services, ACSI
has always been a proponent of strong and resilient
security that ensures a comprehensive and advanced
approach to data security. Its customer-centric
approach and focus on delivering excellent financial
services is backed by a forward-looking approach to
security that is constantly evolving. The institution
believed that leveraging an advanced managed
detection and response (MDR) service would be an
ideal fit for its proactive approach to safety.

Business Challenge
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Evolving security approach required to defend
against constanstly evolving threats

The existing security team struggling
to keep up with alerts and respond

A point-product approach to security
meant an inability to manage and control
different security products optimally,
resulting in reduced security ROI

Meet all RBI/Cert-in security guidelines
and achieve internal ISMS compliances

Build a stronger cybersecurity posture
backed by proactive threat-hunting
capabilities through a modern SOC

Why did a financial
institution leveraging an
outsourced SOC move to
another MDR service?

“The biggest problem was our security operations
were working in silos, thus not delivering enough
value. We had outsourced our SOC to a local
service provider who managed security events

for us, however there were certain limitations; the
most critical amongst them was limited incident
response without a pro-active alert mechanism or
threat hunting,” explains Mr. Dubey, underlining the
shortcomings of AEON's existing SOC footprint.

While parent company ACSI had an endpoint
security solution and an advanced firewall at
the network, with all event logs being sent to an
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outsourced SOC, they felt it was insufficient to
address a continuously evolving threat landscape.
The IT team was constantly worried that a

threat would go unnoticed and disrupt business
operations. They felt that detection and response
was a weak link in the company'’s cybersecurity
posture, which needed immediate rectification. Its
current posture was purely defensive not proactive
and they wanted to remove the security silos.

The team also wanted to ensure that security
protocols helped meet its stringent external and
internal compliance regulations, rather than
continually plugging security gaps.

How did MDR solve a
financial institution’s
security needs and
challenges?

“Our focus was on leveraging a service that offered
us a balance of simplicity and maturity, and at the

same time enhanced our security posture,” says Mr.

Dubey.

The ACSIIT team had a detailed discussion with
the partner regarding how Sophos' adaptive
cybersecurity ecosystem can help take its security
framework to the next level. The selection process
also included getting a thorough understanding of
Sophos' endpoint security solution, email security,
network detection and response and managed
detection and response. After verifying that its

security challenges and needs could be mapped
with the various features delivered by Sophos
products, ACSI decided to place its trust in Sophos's
solutions ecosystem.

Being able to control the different Sophos products
from a single dashboard was a game changer as
was adding Sophos MDR for always-on security
operations. Sophos MDR is cybersecurity delivered
as a service backed by a team of experienced
cybersecurity professionals who who activel
monitor the network 24x7 for threatsand can take
action to stop them before they take hold. "Whether
itis a full-scale incident response or helping us
make accurate decisions, Sophos MDR enables us
to reduce risk to ACSI," says Mr. Dubey.
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The team now gets weekly and monthly reports
through Sophos Central, a dashboard that delivers
the information they need to improve their security
posture. This visibility and intelligence have enabled
ACSI to stay on top of its compliance requirements.

What are the benefits and
ROI of switching to Sophos
MDR?

A move to Sophos' robust suite of solutions ensures
the organization's entire IT footprint, including

the infrastructure and network is protected. ACSI
also has the backing of Sophos' security analysts,
who can address any security incident quickly and
comprehensively. The team is no longer caught up
in a never-ending monitoring and security response
cycle.

"Before Sophos MDR, our internal team was busy
executing security controls or responding to
security alerts; the Sophos team now takes action
on our behalf, thus allowing our team to focus

on other strategic IT initiatives,” says Mr. Dubey,
throwing light on one of the critical benefits of
Sophos MDR.

Outsourcing its SOC to Sophos has helped ACSI
harness premium security skills without incurring
associated infrastructure or personnel overheads.
Also, a consolidated approach to security driven
by Sophos products, optimally managed by the
Sophos MDR team, has helped ACSI achieve
sustainable compliance.

"We recommend Sophos MDR and the Sophos
product suite to any organization who wants to
address security framework inadequacies and
adopt best security practices,” said Mr. Dubey.
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Learn more about
Sophos MDR today.
www.sophos.com/mdr
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