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The US Violation of the Chemical Weapons Convention.docx 5/10/2022 2:44 AM
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https://www.technologyreview.com/2022/05/10/1051973/russia-hack-viasat-satellite-ukraine-invasion/
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https://www.itsecurityguru.org/2022/02/08/russia-arrests-hacking-group/
https://techcrunch.com/2022/03/10/revil-hacker-kaseya-arrested/
https://www.theregister.com/2022/04/22/revil_ransomware_returns/
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https://news.sophos.com/ja-jp/2022/08/04/genesis-brings-polish-to-stolen-credential-marketplaces-jp/
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+ Spreading your Virus (installs)
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Phider Posted June 24 (edited SOphOSXOpS

kilobyte
o0 Every Phisher Dream
Hello,
We offer our services for every phisher that want to success his campaigns. We decided to help you
in creation and maintenance for your projects/campaigns with our long experience in phishing.

+ We can create/clone any page
Active arbitrage « Live panel can be done for the page
« Customizing the live panel for any feature needed

27 posts
Jo!-ned + Anti-bot system that protects the page for days and even weeks ¥
06/24/22 (ID: 132361 . : : i
Activity We can help you hosting your page on our personal servers with anti-bot and auto domain
woawHr / coder changer with extra fees. Just relax and see your campaigns running successfully,

Why us?

« Client's satisfaction is our priority

« Online 24/7 hours on TG

* We deliver your project/page ASAP

« Edits are done and delivered immediately

+ Any features you dream of can be implemented in your page

Our mission?
simply we are created to help in carrying out your fishing projects in a professional way.

6.ZFEIELNRAEIN—H—EXDZIFONZTr v IHF—E R,

H—EXRZLTODOPSEC : HITFENMRBADIF. LRET +— T LTHBINTHEYIaL—>3 Y
v —JL TCobalt Strikey DN/N>Y RILTINTWVWBTr—XTY, FaeEld. Cobalt Strike (CERELTWVWE %
BARWL, BHEHINTHERZHESIND U RV ZRIMET B K DIZERET I N7z OPSEC H—E X% 1 [EIfR
DRIAT 2 —EXPREOHY IR T —ERe LTRHL, TN EREZELTVET,

'OPSEC service i decide to publish it on XSS community since i recieved many request on setup hidden cobaltstrike with custom requriments from teams to individual pentesters.

The service is not-documented at all, it as a one-time setup, or menthly subscribe.

= nmap scanner. ( blocked ) v SOphOSXOpS
= BeaconEye scanner ( blocked ) v+

= Cobalt parser . ( blocked ) v

= Hidden URI aka checksums. ( hidden ) +

= Hide your Teamserver under CloudFlared Tunnel v

= Steal SSL for your target company. ( bypassed ) v

= Bypass most moderm EDR's. ( bypassed ) v

= and / or Install TOR over Teamserver.

= and / or Install OpenVPN with redirector.

= and / or Install DNSCrypt (DoH) via CloudFlare.

= and / or Install Domains Randomizor.

= and / or Install JARM randomizor aka JA3's obfuscator.

The setup service will cost $700 one time , for windows or linux teamserver without cost of vps, domains or modified version of cobaltstrike 4.x, or any extra services.

H7. 505\ —EX7ON1 4 =D WBOREFZERVTESZLSICKELTVS

T—ERELTOBESL : U —EXC LTOBEEIF. 2<DT+—FLTRBIN TV —HEINAT—E
2ATY, ThlE. WILT T T7EBES L. K Windows Defender %> SmartScreen. it%@ﬂﬁ@ﬁ‘/%@
AN AHBICEZBHERE T ZESICKRFTINTWVWET, UTOEHTIE. U—EX%E 1 BFBEYT 25
DEAZEN TS L. 1 D BEESIETHAT 2HEICIF 300 FILICAE>TWVWET,
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Helium Posted 16 hours ago (edited)
Malware Services
Ty Our WD crypting service is one of a kind. You won't have to go through the hassle of finding a

reputable crypting service any longer.

Wwith our exclusive .bat encryption - your executable (.exe) will be transformed into a small, 6-25 kb
batch (.bat) file.

This ensures the best results for manual file distribution.

Paid registration Using a .bat file has many advantages over the classic .exe file.
o3
68 posts
Joined « Guaranteed WD Bypass

08/16/21 (ID: 119109)
Activity ]
evpyconorus / malware file)
+ Easy to run and your file will stay undetected for much longer than with a classic .exe
« No need for an EV Signing Certificate compared to regular .exe files

+ Bypass ChromAlert & SmartScreen (bypasses SmartScreen with non-passworded .zip or .rar

Features:

+ Adds a Windows Defender exclusion for your file when ran on a computer - this way you won't
lose connection.
« Loads your executable from an external host straight to the computer when the .bat file is

SophosXOpS executed.

« Your file will receive a ripped signature for further anti-detection.

M8 R ZELET BT, exe 771 I)L% bat 7 7 1 ILICEHRT 2FMNH Y —E R,

HY—ER LTOEE : BICHESEEFICEE L TFEET v b MIEREAIT 7+ —S L TERS
NTVBHH N OHOFERTINTVWET, lRFESNIZHNBOEMIIASNIHR>TOWEFEALN. T71—0O>
RAOPEY AV ETLE Y RT3 CWOSFERF v o R—2 DT —E XF 450 RILTREINATL
F9, CNFDPRCED 2018 FEASFRITLTWVWBFENTH D, Twitter. Medium. FcldT—77
AOETAERBLTILEBINTUVWETD,

H—EBRELTODEYI YT i RA R T w2 (Eyvd T ) Y—EXTlE. BEEZITZ-HDD0F

BYATLZELYZIILL. BRI —DATRBRY bEWET S EZERTES A2 XT L4
ERMELE T,

Mr.Wizard Posted August 18 (edited)
byte
™ Renting a Voice SYSTEM TO RECEIVE CALLS With Live Panel to get CC + OTP.

The victim will call the number then will follow the steps during the calls.

Also there Al system Incase your victim to speak to the bot.

User All Language.
Q1 All Accent.
19 posts
Joined .
03/17/18 (ID: 86273) 1 Month = $1500 ( 1 Bank or Service ).
Activity
KoauHr / coder Guarantor Accepted ( Buyer pay the fees )
I can customize it to your needs. SophosX-OpS

Contact me to show you a demo.

KO [FRTOEFBSIVT LY b ICHIGT A —ERLTOEY SV,
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https://www.bitdefender.co.uk/blog/hotforsecurity/beware-of-scams-elon-musk-is-not-giving-away-bitcoin-on-twitter
https://www.malwarebytes.com/blog/news/2022/04/elon-musk-themed-cryptocurrency-scam-uses-fake-medium-as-the-promotion-site
https://www.vice.com/en/article/v7d5y9/scammers-use-elon-musk-deepfake-to-steal-crypto
https://www.vice.com/en/article/v7d5y9/scammers-use-elon-musk-deepfake-to-steal-crypto
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H—ERELTORNLRA=I : H—ERXE LTOR/NLX=ILIFE. BB ARDEVT—EXTHD.
STHERFET +—FLTELHERINTUVET, CHid SMSPA—IILBREDTEZIERFETRKEDR
NLAX=)VZEETHIT—ERXTT, CNODOY—EXRZRET ST AN-LREF AV TIX T T Fv
URZEANLGEBRIDLSICRERETEZT—XbHNE 71V TSA NS IFvZERLTED. AXEY
ARXLIERNLAYy =272 X ELTVET—RDHD E9,

B—ERELTORFv> | RROT—EXIRFITERNMVETY, Cnid. EEEZRHEL THET S
®IZ. Metasploit. Invikti. Burp Suite. Cobalt Strike. Brute Ratel A O IFROBEAY — )L 1—H—IC1E
MTBT—EXTY, M0 ICHBLSIC BRFEMEHKIBICT « AATYRETNTVET, TRTDA >
TR0 FvIFRBENMERSLVHEITL LR EEZONE T, CORBEIF. TXF v VOBERD
A=) TEETNZDERFDLIT] CHBALTVELT,

Our selection
Metasploit Profe

Burp Suite Enter

Cobalt Strike $5988/year

obaltstrike.com

SophosXOpS
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TEAXAMM=ZIADLELIS TS 710 v 0 %ZHALIEILEANDEL

XaaS EENHEL. PEEAITOY— v bOIET 1 T EHIETICONT. ThHEDIY—4 v ~D
Wy OoT7 U RT4—=ILBEBILEL T2 xIE. ARDBWVWT +— T AL TIE. LEIR—IAELZIDS
8T, 74—TLDETADI—F—ICHLTTZX—>aYONF—REEXRRTCITET, BH.
UTFOFNE. BEH D Genesis ¥ WO AZDH A TFY—4 v FMIBHEINTVWARLAETT,

SophosXOpS

HI11.TETERBIY—T v ot —E ZDNERIBETILREAIT I 4 —F L

Floo HAN=LED. 7O v aFtIINBRIST T v I THARLAT T MNMIT 2MREZ T
TBEDICHDFE Lo BMERETIE. WILTZT7RH—EXDU R ME HECHEN—BERRTIN
5T FRANR=IDOEZ BRI/ N T LIAIRETIE. BESIKEGRIMBEINS ZeHE 7
O7xvy>afIBFTEIY 75 ROEME. EEEZEH TWEZEHELHD FT,

SophosXOpS

Europol & Interpol

Searching :

+ Flights / Travel

+ The fact of having a Residence Permit

+ Availability of real estate in the euro zone
+ Bank accounts / account balance

+ Vehicles (auto, motoreucle, air)

+ Search and selection of data (assport. Ip. DL)

Arounaghnawortd L

Bect mup!
Heranusauus 3soHKoe | Beneiwka | Nepegsuxenne
aboxenTa | YcraHoBum Homep no IMEI

YcraHosuM : Hanvuwe rpaxaancrea | enetsl / MepeasuimeHua
| Pakt Hanuuua Buna Ha Kutensctao |

% TpaHcnopTHele cpeacTea
Mouck 1 nonBop pawHex ( pass)

2022 % 114
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https://news.sophos.com/ja-jp/2022/08/04/genesis-brings-polish-to-stolen-credential-marketplaces-jp/

B 13. NoCryi ld. Zwv > 3> Cookie A H L. HEDI I VT IR

SophosXOpS

NoCryi Ultimate Cookie Checker

HDIFImRTUNE L

THRELTWS

VI F ABELR— 2023 Rk

HWFEY—7 v F TELRINBZDIE. HBOT—ERLLTTIEHD A BREAITOY—T v FOBEE
BEFEDNEDIC DN, TEOA 7 7 —RAKBHEMNML TCVET, AROELWWDHDTY—7 v T,
KEBE (BB, VU AV I TOIREEZEHICKRIBLE IRVTRE—) ) BLVRBARZY 728ET 3
SEHORAR—IHHEEINTVET,

[JOB - BTC/XMR] | operate dozens of phishing websites of all kinds. Looking
for some "marketers" who can bring people in for a 50/50 split

Ju/carderman /d/JobsACrypto
Like the title states, I've got a bunch of different custom-built phishing websites, ranging from fake
darknet markets, fake crypto exchanges, email templates with fake giveaways & crypto promos, fake
carding sites, simple landing pages, and so on.

I'm looking for someone or someones who'd like to bring people in, via spamming, social
engineering, whatever method works for you... and if they take the bait, we split their generous
donations 50/50.

I've had some of these up for anywhere from over a year to some | just created this week. These
sites bring in a decent chunk of change as they are, but I've never been opposed to more money.

If interested in getting started, or simply learning more about them, just DM me and | can send you
some links and you can choose which ones you think you might be able to do something with.

We can keep track of which ones are yours using a coupon code or custom "referral” url. I have a
couple ideas for making sure we're on the same page when it comes to keeping track of which
"sales” are yours. I'm keen to ensure you're compensated fairly for the hits you bring in because
that's just good business - this shit is already passive AF and basically free money for me at the end
of the day. But If you can bring in more free money then I'm more than happy to keep you happy if
that means you'll keep selling.

Hell, if you're really good, I'd be more than happy to give you the lions share

Let's make some money, ladies!

SophosXOpS

SETELRFINEET2EENEET 5T, LROME(LHEATLDS

2022 % 114
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I am Looking for pentesting job.

I have experience in AV Bypass on your docx/xlsx and bins
I can do lateral movement for you
dripper 1 can code for you in C/Cpp python NIM
HDD-drive 1 have experience make crypts and loaders
MonwzosaTens

More details in PM.

loined: May 19, 2022

SophosXOpS

15. BEDOHBHEMDY 2 T KO TV ERBREBBH RV T XT—,

- Pentester required Russian + ENG speaking

By Hortage, May 18 in [Job] - search, execution of work

Hortage Posted May 18 (edited)
megabyte
o0 We are looking for new people to join our team.
You should be able to access our targets.
Our targets are Tier 1 and specifically selected.
H We do not work on mass .
Quality is our ultimate goal.
Sometimes we work on a target for several weeks and then we are successful.
Paid registration You bring your own toolkit and experience.
__04 We provide the infrastructure.
59 posts Payment is in %.
Joined .
04/03/19 (ID: 91777) Leave your TOX ID in PM
Activity
Bvpyconorus / malware  Edited May 18 by Hortage SophosXOps

16.FLWX Y N—%FET 5 1 /N —ICIRAER

BRGWMIILITT

BRBEOY —ERE. VI T I TRBEEERLZZZ 1 YTIRANTIOFvDO—ETHD. KIFCETNEL
XaaS) ETIIICHLUTVWETH. TEHICARBEAY —ERXTY, T—EXRCLTOTXIILT I 7P —ER
ELTOVNILITITEEICED. I BRE CHTHILERITAERBTIZILSICH>TVET, HEE
INB2DIE. Web O bO—ILXRILICOT A > LT BEONY—T W MIT7 ORI B8E//517TY,
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BLUEFOX STEALER V2 - nuudbli MaaS dyHKI[MOHAN

SophosXOpS

ESCROW AVAILABLE IN THIS THREAD!

HHaA 1 oBGHOBAEHHAdA M3 hitps://xss.ishreads/60322/ standalone &
KoMNNeKcHoe pewenye 4 DOnbwore ecTea TPapHKA M ypaBneHus norar
Jlorn Ha Bawem cepeepe, ZOCTYN K HUM TONBKD Y Bac.

HaTMBHBIA X86 MCNONHAEMEA (aiin Ge3 WCnonLIoBaHnuAa CRT, A KaK HaTHB.
3aniyck Ha Windows 7 - Windows 11 (Windows Server 2008 R2 - Windows
CBA3L € CEPBEPOM Ha COKETAX Uepes COBETBEHHLI NPOTOXON Ha TCP/IP B 3aUIMJIPOBAHHOM BHAL. TTOANSPKHBAIOTCA Bridge (NPOKCH) CAPELPA QAR CKPLTHA OCHOBHORO CEpBRPA.
Jun 8,2019 _
.. DynKumonan ucnoansemoro daiina
2 Op Naponed, KyKM, ABTOIaN0ANEHMH 12 Chromium (BKnouan B0+ aepciu, Edge), Firefox-based (exniouas 74+ BapCii) Yepes PekypCHEHsiii NOHCK CO BCeX NPODIAe. Pacuindpoeka 0BOnX THNOE Ha CepBepe.
COop NAponsHBIX pacHperHi 1 KowensKkos w3 Gpayaepa: bitwarden, 1Password, robofarm. MetaMask. TronLink. Binance Chain. Yorel, Coinbase, Jaxx M T.A. NpOQUAEH.
CHop XenoaHbiX Kowenskos THNa wallet.dat, * wallet, default_wallet 4epes PEXYPCHEHbIA NOHCK.
nce, Wasabi, Monera co CrangaprHsix nyred.
Cop nanHLx Pidgin, PS1/+, Thunderbird, FileZilla, Snowflake, Cyberduck, Kee
COop nansbix MHWOT pabovero crona 7ca C noTeped kasecTsa 0% ia 3a Mo MawnHe.
Towck seed dpaz BIP39 & (aiinax ¢ rpabbepa Ha cepeepe.
OLHOM NOT (CM. CKPHHLIOTH).

PAGOTA € JAHHLIMY NPOMCXOANT B NAMATH, HUUETO He NOAKAUMESAETCH (dil & ToM uHCne), 2ip BETCH Ha CopBEpe, WCNONL3YETCA TANLKS OAMH Baiin w3 Etmp3, yIanaeTca noche oTIpagkH,
a c npuBMAerHAMK User, xonuMocT Admin npas. M3 nos Low 1L ue pat 1ep C BIX00M. CBMOYIANEHHE MCNONHAEMOT e ompasky siora.

ERXFIBEOH ST A N-LREL. BALRABREZZOMTY—T v hTEHETSHEDLHD T,
5| SN3BSBEZHWM LD, YNV T EXREART2FERMLICD T2 BET. REHERD
ZIXRNICEIEEINBIGZERH D T,

Free REDLINE Logs 01-0

FREE LOGS (P

10GE Stealer logs (Mixed) 20
buffbyte,
875 logs REDLINE O
Fresh logs from redline stealer (18.09)

fresh logs from redline stealer

260 + Netflix Logs Last And Fresh (

AR

BAGiig=N

2022 % 114 14
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®REBICC BRIV 7OI IS T LR, BBEADPEOZRFR > TWA e Z@mEHLTED. WD
BDEDIC. FREBIMREEHTE - TVWET, miff. T T7+—F LD 1 DTHS XSS 1&. 2000 RILD
YIRO) T g Vv BEBRZERTHZIZIE. BFRICT VAL TCT 22 NETETBZEE N ERTT AN\ Y
T AT LERI LAY LESETRHNEERICEZA LSO LTVE LT

Scraper group purchase : (Choose a payment methad) : [ Purchase

SophosXOps

K19. %% 74— Z L TlE LRITAZHERTEIERTA MNY CRILAN—ICT7 I REREERTREL TWVS, QHMEDBEBROXE
|3, OV 7B SREBICEIFRINTVLWED).

'I‘%%E%%HR?&?)WI) WWAETHERAINET, CNEDOTILT T 7ICIE ) E— R 7oV =)L (RAT) F—
OH—. REEEEZZRAHITILT T T THD (71 wIiS—]. DME\@%E\ 754 Cookie. BEE@EES].
o, BRICBD A TERTCPEZEDHZBNDOHDICBNETE 27T — 2B 520X ILY T

REC COLR=FTHEHBAL TWBZHERATILT T T7HEENE T,

BRGMETIL T T 7EERT 501 /N—J25EHERE Slack @ Cookie ZIRMEEL TWWFE L72HN 2021 &I
Lapsus$ #B#8(& Z @ Cookie #FHHLTCIL YV bOZ WY « 7=YHDFZY b T—2ICT7 XL TVWET,
fe. BATIE. Web 77U —> 3>ty a3y b—0 D ERABEIN. EVRIX—ILFEER (BEC) H
LIV LTI THEET. FHRNTLBABREDOHZEHBIBEINTUVET,

A==V TRIEBHRGINETILVITORHE

25.0%
SophosXOps

20.0%

15.0%

10.0%

5.0%
Quasar Redline AgentTesla NJRat Remcos  Snakelog Netwire Nanocore Recam (other)

[ 20. Quasar. Redline. AgentTesla I&. BHINZIBRGWMETILT T T OALEDZ HHTH O Quasarld 6y BEICEE LIS VD
D 1IYUETHREINTWS,
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https://twitter.com/vxunderground/status/1585368524901748736
https://news.sophos.com/ja-jp/2022/08/18/cookie-stealing-the-new-perimeter-bypass-jp/
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BRGEAETILT T TICFLLWATHNIE. EORIZEZLFL Raccoon Stealer AR TIN TV W
CXICEMMT WD TIER W T L & 5% Raccoon Stealer Id. 72 54+ TEEIN 2019 FICHE
B L7z Windows BITDVYILT T 7 THD. A2 7OEBEYF CEE L7z FBI OEHIC
F DL 2022 FODIC—BFMICEZHELELIED. 20R. FHI-AEFOTTBUES LE LT 6
BIZHIN—a > oREEZRBL. 9BICERLIEHN—2 3 Y ERRED Telegram Fv > %I T
NELELE LAl FIN—U a3V RBESNEICHERINTLAICHEM D5, HTLW
Raccoon Stealer "EBEINTWA T —XIFIFIFHERINTVWELT A, 10 BTN, KEBEEIF. ]
AAZVRAIHEINTVWEZ T T4 T AE. COT—EXOEEZLRHELLETRFLLEZCZN
FLFELT

Raccoon stealer | only serious business

11 September 2022

Channel "ertheryher” created

Raccoon stealer | only serious business 03:27
Dear customers,

We are pleased to inform you that the development of a new version of the
stiller has come to an end

We have completely rewritten each module of the stiller, completely rewritten
the stiller itself (soft part) from scratch

*We have changed the product model and now you will need to register pads
through which go build connection, and through the same pads, your logs are
downloaded. So, detectors will never intersect with other clients, and installing
such a gasket will take you no more than 5 minutes of time. Nobody wil
interfere with each other.

« A5 Gbit'S channel (5 times more than the nearest competitor) allows us to
register multiple pads for clients, and separate clients into groups, and the load
will not overlap

* MULTIDOWNLOAD:Uploading logs is now ~10 times faster (before the
logs were collected from different servers, so you had to wait a long time, now
the archive is collected locally on one server and you are given a link, again

the link will lead to YOUR server) SophosXOpS

21. Raccoon Stealer % B33 L 7B AN Telegram F v > RV CRHHRZ FHE L 1o

BRTBEAETIL T T 7IE. TEITERTF v ORI TRESNE T, BH—BNABTFvoRILIE. V—
YNNIV TV EFNBTZA I O—LA——EIXTHO. EROVILTTTA VA ~—
THEENTWVWB LB T AT T 7AIART A RIVAX—JHEET R LDICI—H—%25FE
LETe CNBDT7TAILPAX—JIEBESE. 172V AEEET2HENRVERRE L TERS
NTWVWET, L ATVO0-RINZT7AILICIE WS DHDIILT T T /NI —SDA VX b—
SHEENTUVET, CNEDHTYO—RY o MESEO (BRI VY Y O&#EL) JiffEER L T,
DBHA VI b I 7EBRTZEIICHBERYIA MDD EALICKRRINDLDICLTVET, DML,
Emotet *° Qakbot/Qbot 7R DR w bxw hZEFFE L. Milizih> CTERESNIHEHZIHDET,

AgentTesla X O—EDIBMGBMETIL T T 7IFTBE. BEOH 2 X —ILZER L. BHZRDIAA
TEELTVWET, TNHDXA—ILICIE. BROXEBZZE ST 7 7AIDNRHINTVWETH C0D
T7AIERILTZTDA VA S—=FICR>TWVWET,

LH L. THICENEZR > TERGEETILI T T7HBRBEAINZIZBGEHDET, VIAXIE RV
D —JIZBALIKEED. Cobalt Strike S BRASNIEN VI RT7ZFERAL T, Ry D=7
H5 Cookie P MDRIIBERE TN T AIVILT I FEETLEA VST Y R ZBIHLTVWET, T—
N=DFET D AT LN 5T Z 7Y Cookie m KEICINE L. #ATS Cookie A L T DIERBD
Web R=ZD Y —RIZERI—HY - LTTIER L. ZT7TINL—TAY MMI& > TREBDFS
ANDBAZEHATWVWE LT

VT # R hﬁmm IRV x 72 T7Ov o253 FTHFRWAREBALTED. ty>ay
Cookie # AEICHGL TIBHRZAAHE I IHEEHLIET 27D, Cookie DEFEEBHLIET 21ERE% 1B
MLTWET,
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https://www.justice.gov/usao-wdtx/pr/newly-unsealed-indictment-charges-ukrainian-national-international-cybercrime-operation
https://www.justice.gov/usao-wdtx/pr/newly-unsealed-indictment-charges-ukrainian-national-international-cybercrime-operation
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LT 7 DL

FEE., MEEMNASREL Y S VT AT T THEBO XA N—ORFIH > & T ST LY T FHEEOES
MR ITZZ e BOE LT LH L. GVWIIL—THBHLWIIL—THEFNTED. S LT T T
PHERRIC Y S TRDEBABYAN—ILROBED 1 DTHAIZLIELDIZHD EFEAe TVHFLTTTD
FRL—Z—d BEZLERET 27D, FFHLWFEERD ANSHIC. FDEHOABRY T DLEA
ELTERITTVWETD,

—EOZ Y LT THERBIZ. BEEIDORHEICTDD. SOV LTI TOERTI7AINEIEZIER
OS®ToY T 4—LTEHRITTIZLIIC :/A4wL@T<T%t® HEWETILT T TRAO—R
DEFEEDZAFILCY —I)LZED ANZTZOHIC. iILWITOY S VI E82FER LI T LT T 7 %A
BI2L35IC8DFELT, 7OJ 534 E5E Rusty 1&. BlackCat 8 LU Hive T > A0 = 7 ORAFE
ICE>TEASINTH D, BlackByte DL = 71% Go (5%, Golang) TERdidNTWLWE T,

2022 £ 10 B £ TIZ Sophos Rapid Response H'HEEE L TWARDEBHAINIZZ /*TAU T 713 LockBit T#H D
BlackCat & Phobos DRREAMMEETHLWTWE T, LA L. MDY LTI T7H50DIUEESEDTED.
ST LTI TITFEEERED TVAREDRMKICBESNTVWESDIFTIEH D iﬁ/uo BURISRT Z 28 A
VI T ORI MASEICBEITE I Y LAV T TRBOXRBEONHZERICRRLTWSEEXSNE T,

Phobos - |
contl |
Hive |
Blackyte |
AvosLocker | ENNRBREREEE

Bitlocker | NG
Karakurt ||
RedAlert _
other |
0.0% 5.0% 10.0% 15.0% 20.0% 25.0%

X 22. LockBit. BlackCat. Phobos BREHBZEDEWVWI VT ATV T T7HEFEET ZH. T LT T 7ORBEIFZIKICHTZ 2,

SUHM LT T T TCERINSERBLEZHRELAZENBEN > TED Windows UMADARL —F 4 VIS T
LPREESZITDEDICH>TVET, RedAlert (B&. N13V) &, Luna (RuSt R—X DD > LT T
ZHE) CRLC &S IC. Windows & Linux @ ESXi H—N\—HBESb LT, LA L. Linux 28 LTW3
DIERAFT—RBRI VY LTI TEITTIEH D £ Ao FEXNTIE Linux-ESXI #IXE T % LockBit DEFEEL HZT
FBILE>TRBEINTVET, RBOWRERD TSV T +—LDELIE. TAN—IREICE > THE
LSDEIMC OB > TVET, WENRBEHNEN 27228 T BEBICELEHIZ Ly v—HiEAL
TVWET, LD Y LT T 7HEIE Windows IZEFLTWA O, BHINE U XVHE B >TL
£9, LinuxxMacs ENTILDE T TV b T —LDBEICDOVWTIE AL R— hOBRFTHLIHRBLETS,

FIBEINLI AT LI VT LAYV TZRAT 2 AEDELL TVWET ., SEMDHIC SophosLabs F—
LD LIc2 D05 > Lo x> 7 > b (14 Darkside. 5 1 HIEExx T2 LT 7)) Tl
EROT7 TV r—2 3> ERLIEDLL YA FO—F 4 I OFEDABLVSNE LT, Darkside D7 —X T
i3 BEOT7VFIAINRADA—FT1 )T+ TAT T LMMERIN. Exx DHFEIE. Google 7v FF7—42—H
@%éhfuibtoML#4PD—?4>7M\—%@%ﬁ%@%t?éﬂé% SO TEFIIDE->T
ZHINTELFETIN, BETIE. EROTACREESTEEDHEZRTO—REERFTITZETE
FaUTrBERICLZBEHZEBTETEeh 6. UAN—ILREOB TRRICERLDDHD £,

SUH LTI TOEREBEHEBICOVTD, TAN—LREFHLAFEZMOANTVEY, VI FRXT
iF 2y b= 7OINERIETZODFT—T>Y =D Python EXa2—J)LOIL U2 3> TH
Impacket B XY b T =0 DT T IINL—T XY MIBREINTWVWSZCZHERL TWLWET, Impacket @
Y=ty MM UE— MOS0 — RETHKEE. SEEREERZ LT T2 X7 T BRI O
55144 ﬂ?élﬁxjﬂ4h ZFLTIZaXL—Ya3yEVa—IIABENTED. SV LD THERE
B2 N—LREICE > T ERICFHMEBNYT =8B >TWVWET, ZOV—ILIFIEROEZF
TATARY =L LTHE - BESNTLEZHDOTTH. Metasploit % Cobalt Strike ¥ ERIC. & DHEEE
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https://securityaffairs.co/wordpress/133454/cyber-crime/luna-ransomware-rust.html
https://www.bleepingcomputer.com/news/security/new-redalert-ransomware-targets-windows-linux-vmware-esxi-servers/
https://www.zdnet.com/article/this-sneaky-ransomware-is-now-targeting-linux-servers-too/
https://attack.mitre.org/techniques/T1574/002/
https://attack.mitre.org/software/S0357/
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IEFELDNSIZBEEEZEIDITTLET, ALELSICEBAT R MY —)LO Brute Ratel B 0 —
%%MET%L@L@%*ﬂTM% CHERINTVET, WEEHNEROEF 2TV —ILEREIC
BRTZT—INEIMLTVWEEH. 2y FT—0 ETEANEDLSBENTHEHL TLWSZDH. CN5D
V=)L ERITT BRI H DI —hELE . BHERIOMERISE OO EEEIL - THREZE L RITULRS A
Ho2TUVWET,

oo ST LT THEEIZ. EREEETALOICTSICZDRRER>THD. EHELZHRILTET
WET, TOREZHN REZRITTHEBOBREB/HTS) —IT 1 bOEINTY,, WERIE HEHEH'E
HEILZIE) =T A MMIT =272 BELEVnE VS5 b\D’PTL\%T}Lb\hﬁH*h‘CL\i L7co &=
HhoiFnud. T—2IF) =IO MIREASNBZEICADET, LA L. SFREU -5 1 FOZERIC
DVWTHEEERVWEIETAH O F LT,

EEBEY > THIEBREZATO) -0 A FEBERLIEDIE. BADT VT LTI T7HEHBOL DTH D
LockBit T COTVH LT T DHFH/N—3 > LockBit 3.0 DARICHES T e — o1 MHES
LELT SOHYT MGV DD DFHEENT ENTVET (LockBit 3.0 DE < DEEEE I— R DRSS
bQBlackMatterf\/ﬁA'j_T_ ER—ZUZLTWBEIICER S Zeh 5. TS LockBit Black & HIF(ENn
£9) T2 zxIE SOV LTTTHEBINAERELEEREITORED 1 DI, V=01 MITFoEXL
TR O E DO WEZRITTEBIC. BENT —FZEBEEFTIEEBALED. —RICRBEITZETOHB %
R LD T2 BREEZREB TS TLT

UNTIL FILES

7D16H43M58S

PUBLICATION

SophosXOps

K 23. LockBit D#EEZZFTMABICIF. VT LTI TORAR—EZERLIED T 2227V O—R FRISEETERENMRRIN S,

Karakurt X°> AvosLocker B &' DS > H A0 = 7B COFEEBEML. GRLIcT—42%F—20> 3>
ICMMFTWVWET, I5IC0 Snatch D& SIS U—01TAZY TR0 TS 3 VEFILICEBITL TV 2E8D
HOFEFT, WEETZITIBEIESTIZIE BRASD F@rﬂ*ﬂ@b\t 7T BRFROEEDLHIN
EUJCD CTBRRE(DFED WEEZITZ W) =05 MIRBEINTWIEESEES., ZOERBEIRS

BN %ﬂ%ﬁk@\ﬁiﬁ% BELEBIC, MEOXWGEIT>TWA YT B0 ET, Z<OETIFEF2 T
@%b\%ibt IRFIEBANDORENEF LTI TOENTED. EENEEOERZRERT 2. ILFD
HEBFCBATh MZ’L%?) DERT,

Enter UUID Feedback Public notice o TOR
¥snatch New company Full data Archive ( Q)
Aftention! Due to the huge number of the published information downloads we're
moving project to the paid subscription mode.
Al negotiations are conducted in the chat of our service. At the moment, donations are welcome.
AL other atlempts 10 negotiato on our benal, wi the excepion o ntal Ethereuri: 0 fd208dbC07R2L5517e436: 9
it Bitcoin: be1gspsnhtwi: 06hhen
I you pay traudsters, we do not accept any rasponsibily or hai
ot comply with the ter uded by
Yo
Fla I e New Company

Full Data

Read more @

SophosXOps

2457201 73> EFTILICETLTVWS Snatch 2> LT 7,
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https://www.trendmicro.com/en_in/research/22/g/lockbit-ransomware-group-augments-its-latest-variant--lockbit-3-.html
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LA L. LockBit IETBIC—FEATED  SYTFT LT T 7 VWS THRBLITEA BREIZI 2 =-F~
DRRCEED IO DHFERMT 2R EDHIZBEDEAEIT> TWVWET, & 2IE. LockBit DFTL W
J—=20H14 ~Tld. NTRESHELZRBL TED. REMICT—EXZ8E T2 CICDBH B UTDL
SHTFIEAEIICH LT 1000 RILHS 100 5 RJL) OFRENZIREL TLWET,

v LockBit D Web U1 b TIL T TVICHEEITZNTZHEL THMBEICRET 5 2

v LockBit DIREET OV 2 LAOBREDOEABIROGEUCKINL. TDOHEICDOVWTELLEHBYT 2 Z v,
U LockBit BN OPSEC #a@fb 92 C e #BHME L TWET, COImMEDIF 100 5 RILICHE>TWET,

» FAN—ERENLALTVE A VREY M X vt —I V0 —EXTHB Tox X vt >y v—DpssH
v LockBit IV AT T 7 HHET B ODT AT T
» AZAVRXA R Tor 2y b7 —2ICBITBIERRER VO

NTRBLEERZRMHEL TV BT N—IEIRERIE. LockBit KD TTIEH D T A, 2021 4 11 BIZIE.
BHEOOSTEBOYAN—ILRT +—F L TEIHLTVWSEERH— RIEFEER TH 2 All World Cards H'.
HEBORX T TROD S TEHFEICTH L TER L ARILOBRESZRMHEL TUVET, 5 DL S HED
HAIEHBEHCTLLED, TNUE ITTRY =SV ITDFEICEDEAT X MR MEEHEE RIS
TO2HETHD. KEINIHHEIZ. AELEBAOB YA N—LRERELITTHEEINZCIZED T,

We are opening the bug bounty program!
List of vulnerability types and rewards:

Low risk bug
AW_cards - Bug with displaying items
RAM - Insufficient Authentication
Monksosatens - Session Prediction
- Directory Indexing

May 21, 2021 :
- - Information Leakage

138

Reward: 10-100 usd

Medium risk bug

- Weak Password Recovery Validation
- Insufficient Authorization

- Content Spoofing

- X85

- HTTP Response Splitting

- Predictable Resource Location

- Sensitive Data Exposure

- Path Traversal

Reward: 100-500 usd

High risk bug
- Abuse of Functionality

Reward: 500-1000 usd
Critical risk bug

- 50L Injection

- RCE

- File Inclusion (read, execute file)

Reward: 1000-10000 usd

If you want to inform us about the vulnerability, then you need to:

1) Type of vulnerability and its description

2) Instructions on how to reproduce this problem

3) Video demonstration of the vulnerability (fully replaying it) SOphOSXOpS
4) Your Login to our store.

25. All World Cards &, 2021 EXRICNIHRES TOT S LEFHE LT

RRIC. MBEMEVS VT LY T 7HEEBCEREA VWERLIIT o> TV S Bz W< OMENLET, C
no BB, BRBYAN—LREBCISELRD . BUBNREKZH>TLHEEIONET, £ ¥
74T OTRPEBAE#MEEEL TSLENZ_RBEI 2 CIIFHILIE) =0T AR > TVET
M T—EOHERAP I VY LTI THARESEL TV E S HIFTRHATT,
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0®o News

> New leaks
Database statement -

> Deleting a um

Free Civilian

SophosXOpS

X26. 7054 FD—RHREZFENE T 2HEE

F7=. Moses Staff & L TAISN 24T, BREEERICERLTHEST. VLTI TDELORE
FEETBVWTARAZIIILOERBEZEZENE L TWREEZISNTUVE T,

SophosXOpS

%M@)SES Home  Activities  TorWebsite PGP  Centact 4 =

0

Moses Staff

[
And those who didn't tolerate the Moses’ legitimacy called his staff !

magic and spell and they tyrannized Moses’ disciples abundantly.

)

Now, the same ones violate justice and opress our nation excessively, O

thus makes us more determined to fight. = M @ S IE S

The soldiers whise blood is shed due to wrong policies and fruitless 3 N S T F F
N A

wars, the mothers mourning for their children, and all the cruelty and

injustice done to the people of this nation; we won't forget! We won't
forgive! We'll keep fighting! To uncover your hidden crimes.

You are close to the end.

WEY -l

FHEEIDZ < DIEIICE 2T WBEHNHKETHINERET S CICHERNZ . REDAHEEZRTIE
WISHBNEBICAFTEZIEERHDET, COtEI > 3> TlE. WEBEHNIRE. TOEMNEER
TRDICEFa)TaV—IEEDESICEALTVWENEZRTVWEET, BEEIND T —ANE
<BO>TVWBDIEBATAMY=ILEITTIEHD FHA HMOEROEF2 ) To V=)L HHEICE
BAINTVWEYT, CIZTlE. EROUE—FT70EIY—IL (RAT) MEREINTWVE T — 7R MO
FAEICODWTHEICHBLET, 20RIC. ENDOS AT AICT TICHFET A2 NI FUEERT 3.
RIBFER /N1 5 (LOLBin) &N B FERC. U—RN—FT 1 DR Z7/\% DLL ZF A L TAHIE
O—REBODAFEZHRBENRTEML TLIRRTE ZTDOFRICOVWTEHRELET, R&IC. 2022
FEORICTFEIARSIVILTITELT TVRRA Y b EFaUTFaOT7 v IIL—RERSS VY
LAUTT7r. BEBEERETZLOICI——DUY —XEFBITEZIXAVIVIRTTTD?2
DICDVWTHLCHBALEYS, LRA—FDREBEDE IS 3 > Tld Linux. Mace BELTENTILOE
EIREICDWTERBAL £,
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https://www.bleepingcomputer.com/news/security/moses-staff-hackers-wreak-havoc-on-israeli-orgs-with-ransomless-encryptions/
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F72xoo7€XalToV—-ILOEHR

BHREF a2V T F LD REOKHEZ S I aL— b 23LDICFERLTVWRA T TFal) Ty
V=N BLDI Y LTI THR v IR—VTBAINELSICHD & Lo BEFEDOLR—FTHHRAL
=& 512 BREODEAT A MY =)L T3 Cobalt Strike @B A. 2 LD T 7OREERCICEL S
THEIND T —ZXDMEML TVWET, Tt zd. REHERONEY —ILTH B Mimikatz (V 7+ XDT L
AR THRESNCAZ—OKEY—I)LDOK 4 BlZ 52 ). PowerSploit 7 & @ PowerShell X— X DIE
V=)L, =T >V =D MetaSploit HE T Z v b7+ — LICEFT 5 Meterpreter] J>R—% > bR
EC ATV TEFaUT AT aZ Tl o THESNIA -T2V -V —)LIF. BHINBZK
BY—I2fOPRTHRHZB>TVET,

LAl MROA Tz TEFxal 70V —I)LOBHERIE. EHTEELRKETEENICFERINS LD
ICHE>TWVWET, LEBDOKLDIC. FAN—ILREMOPICIE. COLKDIBY—ILICEATEZIZAFILEZETIA
MERBT2ODEEZH L TWET, £/, Cobalt Strike L ERARD Metasploit DEMARHILEL TH
D TR MMIFERRAD VO BEICBESNTUWET (CNSOFICIFEBRICIETILTZ T TH S
BEbHDFT )

cobalt strike 4.7 cracked version chinese version SophosXOps

& sommerdev - (D) Bockpecetbe B 16:00 - 0| cobalt strike 4.7

e e

sommerdev B cobaltstrike
RAID-maccus

B cobaltstrike.auth

[ ] cobaltstrike.jar

. cobaltstrike.store

E cobaltstrike-client.jar

B ddosi.org.bat

X 28. #r7c & N5 BHAR D Cobalt Strike 4.7 (REFEIR) o

Metasploit PRO 20220928

2 nx3-(02.10.2022

Trial is not required. Release from Pwn3rzs

Download

nX3
CD disc SODhOSXODS

[ 29. Metasploit DERIERAEHER Y L TIRIESNTEN LI Y O—RTF 2,

Cobalt Strike 1$.2022 D5 1~ 3 E*HIZ Y 7 + XD Rapid Response F— ADEE L /cBEE D1 > > T >
b 47% THEASNTUVWE L. INB5DZ DT — T Cobalt Strike 1&. T LT T7THE®, TV
YLD T THEORIEREORIETERINTULE Lte CNSOWESITIF. FOT LT THEZR
HDTTP (FE VY —IL FE) ZFERL THRE SN TWLWE T, Cobalt Strike (&, 2020 F£d SolarWinds F v >
R=2% OYTOEEREZZITTVWAITAN—ICRIBBICL 200 1 T EZENE LIEHELR Y. BREXN
RELEBETHERATNTUVET,
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Cobalt Strike BE{EH, BHINZIZ—OHWEY —)LD 8% ZHHTWET, F/=. Cobalt Strike D@EE
ObDLiE. WEEPBEELIMOY —ILIZHBDIAFTFNTWET, 7z xiE. TurtleLoader DL\ DH D
JN—0 3 >l Metasploit % Cobalt Strike DBE 7O DLOVWITNAZN LTIV RT7ZY ROV MO~
JL(C2) Ry bT—=DICEHRLTVWET, COLSICEHDY —IILEZHEENMER L TVLWBIFE. FHEMEIDE
BTIIZEREARDSND ZCIZHD £9,

FLTC SHICEBIPMREBRIEDHD £, e zlERLAR—FZHEL TLBRFR T, Brute Ratel vV —
LY SOFTICRBRIEEICR > TE D, BHINZ T —IDENMLTVWET, VIFIXD1 U XEUBKBH
TROM o7 Brute Ratel IECNFET 1% ICHiERT. CNETIRIFZIFBESH TLWEEATLEED . 2023
FIZIE. Brute Ratel LB EBHRN 2B L. MRAKIKBITE IR BIET T,

ARV ELHEY—ILOBREEK (6 yBRICEIT321=—07> U #)

Mimikatz 24.7% Ty U= TICBATNIRICERINDG S —T > — AOBAERS >~ T
e VAt ¢

Apteryx 14.5% Mimikatz @ 3>/ JLhR

PowerSploit -7 — 11.7% F—=TF2V =20 2020 F 8 BICRAYR— MET

SrpSuite 8.3% FuzzySecurity IZ& 27 —7F> Y — D PowerShell 2+ — ko

Cobalt Strike 8.0% TOTSATRIY T I T, BERE L TBEAINSE A S0,

Meterpreter 7.8% F =TV —ZD Metasploit KER+O— R, BAYR—MMRLH 3

Nishang 6.8% PowerShell THERT 27D T L —LT—2 X )TH /RA1O—F

TheFatRat 6.2% F—T7>V—2®D Metasploit /N\w o R7 / R+ O— RE#L

TurtleLoader 5.4% Metasploit % Cobalt Strike L #AHEHLE THERAT BNV T R 7,

JMeter 5.1% Java X— D Metasploit

Juicy Potato 5.0% i;z;é;i?$£é;;£%\y/_7}€)§7> RAYTF )P TY herErt—EX)

WinPEAS 4.8% HERSIE C IBRGBWMDcOD T 1) T

Swrort 4.6% Metasploit R—Z D /Ny o KT

Erie 45% PowerShell Empire & Python EmPyre % ;& LT:Z‘—?‘/ v —}0)7]‘37\ ~
IVRTOA ST L—LT—20, 2009F 7 BURIFERABYR— L

K30 BELIETYS VEY T ADDHLIREREZEEE L TVET, N5V —ILAFELEIGE. V—ILD So hosXO S
FBAEEH. FEB 2022F48~98) 0T -2 T, AZ—IX 22D 45% Kis TRESTNICY —)LIEAR—ZD P P
BRTERLTVET,

2022 % 9 B & T. Brute Ratel DBHETIE. ST EYIREICEDY—IADT I INEZICEEINT
WBETELTVWEL e FNTH. CoNti S VY LTI T EDBRNDDBHZ YA N—LIREN. TS5y
RO —LEBATEZEDICHEI—SHEZRIILIECEBSNTED, SV REBEALEROBEONR
EEILE>TTT Y RADRBE LT =D D% s 1 HFESEINTUVWET, 9 BIRE. BHAR® Brute
Ratel OBHRRD. T~ —> v F TR EE>TWET,
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Yesterday at 5:58 AM
Brute Ratel C4. The price is $1500. Latest version - Scandinavian Defense 1.2.9, the latest update.
Working very much with escrow! If you have any doubts you can immediately start an escrow deal!

TOX: 79AFB784C41EBDB7ES123F382290F89EF680AC41C2B79457FD10AB2B6C166825D75AT7C6B4EBE
Add War Room SRS admin calhost:1011
TOpe rator - ﬁ::d Profiler - QSEI“JEF - © Autosave Disa

Listeners Badgers Creds

Name Host

Watchlist

Event Logs

oaded [8]
Online [1]
0ffline [0]

Last Web Activity SophosXOps

==

X 31T — v ~THH THRGE I N7z Brute Ratel D& kR,

CNFETY 74 RUE Brute Ratel @ AV R—x > bz FIA L IcBHENBREZSEERL TWLWE T, Sophos
MDRAEREL /o> > T > b )T —=ITlE, WEEHZRAIC Cobalt Strike DEAZEATUVE LT,
Cobalt Strike MEEIN T Oy o INiz/z. RIZ Brute Ratel zBEL LS L TWE LD b

JOvousnE L

LA L. 5% Brute Ratel R T2Z< DA VT Y MIRETZHREEIN GVEEZIOSNE T, &
EDFHETIE. BEIC Cobalt Strike E—=TVAEEIS NIz B L &L SIC. Brute Ratel D T—> x> b
A Qakbot IC& > TSN TULWE T, ZNld Brute Ratel NAKFIATET 2 LS ICHh BRI EER S

n&E9,
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https://news.sophos.com/en-us/2022/03/10/qakbot-decoded/
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EHAThTV3EDfttoE*a VT V=)l

FROYV—INBEOHZEMIC &A1 SNB I, BruteRatel IR C & TIEHD EFHEA
AN—ILREIE LREATOIY—T v b T MOZLDEROEFa TV —ILZERFELTVET,
e ZIE. BATASD I L —LT—2Tdh3 Core Impact. BEZ5M4E X F v F @ Nexpose. VirusTotal
Enterprisec. T KRR+ > MRETZ v b7 5 — LD Carbon Black R EAERFTEINTWVE T,

SophosXOpS

I'm selling

You can download any fi

Usage Video:

virustotal-enterprise

e free to the first person who posts in the thread.

K32 7—2 XU LAEYTICERTI NS VirusTotal Enterprise

YA N—PRREIS.EROYV—ILEZIEIEFREMNIERLTVWEIEDRPIY RART Y MRETS v
T —LEDHLTHREBERPEEEE T A N LED. BATRANPI VRO NI L—LT—7IC
Lo THBUED R F v o PWEZBFH LD, VirusTotal BE DY —ILEF > TTIL T T 7 OEEP
ZNABHIEEESHDIBREAF LD LTUVETD,

RAT OB DELH

X2 )T V= ILORENBYPERIEBEZRE T EAD. BICFEIARIRDIFVE—FT7IEX
V=)L TS, CNEDIERDY =LA EEELREMICEHAINE ZENE L R>THED. HEMEID B
IFCNE5DY—=ILHAARBERICFHAINTVS T —X P, HENFONZIMEZSICEER LD ITNILRD
Ao

VE—rT7I7ERY—ILIE. BELEV AT LATEGNGREREZHILL. FIlcBRBZ T2 70IC
FRTNET, ARNBRUE—FTI7ERY—ILICIE. UATHHD F7,

» NetSupport Manager (NetSupport)

» TeamViewer J £— k724 X (TeamViewer)

» ConnectWise Control / Screenconnect Remote Access (ConnectWise)

» AnyDesk (AnyDesk Software)

» Atera (Atera Networks)

» Radmin (Famatech)

» Remote Utilities (Remote Utilities)

Actionl RMM (Actionl)
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_nbwv—»u:W£%tgorE%*né CHHNUE BELLERY T —IADEFEENR T I %E
RELTWE 772X TO—A—IC&>TEBRINZ I HHDFT, TIN50V —ILEFALTEZF Y
TADPBEINIERICTIVERTEES MMRY—Y v b TRACEHF L TLWB A N—IEREELVE T,

03/10/2022

Let's take into processing your access to the corp. networks under %.

Shell, RDP, VNC, WVPN(Forty, Cisco, Citrix), Atera and others.
smartbot

HDD drive

G

Registration: ~ 09/27/2019
Messages: thirty
Reactions: one

We mainly process large corp. netwarks.
Specify the rest of the information in TOX

Unsubscribe in PM. | will send you TOX id.

A )
A complaint SophosXOpS

B EFINLEROY—ILA. Ry bT—=IADT 7 ERFBAIN TV S,

Atera 1. Log4) DS =RBA LTIV T 7 ZEH I 5% E > Sophos Rapid Response H'FZE L 7z L)
DHLDIVTLVITDEREBE. VIAXDBELICEROBADHATREINTVE T, VMWare
Horizon 4 —=/N\—%¥ 57 Logd) TV X701 MM L2 HETIE. U E— l\T“ PowerShell 27 1) 7 %3
Tl FSATIRDS T2 RAEFERL T Atera T—V T2 FEMBEICHA T YO—-RLTA YA M=
ILESELTVWELIGe 2O —XTlE BIDERD ) E— T /JtX‘/—)l/T%% Splashtop Streamer
H—HEICATYRAM—IILLESE LTWEL T RapidResponse MEH L7t > 7> hTld MEFEL
Microsoft Exchange Server BRI T, Atera B’ X b —JLENTWE L7z, F7z. Rapid Response h'
FELICRAED > > 7> b TlE BlackCat T > LD = 7H TeamViewer & AnyDesk ZEAL TWLWET,

ZDHE. CNHSDERDY —IILOERIE. & ZIE. NetSupport ®/N— 3 > A PowerShell IZ2& > T
BRECIFEREZTALIMIICAYAP—ILTNEARL. AELRIVTF AP L TBEHS LU 7OV T
NZ2ZEHHBDET, IHIE. FITATIRDZA LY IDBREICERAINTLWS NS, TIN50V —
INBEINTVWS L ZRETEST—RLHDET, VI XIE Atera DS AT ILRZ A€ D
REGEREZRET2BEL—ILZBALTVWET, CONYT =IO E— T IEINYT—20OF
ERICH T 28R —ILOBEZSEBLEIT TLWEET,

LOLBin LIERDERIT7 71

ﬂ%N—m%%EiﬁLﬁ$®W§@\ﬁ%t@@ﬁéhTM%W%@kﬁ@ﬁ%&r%ﬁ%iﬁﬂ%f
1) (LOLBin) J AMEATN TSR ZETY, CNEDRA T 7D Windows IVR—FR > MMIBEEIZL
SRTFLARYROFET. LX) T HEEDEREE. UE— ML DEBEDHZ T 71IILOA T VO~ ht
T RV R T—=ITOSTIINL—TXY MIFBINTVWETD,

Windows <> R )L (cmd.exe) (F. FAENZ LOLBIn TYo ZL DNV I RTRI T/LAS X7 LD
IYROETPIILTITOREICCOINY RO T AFRALTED. ASNOHETRENICTIRTO
TILT T 7HEICNTEL TWE T, PowerShell. Microsoft HTML 7 1) 7 — < 3 > 7R X b (mshta.exe).
Windows Scripting Host (wscript.exe) @ Windows @& X2 U 7~ 75w b7 4 —Lld. Windows APl 2—)L
DET. HOBEDOHZ AV TUYDHATYO—REET. PATLAYY ROERIT. T—2IN&EY—ILL
LTERAINTWVWET, £/, PowerShell i, 1 N—BREOHEY — )L THZHAINTUVET,
Rundll32.exe 7 > LT 7 TEAINZ Z e HZ L\ Windows AV R—F% > D 1DTHH, A4 F I v
IS4 7Z) DL R TROY 73NBZXIN DT 7EO— R BDIBEZEICERAINTVWETD,
BLEIICERIN. NI RTFRI VLTI TEERITIZHDICEBRAENZ2ELNTDIERDET
T77AILBMICEFEELES,
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WETHAHDESDHDEKRR ILOLBNHHDHEFd, UE—FDWeb HF—N—D53>F 2V VEEIET 2
Windows QFEFRAZE I —F «+ 1) 7 (certutilexe) &, TV AT T T7ARL —EZ—REDHY 1 N—ILFREEHNE
BOHZ 771 EZT>O-RLTESTZ-OICHEEICERINTLET, Bitsadmin.exe (&, /\v
DOV RA VTS TV MREY —EXDIN Y R4V OA—T 1 )T THO. EXZRIB LT
T2EBBHIBTEE BNRY T —JCDOBI T 71 ILEBHTEZOICERATNTUVET, Ik
JNTTTDZTIIINL—TAY bR T—2ONIBEEEZRITT 3 & TITHEEDY —ILICE>TWVWET,

CNSOBEIE. TERTEBHETRMLTIAY I TETET, PowerShell PEDR 7 FhIT> o> %z
RY2BEDHZEFHE. Y1 7OV I FDORILTITHEIF v > E—T 11X (AMSI) 28R L TR
HTEET &fow PRTLA-NAPARY RS 2D'5 LOLBIns ZRITI 2EE =ML T. CDLOA
REZRET S CHRBETY,

BRELEOAVE2—2THAIN TV DOEEHEW LOLBIn kv 7 10

cmd 92.26% TIIHIEDIARYRA VR T)AE
powershell 1.79% BERIRYRIAES TR T
certutil 1.09% SEAEY —EXO—FE LTA YA M—)LTNZOAT Y RIAVTOI T A
mshta 1.01% ggg;sjoit;?:l?j')’f—“/ﬂ VARZAbo HTAHTML 7 7Ur—> 3> ) OET
bitsadmit 0.95% ;\;zigéggﬁg;;;;j/ RERIEH —E X, Windows Update D—&8¢ LT
wscript 0.93% JScript & VBScript @%47% 7R — k9% Windows Script Host
bcdedit 0.83% T— BT —2%2BEITZIVRI7IVY—)L
rundliz2 0.52% ?;2[1““/ FDAEAFIv OO ZA4TZ) (DLL) ZO0— R LTETT27HICER
INFEI,
nltest 0.39% PhEReRM T Y I
procdump 0.21% SRTLTOCRICETZERERETZIATVRIA VT IUT—2 3>

& 34. Windows ~ 27 LTIE, cmd.exe AT ZTEBEMICAATNTE D, LOBIn DR LTEATNSET—ZXD gophosHLODS
EABI-S L (20226 4 B~9 A). pro)0p

HeSStE D BRIV B 5AH

LOLBins M H. ST LT T THERZDOMDO T 1 N—BRO—EE LT, EROETT 71 ILHMER
INBZENBLLHDET, BRAINZ T TUT—2 a3 VhRBEICL > TERNICEEAEFNIHEEDH
DET, BHBETI7IILAEEIAEFN. BEOHDZIA—REHA RO—FT4 VI $3DICERIND
T—=2BHH O ETHEEAtomSIlo TV LT T T DHETIE McAfee DEBZLIMITIT SN IcHVWI VR—3%Y
MAMER T . Cobalt Strike /Ny 7 R 7HABESINTLWE T,

IBring Your Own Vulnerable Driver (JRED R Z A4 NDIFBAA )] CWOBEFEDLHD £, Tnid. B
FRTEELMRIEN H D EROBELNIRSANEFRBLT. AL —T 4 YIS ATLAAND MILARILDT
UL ZMEREES T BF AT, L xIE. VT 4+ ADMAZEEIL BlackByte T > AV 7 EBEAT 241
N=ILEED . [LFERTINTWVWE YT T T4 v HhH— RT3 Micro-Star MSI AfterBurner 4.6.2.15658 O 4 —
N=20Ov o 1—F 1 )T HMERT S KT /\ RTCoreb4.sys & T RTCore32.sys *BAL TWB I &
BMELEL. CNBHDRZ1/VICIE CVE-2019-16098 DAEFEENZEE L. SRS N1 ——ThHniE X
TUEZBHICFRAND /ETIAATIZELOICBDET, VIAZADBRHLIET—ITIE. —Botzxal)
TV TR TETIEELVEMETBDICINEDORTANHDMERINTUVE L

IR RSANDEEAENIZRADT VT e LTE 7T BRIy — L4 TER#E) ORSBHRT— MERA
DRTANHDBEAINIT—IDHD F£TH. COWEEIFHSMIL > TWEE A 5 BICIE Avast D
FRIL—FF Y ERHERSANEZBRIZ SV AT TOEEINREINTVWET, MADT—ITHE
BHERSANDHEINTED, EFa )TV I b ZERLIEDEELEDLTVWE LT VIFRAD
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https://news.sophos.com/ja-jp/2021/10/11/atom-silo-ransomware-actors-use-confluence-exploit-dll-side-load-for-stealthy-attack-jp/
https://news.sophos.com/ja-jp/2022/10/04/blackbyte-ransomware-returns-jp/
https://arstechnica.com/information-technology/2022/10/how-a-microsoft-blunder-opened-millions-of-pcs-to-potent-malware-attacks/
https://arstechnica.com/information-technology/2022/10/how-a-microsoft-blunder-opened-millions-of-pcs-to-potent-malware-attacks/
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Rapid Response F—Ald. AT LRERICEITE I T LV THREZ R IIEZEEICARL. ES

LTWET, 202 F1~9 BICHSE LT YT MOFEETIE. Db 8% D> Lo T

WET, ASHIDOREDIKBENAESNTWVWE LT VT LT T 7THEDINEE LT, MITRE ATT&CK
DDETERHEHN >T=DIE. LLFD5DTY,

» T1003 - uqu'ﬁ%&/\@) 74 Z2-0S DL,DE|E$E®§ /7
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