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TIRMLET,
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intelix

— Threat Intelligence — Sandboxing
@ Static File Analysis Dynamic File Analysis
W Multiple ML Models @ Behavioral Analysis

Al Deep Learning Intercept X

) A

x86 CPU
Xstream Xstream DPI Engine ey

Firewall Stack — TLS 1.3 Inspection —— Security and Control
(724 Connection Management o~ All Ports/Applications Single Streaming Engine 7~ "
E== Allow | Block | Secure Allmodern cipher suites ~ 41***®  Proxy-less Scanning LQ_, (o)

TLS 1.3 without downgrading High Performance AV IPS Web  Apps
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v Xstream Fastpath v
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Sophos Firewall ® Xstream 7—F 7 Fv(&. 7O > L]EE%: Xstream Flow 7

Oty ZERGRDBREC/NTA—I VR ZRELET,

FLWEEHA L SND . T7 A T IA—IILRAZY OISO TUIRS N ST v I DBEZETH. T 0w o 113
2AXw T ENEOHEHIMTLET ST v I EF 2T AF v U RERIZE N TV MMITAOF L ZADS
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I RADBUN T MEFICERINE T EDR. T7 A 7 U4 — L RAZ Y BN SF%5|E.DPI TPV
FTEICATO—RLET CNUCKD FBRE /N T4 =Y VAN KIBICA ELE T,

RICCAR) = LD B2 CHII SN BIFPRENFAEICASTHE . DPI TV P VIEELIC7Aa—% Sophos
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EOF1IRENH
OB LD TREDREBRBEIFFEFTETIRNAICAD BHZRBT2L5C32 I ON T FANAEOT
BZHORTE CRENIER AT T, CNICH T 2 RICBIRBRRIE 20HD £,

1. BHBMEBRSI - U T7IILIA LTI 7ML ERTIHHEIFHI7O—/NLLEaT—230,
T7ANDTA—T2AF v 2 BAHEDE AT a—IL Ry NI — UV OERORRFBEET I &
NLTCFRDITEBEEITVED,

2. BINSURALY Y RRYIRAD - 77 (I T O T ETAADEBDIRVNERDI=DIC I T TR
RRYIZRBICH BT T 2 )T IVEA LTHRUL KRN OB RO E CikBEZBAS ML E T,
Sophos Firewall IZ1&. SophoslLabs Intelix WMEE T2 OMADEBERRET Y/ O —HEHINTULET,

SophoslLabs (FFEBICBVEHMIAZ 1T TV Tier-1 H-1/\—t % 21) 71 BRI DB ZERTC. SophosLabs
Intelix ICHB T BTBOBEBINS L VA>T UITVR TV T4~ LERELE L. RHOEMFEE T/ O
D—HERL BT EICOIZBHEOABARBEDOTVTII TV RICED BRI TRADB RIS L L7t
REERMLET,

Data Sources
Sophos Telemetry
(Network, Endpoint, Mobile)

?&) Honeypots
Eé) File Submissions
O(é) Industry Intel Sharing

Spam Traps

API Services
lO S @ Cloud Threat Lookups
E& Static File Analysis

E& Dynamic File Analysis

Global Reputation
Static Analyzers
Dynamic Analysis (Sandbox)
Machine Learning
Deep Learning

Web Crawlers

&I Subscriptions
=
AR

Open Source Threat Research

Reverse Engineering

Sophos Firewall @ Zero-Day Protection &, SophosLabs Intelix D#EHFE B P ICL>TEILINTULET,

Sophos Firewall @ Xstream DPI T> IV d Ry b D —TICASTLB 771 ILICH LT AV D& RITL £, 72
TR A— B BBEET7 NI E—RNICERRL BN LUEN (T RRYIR) BITOm A = ERT 5
1e® 2 ZTRAD SophosLabs Intelix T —ERICXKEBELETRISBE>T DIV T4y TD T )y
D2 —LR—k (ULTFEZ) &b Sophos Firewall Control Center MFEERDIFEZIRMHL. 771D U—>
BBBICOAT 7 EZTVOA— R EIEX—INZEENI)—ZLET,

ZLDT7AT IA—INDBERIILIT 7 HETIE BTN T § 21TV RI—F—IZ T 7L E )=
THENBWeD REWICT 7L ZBEC L TEELISSSISENTIARNDID R O —>T v ITH5S
DIRHBEEEMD B D F T,
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Threat intelligence

S 24 =i 7

Recent Incidents Scanned

P Feedback M How-toguides  Log viewer elp  BdmingMY
SOPHOS Zero-day protection - ] heg
Tersst inistigance Saccstirm smttngs
h 1 Hanag
20091218121808 1
Gverall vardict =
20091216121858 1 MALICIOUS B
20191214023102 1| (7 ) Mahware scon rasul | |
NO DETECTIONS = Hhwams |
2019-12-13 032223 1
2091212000908 1)
[ MEneievels-soth- 9207193650 1
|- B e P 201912-06149519 1
p Meeiliodl . 20181205150002 1
[+ Bty i 2019-12-0421:2915 1
3 CHARS 2019120420021 1 m
|- o 201012-02002500 2 g —ry e s
2009-12-03 00:20:37 1 attempt{s]. 1 user(s) Docurnent Files
g CHARSOD.2006pct  opgazgzeos30e 1 actemptisl 1users) Documant Filas

Sophos Firewall @ Zero-Day Protection I&. CNE TICRSN AL ST LLWKRHMDOBED =Y T —IICBATZRIICHELE T,

FRRRMEL SR

BT 7ML CIE SROBEFZ B ET I EERL G I X F R M ST FNER . LV T77T7ILD
LEaT—>a>BHR AP L. EN% SophosLabs T —2RX—XNTHE B HDEHDRIF R T 71ILERER
T AL B LT H LW I 7 1L URIR RSN A2/ 771 IILORIEE B TITUVWE T, CNICEDF LWL
BECEFEOBHOF LVWHEBEE RN OMENI I E CE LI/ SAAT— R TRESNINILTTI TS
ORFAXNDESBBEICH YRRy I RETERVWBEICSREN T,

Feature analysis MALICIOUS

of the file
own bad files from our data warel
sample files that have the

Identifies specific features
Randomly selects ten mill
Counts the number of goo

The final verdict may also take into ac

use.

d ba

e features. These simple counts are shown in the graph below.

count more complex combinations of features.

More likely in bad files >>> <<< More likely in good files File feature

5.753,278 5.194,852 [1] The program may be hiding some of its imports: "GetProcAddress’
Compilers: “Microsoft Visual C++ 6.0 - B.0"

2,783,338 2,485,783

1,623,697 1,723,803 [1] The program may be hiding some of its imports: "LoadLibraryExw™
Stack Canary: "enabled”

1,543,823 3,294,614
1] The program may be hiding some of its imports: "LoadLibraryW™

1,524,119 2,066,278 0 L, ¥ 9 £ b T

Can access the registry: "RegSetValueExW"
1,384,671 1,514,017

BHOBWFEET N ZBRALTCAB LR I7 ML 2B L EOT 1 BHERELET,

VI F A RTARNR—/N— 20224 48
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BB AT LY YRRy IS

YRRy IRT /A= O TEZ LI ESIEREBEEICE>TOADFORBAMEE T L. LD L. Sophos
Sandstorm ZHE®H TR ITTIRR =IOV RRY IRV ) 2a—23 > BB LI TUNRIREYS 2 2DHBER
FRICEOTHEUIEFERMEICA>TWVWE T2 IFFIIAEEI AL RILZNMNT TEALTW A TS
ZADERTFVRAY IR/ )a—23>&IEBZMMIEBIB LB 70— T —Z IR ERE LI Ry
O AEBEE NP EDSERBIO THIATIZLIICHDFE LT,

DITIRR=ZBDTBINDYV I IITRN—R I TIEARB T F e 71 T I4—ILD/INTH—X VR
BrE5 X FHAXstream DPI TV I UNIEO T A=ILDIMI T 7L Web X0V O—RBRET I T4 T —

REZENTLB LRI SNIEITRTD T 7ILE BERDORY D —0 LIZEFAI SNBBIICZD T 21 LBIE
HRTET BERIVARMT (5B H8) “ 117 LT SophosLabs Intelix 75U R > RRy I ICEBRNC T v IO— RS
N.ThR—>3> (BF) SnET,

BEFRFTETBcHIC.SophosLabs (FER & —RT 3V T4AD Intercept X IHRE TV RR1 VIR DR
MORET /A —%T—TT7—Z>J TUATAOA MEH. CryptoGuard (U 7ILEA LTTIT14T BT
Y LT TS 771l EEY) R E%EE AT Sophos Sandstorm I A L E L co £/e. TARTD I 71l XE
V= LRI BEUVRYET =0T 071 ET1ZH AL TCHEZTE O T2EBEDH LM TR LET,
MHOT 71 T I+ — LB TIF BRLENZBEHETH S Intercept X 2R LI DL SR T 21 LERITIE
RIETET £ Ao F/o.Sophos Firewall MR T 5. 77 1L ZRITLICRICEADRE LD D DD BRI —>
2AvhDIIILEYRDESBIFERCLAR— LRI BIRHELEE A

[5 e e - CREHE ol |

Y URRYIRT V21 LG B E TS 37 dIcRERBIRTI 7ML Z
FrR—PLTLE2—AORI)—>oay b eRELET,

YRRy I ZIF BREOFEERSMNF>TVWARVWC BN S BERER T 7IILIOBCBHZIRE TS
BRICRICMRN T, v o023 T Office T770)L FTIFEERETRREB T 71 B LUIBERS NI T T
T3 DEH T,
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ZRXMELE—F

Sophos Firewall 12 & Dﬁﬂﬁ*ﬂt@“/\“‘(@77’(}l/ TEIFUDMER CHIREROFEL DD B LR —
M VWTIE I LAR—MIIF TS i@%m—?—%“@ﬁﬂﬁ\ T7AIINDLEaT—23 > YRRy I EI5ICIE
%= F R Virustotal T—’F%&ﬁﬁ;‘ 6DODEBBZERNHDET,

Investigation and actions

[drive]\[redacted]\file_exe
SOPHOS
Blocked S times for 3 users. Source details

Q

Time of analysis

Static: 2019-07-26 21:09:08
Sandstorm: 2019-04-16 17:40:58

Overall verdict

MALICIOUS

Analysis summary

NOT
MALICIOUS MALICIOUS MALICIOUS - DETECTED 9/71 None

learning File reputation Sandstorm VirusTotal XG malware scan
I’Jverall analysis File features Fale structure detections

Information about your file

File name [drive]\[redacted]\file.exe

File type application/x-dosexec

SHAL 41bBBbT77bEfd365e72f134Uae29fcdaf2f2edaf

SHA256 6f14a34560d2076523e95ae66b126d363d5552730459399a09ch3d9alf2172086
File size 10,096,640 bytes

Machine learning

MALICIOUS Overall verdict based on the Sophos deep learning model

Our model identifies many attributes of the file and compares their occurrence, individually and in different combinations, with millions of
known good and known malware samples.

The reports below show probabilities based on key components of the overall score. Each component isn't a strong indicator on its own but,
in combination, they provide a critical insight This model identifies many different characteristics of your file and compares the occurence of

those characteristics, indi and in combinations, across millions of known good and known malware samples.
Feature analysis
* |dentifies specific features of the file.
* Randomly selects one million [out of 2,906,531) known good and one million [out of 20,045,125) known bad files.
* Counts the number of good and bad sample files that have the same features. These simple counts are shown in the graph below.
* The verdict may also take into account more complex combinations of features
* This test rates file.exe as MALICIOUS.
More likely in bad files <<< More likely in good Fllo foaturs
>33 files

Can access the registry: "RegDeleteKeyW™

m
S
~
@0
n
w
n

30,962 31,332 ['] The program may be hiding some of its imports: "GetProcAddress”

23.868 22 pg3 U] The program may be hiding some of its imports: "LoadLibraryA”

&
@
[
w
w
&
@
[
@
@

Stack Canary: "disabled”

Packer: "Unusual section name found: ¥mp0”

]

22 30

Packer: "Unusual section name found: vmpl”

-

08 24

?
é
g
g
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BReL—-ILER

TrPAT 04— ILOERIF FEBICRERIZEN HD LT EHDIL—IL R — X aUTARENTEIER
FEBETEIIC DB L. e N EBRFREAIRM T BIIZEREBRZ VKOO DIL—IDH B 1D STHUITREFZEHTKTA
HDFET,

Sophos Firewall TlE 771 7 Ux—ILIL =L DIRR G AL EFHRDOLF 2T HFIOBEF ENTRICRE
SNTVET.EBEI Y —ILOFRTEYAR) S —FFELEISTITEC LI IR TD I 71 7 o4+—ILIL =)L
EMEEEED I DOBEEICHE SN TOVWET CNUCED IR TD T 71 T I+—ILIL—ILDFRR T ILZ) >
TR RE BN EE. BBEX 1 DDOBPATTIdLIICADE LT,

SOPHOS Rules and policies Foedback @M How-to guide ogviewer Holp  admin@MYXGS2100 -

Sophos Firewall (&, 777 XK —NAT.TLS A > ZARI 3> DINRT
DIL=IL% LAFRICEEHTUWR O EEBI B ST,

A—H— EDRIXT )T =23 > NATTLS/SSL AV ZARTS 3>y L U0RY N T—TRDIL—ILEZIEET S
CETRBRRIS—DAHERRNCIDEARICINTEE—DOEEHNSBEBIEIT D ENTITEY,

AT —ETA AV ERNUE RS —DORBE AT —2 A BRER A RS — LT 2EERIEHRA
LD ET,
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tFXa) T+ &I OEEDBIEICATEE

UZIRIZEH S Sophos Central D 7 AT R L TWVSE5E TH. Sophos Firewall D1 —H—+>%2—T1—2X
ZEALTVWSIHATOH Y IAARGZHEAT 3 L RHMOREICHBERIRNTORECEEREN 1DOBEENSET
TIZDOTIRICEBICADET,

Security features FTa7)L AV
~ Web filtering _U_\/ I~7J'\‘y72
Web policy Malware and content scanning iltering common web ports
Default Workplace Policy n Scan HTTP and decrypted HTTPS (0 use web i of DP| engine SSLAVARTS Y
Apply web catagory-based traffic shaping Detect zero-day threats with Sandstarm it b WUL’:’/
{3 Block QUIC protacal Scan FTP for malware Web proxy options

[0) Decrypt HTTRS during web proxy filtering

~ Configure Synchronized Security Heartbeat 0\
N—=kE=h

Minimum source HB permitted Minimum destination HB permitted
(® GREEN QO YELLOW O Mo restriction GREEN YELLOW Mo restriction

bdwill e
[0} Block clients with no heartbeat Block request to destination with no heartbeat ) 7 ) (D?E'Jﬁﬂ

QoS
. / BEIBRIDRE
Identify and control applications [App control] Shape traffic DSCP marking

Other security features

Block generally unwanted apps B @ Select DSCP marking

[C) Apply application-based traffic shaping policy

Detect and prevent exploits (IPS]
lantowan_strict ‘

¥ Scan email content

FHERINICRY Y — F3ARZLR) D —Z2FEALCIDOEE CREB/EF 2T RAFvEEELET,

T ZTETLS/SSL A > ART L3 YRRV I ZNPS NS Ty oo r—E>d Web O O—)L 71
r—3<3>0>hA—)L. Security Heartbeat. NAT. L — 7 > 7 BB OFARE R 1 DOBIE CHRE LDt
FaUT VO —IILEETITEHEHATEET,

2AFVTAVRIS—NEDESBEEER R LTV B DA EIERICIBE LI WEE R BB A MR - WHEICIE.
FECEBELTRETZCUNTI XS 7717 U= UL —ILOBEEZH#N T HRBDRIDERICT I T B0
ZlEHDFEA

Edit wab palicy

Narne® | Default Warkplace Palicy

Description Dany access to categaries Mast commonly
unwarited in professional environments

Users Activities Action Constraints Manage Status
All webs traffic
4 .
chris and with content ] + @ E ﬁ_\.
ke Ethnicity terms [Canada)

Objectionable Terms

= Anybady & nonymizers L= + @® W ax
AL, sady & apons =) + ® ¥ @D
2 ooty B creme 9 + ® 9 @@
AL Anybady W g & Fraud L=} + ® o ar
A ody B inancy & Extremist 9 + ® 9 @@
2 ibady & corbiing 9 + ® ¥ @D

—E TR — O ERR TE 771 74— UL — VBBV e E E TEEN TR TT,

VIAR RTA RR—/N— 20225 48
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FGERAEA T a & D A= — DHEEEH A 5 7 D X Active Directory. eDirectory. LDAP D71 L2
U —EZDIEFHNTLM. Kerberos. RADIUS. TACACS+ RSA\ 7 ZA 7 b I =V 2V b F ¥ 70 TR—2IL%fE
FTE £, £7=. Sophos Transparent Authentication Suite (STAS) A* Microsoft Active Directory 7R & D7+ L2
M —EXeofiaziRit L EEE COERMOEWS VI F Va2 RIBL T,

Microsoft Active
Directory Server

Authentication
................ INfOrmaton e

Sophos Firewall STAS Collector and Agent

..............................................................................................

-
e - D

No client required on devices for SSO

IIBR=TSAXIVSADEF27 Web 5=k 1

Web Z7O720>3> e bO—IUE EDT7A T I4—ILICEoTHRARBHDTE N IRZBDSZLDT 7
AT IF—IERETIFBEILICADHNE TV IARIE IV E—TSAXIZAD Web 707030V a—>3y
ERBBELTCSIRBENSEE 10EZQOARNDNBLDIRIVZ—TF12Z SWG (Secure Web Gateway) V') 1—33
VTLAFBTERV Web RUS—O YV bO—ILOREICHERHF L/ DN\ DEEELE L. by TE D B
R)O—ETFIHREINTVED T BERR) S —ZHENDBERNICMEN TS F9. /2N RBIRRIE #
BHEEID CIPA ZEHL R —MREIBEA B ICIF ZDEFEAIAERERBEARIS—T VT L— M EEDS
NTVWET T UL —rTIIHEAESCHREYAADA T3>0 w2 CICERTES D BIEICEHZmicd v
M TEET,

SOPHOS Web Footoack W How-toguides Logviewer Help  sdmin@MYXGSZ100 =
Polcs Pobcy QuetaStatus  Usar activitios Catagories o p—— Ganeral westings Fila tysas Surfing qustss
B  Default Palicy Atypical starter policy with options suitable far mary anganizations (1] + @ S B

AL o X + L] I

A8 Ay =] + T @

A& Anybody @ Not Suitable for the Office =] Work hours (5 D + @ ¥ &
Dafault act -

BHBIVE—TZAZXLANILD Web R S—ICEDHEBICH =3 HIEHNRIAETT,

KB T T7O+— )L THENIIZRBEINZEENRLEVERD 125 Web RS —THZZrhhHh->TL
FTFITYIARFI A——PED RO —XICEDVWTRY S — 2 HEICEIE AR TEZL3I1ICT5
BMADZEOREE MG L (TE LT - =TI = TIT1ET7 (URLLAT IOV TIY T1ILAL
T7AINEATTIBRIND) Toay (FTOVI A BE) OARZY1 X FEH B HOFOBN /AR
HEEICTEEY,
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HBEREDREE
Sophos Firewall Tl&.Web /RS =AY TS TV AN EBREBH THHIHBIRGICT LRBAEEZ LD
HMCEELTVWET . HEBEDOHEEIIRDEH DT,

v CIPAZEHLOD T=8b 12/ N\ — 2 b Sz Web 7R > —

y F—TJ—ROOAVTIUVITAIIAELR—

v SafeSearch 8LV A—H—/F)IL—TR1)>—~R—XT YouTube $IBREZE

y BEINBIETES 7Oy I R—J DA —N—F1(R

y BEMNRREEREICEET 370D BIEM BB AN AL R — M EEE
Web RS —(ZIF F—T—RURNMIESVWTEN I 7V VEBOR) > — 2508 L CER. /o idsanE@m e
BA T MNBMENE LI, COMEIF HERE CRICEETI. LRI FEDA VTV TOR TR
LD BETA VWEOHOEEAEBERB MEYAR I T VREICEETZ2F—T—RICEDWTHIR#IRMH L
DLEGEDI=DIIEIF—T—RIATSVET AT I4—)LICTvIO—RLT Web 74 )LZ2) TR —(C
WAL R ER T T oD BFEDF —T—RZEALBERERY Web U1 hET OV I 2R EDEERB
MTEELET,
F—D—RED—HIBERCBFEDF—T—REEL I T UVERR/BRL VR I— =R FELVERN
SE SN TENLR—MAMERSNE T COBRICE DT URAIDHZ1—H—HEFICREBICE DL BHEIIC
WERZEHBLDZENTTED,
Sophos Firewall |&.CIPA (RE1 > 2 — 2y MRESE) RS —AQIAVTSA TR %S SIERTIZD TR
RARDAT AT RERIBLET, £/ SafeSearch LU YouTube DFIR%E 1 —H—/JIL =R —R—2
TEAD OB NICHIH TE X FHERIFIRB DR > —F—N—T1RERELTCERT 2T a>hs5
ZABNITREAVF2TLD—EE L TBRETOYIINE Web A MITIEATERLI1C72DET,

VIHRD Web RS —IZ/NTTILTHDHRNSS > TILTY,
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V7V NAT 5/ E

NAT (Ry b D=7 RLRZH) JL—ILEBELEISLIEAIECEZELN D LNEFEAN . CNIRETERERZET
To LD EDTHZNEILDH D FH AosSophos Firewall (Z1&. 587 THER NAT DFREEZBEEICT DT 02—
TIAZXNAT BREED TR TE EFNTVWE T CHUCIF FHHAERIRERE Z DB —DJL—)LT Source NAT (SNAT)
*° Destination NAT (DNAT) 7R EHVE £ E MR DNAT 2>V FILICT BTeDICAEVR T W — R%EfE
ALT HITH I )y I TRELH NAT OFREXVERT 2 TOTAEITTCI £,

BIEEI. T7A T I4r—ILIL—IL BB T BERICU > SNI@R A NAT A3 % EAT 3 b T Ed,
>0 &N T NAT TlE ST 2 NAT ORTEIL—ILHBEBIICIEEL SN2 D TNAT JL—ILDIERLPERE ICHD
BN TSICFEELED,

istant [DNAT)

Review your selection

Select Save to add NAT rules and firewall rules with the fellowing configuration:
Internal server t access from the internet

IF host:10.0.1.10

Hostname: Mac Server

Public IP address through which users access the internal server

IF host: 50.68.180.222

Hostname: #Port2

Services that users can access:

Server Port Forwarding

Sources from which users can access the server:

Any

Creates threa NAT rules:

Inbound NAT [DNAT): Traffic destined to the public IP address 50.68.180.222 is translated to the internal server address 10.0.1.10.
Outbouryd NAT [SNAT): Masquerades outbound traffic from the internal server 10.0.1.10 with the public IP address 50.68.180.222.

Loopback NAT: Internal network uses the same public IP address 50.68.180.222 to access the internal server 10,0.1.10.

Creates one firewall rule:

Allows access to the internal server for Server Port Forwarding services from the sources Any.

The rules are added at the top of the table and ane terned on by default.

Cancel 50f5 Back Sava and finish

EADDERRYE NAT L=V« F—REERL BB OV o271 T TE-EB TVt G ZERTE £,

VI F A RTARNR—/N— 20224 48

19



Sophos Firewall VU a—>3> DR

17 A BEINIG
IV —OBBENREORDZT71 T I4—ILERED 1DIE . RV T =T FDOEF 2T > T MNIBEE)
WIS BHEBETT,

Sophos Firewall (F. *Y b D —2 ORI REZFZL2IRE L. BEINICMHORY T — 01U —INBRLIETN
ARETIERTZDERNTCEIIH—DR YT —TCFa) T4V 2= T, CNEAREICL TV DN
VIFADIA—IRIVRRA VN ETFAT IA—IILDE TT L AN ENILART— ARz HEB T 51— D%
Sophos Security Heartbeat T

Internet Firewall o) g@

Endpoint

Sophos Firewall & T Security Heartbeat I$. b T—0 EDRE LIRS BEIMICIRRET 2 A TSI ET,

Sophos Firewall B O FEICEDIEFHINTVE RO EF 2T REICIELTI 717 I4—ILDIL—)L
BRI DT RRLIEIZATLDRESN S ETEINICREL BEBREZSCRYET—I)Y—IAD
TR EGIRT N TETET,

Sophos Firewall (3. 7717 74— )L TRy ST = DMDEBDICT I ERATIBRVEDIICIY RRA U Rt
BT TR RV T—U EOEERTRTDIYRRA Y MIHIERO TIVRRA VSN TEREINT
RAMZESICIRHT A2 HTIETD,

HHDAHATVEDCDTTIIINAL—TXAYNIBICED BECHEEN V717 I+ —ILHEBENATIHZVEL
FYR D= IX R TO—REFVYANRXA VI VWBHEETH RN T—=I2KICH DD S AT LN
HEICBETZZehohgit L7eDFEIELTEDLE T SIS RN T—0 ECEES 270 7+ J R DER-E I
GRIEBICOVTILTHRNARY ) 2—>23> T £le. TURRA N ET 70 7 o4 — LA GRS LLE
HABATH CHEEBHE L CEMEL CL\ B B EICDAAIBET T,

Security Heartbeat

Sophos Security Heartbeat I&.V 74 XD IV RR- >~ & Sophos Firewall D& 2R > OZER LT UTIL
BALTEREEELEF T UANFERTIEL TWeFa )T B RERIET 2 WS O BMIARFIEZ BT
CTCBEATIL T 7RERNEIKEIC T 2 REMEDMRI B ELE T,

1 1 1 2

At Risk Missing Warnings Connected

SYSTEM CPU&MEMORY MNETWORK HEARTBEAT ATP RED ALERT  CONMECTIONS & INTERFACES x
0 1 0 3 Show: Missing At risk Warnings ([ Connected
Atrisk  Missing Warmings Connected -
HOSTHAME, IP USER STATUS CHANGED
Sophos Central Mec-Server
Piease rafar to Sophas Central to ramadiate |l Chris Sdaysagoe
endpoint issues
Joe's Lapto|
192 168 n d Joe 54 seconds ago
:i.lc.B.n.nk Mindy 36 saconds Bgo
Macbook-CA-GN-42527
bl chrismezormack 13 haurs ago

100118

kT —2® Security Heartbeat” 27 —42XF. AV FO—)L > Z—THERTI XY,
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Security Heartbeat ($. BEABHOGFELZNEICRE TSR ITTRABHOME RN AT LA BLUI—

— I 2 EEERETET DDICHERTIT £, £/, Security Heartbeat DR ADIFEIZ. TILTZT7H
HRAFETOM BEMICER LI RTLDREZ LD 7/ 2R ZFR LD T H I HTIEIE TN
ENT X2 TV a—2a vl LBBERBRORNER EZCRICHEICEREZD 5T TI/O0Y—TT,

T7A T Ix—ILDERICHZBEIBNRI YRR NTIE Security Heartbeat DIREEIZID 3 DDOWVWTNH T,

BEON—FE—FXT—ERII IV RRA ST NAZINEETHDBT R IANTORY N T—T1)Y—Z |
VA AT TR N -1

BHBON—FE—FRT—2RUE T /NARIC PUA (KRG T TV Tr—230) BMFETSREMED H 25607
SATVXER THZHE XTI ZDMDR Eb\ffﬁ'éi% DEETIMEZHRI 2 TOB BEBD/\—
FE—MDTIERTEIER YN T =T )Y —REERTEEY,

FEDN—FE—FXT—2RIG BEBBEICERT BERMED DD Ry h2y b Fold C&C B —/N—ADT—
IWR—LZEHATWVWBAEMEDH 2T /N1 XZRLET, 7717 U+—)LT Security Heartbeat /RS —EREZ
B33l TO)—2T7 YT T2 ETOBRRT—ZADTRVWN—hE— PO T LEZBBICREL T 7T — 28K
PRELILAD I RV EHARRTEE T,

Synchronized Security
Minimum Source HB Permitted:

(® GREEN Q YELLOW O Mo Restriction
Block clients with no heartbeat

Minimum Destination HB Permitted:

GREEN YELLOW Mo Restriction
Block request to destination with no heartbeat

T7AT7 I4—)LIL—ILO—EBL LT, Security Heartbeat DEHZHREL £,

Security Heartbeat D& 5BV 2 —> a3V ZRMHTEIZDIE. TV RRA VRN T—O DA% HN—F 5
TFXa)TaV)a—23> D) =R —TH BV IFRIENTTITMDORN A —F T X2 )T DREDEE L5%<
FRALBEO R TTREFEOVa—2a> B 8ALELSELTVWERECATEDN LWINDAR A —DHBESHIRF] 7R
UBICHDETBRERSVIFRADESICERE—RIEZLVRRAN ) a—q 8 TpA T I4—=)LY ) a—
2a>OmMAZABLTVWEVASTT,
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chbsidEOr> X FDttsR

FREMNIT EZRICEVWTHEDEICRL TVWAHEICIF. CNIFBRASECAD E LI BENNIBO SIS
NIERBFRBIBERZED EIF HEO IR TZEEIT I CIE EE ST > TH B LFEAINTULER T,
TORIRMCIE IO LIRSS B X 2T AN ENR 7 7O —F CHEBHOIBRICH L TED L SIS
DA TIETADERLET CNUF ZF 2 TAICDVWTHAE L. EDLSICHHIST 2D EERDBFETY,
PEXYVNT VORI THNNEBTHNEED CL<HENZEBE LD AN ZELIEDTEIRSITIEH D EFH A
ZOFE > THh RENICIFANEEB T 2NENH D F I, VAN IINTIF. COEEIF—FRNEHDTHD,
BEOT—2Y—ZAD SIS BICETHMEINE S,

CORSRARTII AT RARDSERI 27T TR TSV T4 —LET XA ZERTIEILEEDRERINT
DOFHDFRRBLIEDE— I —CDOBEBICEHLIEDTHCIFEHOIHDEEA,
CORSAMBITL T ZOA Y DIRTERT B Y STNUEENTLESN? O RSN EE—DY 12—
DAV LTRETEZREIEHDEFLFAN VIFATIE EONSIANOBTREH LD BRI T 22l
TATV/AY— VA ILOREVRB STV HABRIN TV ET,

Sophos Central - £#R TRHEBEEOBEVWTAN—tFa2UTrFZV T+ —LTIF BRETHTENZRT7./0
D—HB—DUIUREEIYV-IIICREL EAN AN RY NI =T A =T AN =23 BLUEELE T,
Synchronized Security - 1\ —tF 2T TVRBT UM ZINAL 771 T IA4— )L I Z DD X
T LB THRIICIER T HEE LB ICFF AR TR B L F S

Sophos ZTNA - 1 —H—%& 7S/ r—23> 07 —RICZEITHEN T 27O D ED Zero Trust Network Access
Y a—2a aRELET,

Sophos Firewall 21—t — 7 NA R 7TV Tr—>3> 2y D—0 B EQFBIC LI XAV M EIFTA7OER
ZERL 75

Server Protection & Intercept X - 2 TOTNA AT NARDEF 2 FrOIREZEDE T L IDHREREIN
B EBICRA T T N\A Rz BEIMNICERD SR L D Oy o952 e TIBHL5ICLET,

MTR (Managed Threat Response) ' —EX - Xy~ D=0 2EDINTOA—F =T ITrETZEERH L.
BEINHEEDH LD —ORAIBHRTFELE T,
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SD-WAN %v k97— D &E

SD-WAN (V7 Dz 7 BRI Ry T — D) [ZEEEEEMERNRY ST —JBEBISIFEAC DD FHAGERCR
B2HDIETINCERRBRCEMLRSVEILLERISCEELTI F LIt DGR SD-WAN (T FIF AU
COTCEBIZEREFTF ODLSICHEDFLIEA —BEDA LI FOEBEKRZIFREICIBELELSDELTULET,

SD-WAN (FZAR AT D 402Dy D=0 DERDSSE 1 DE I3 EH aEM T D ez BN LTVED,

v XL DHURE - /E3RD MPLS (Multi-Protocol Label Switching) ##tld &M TH 270 BEIE 7T—TIL.
DSL.3G/4G/LTE DL SR LD LR TO—R/NVRWAN ARDF T2 avIicfInBEINEATNS
y ESRADMEMY - WAN TEE @Tﬁ&b‘%fbﬁ&i* ISCEM I —T0>0 Jx—ILA—/N—,
Ty  OREFE WS T I BEN N E
» BEETV V523 0ORE -EEEOSVERT T -3 0ty ay B AT S0,
TIVT—=23> DT T4 IR NTH—X R E)TILZALTABIETERL58Y ) a—a>hmE
» VPN A= ZRL—2a DR - @O HEE THESi 95 VPN A —7 AL —> a3 18 TR
DHD B EDT=DNVPN DEA LTy 7y T 2RI LICDBEICITAZ LR — LRI NS
Xstream SD-WAN Z#&#; L7z Sophos Firewall |&.SD-WAN #—7 XL —2 a3 BB BLUNTH—T VR L
FEEMORBILA 7> a>DOEENRTY MIEDRB AL SD-WAN DBIZE%E S > 7L DFERME T
ERTBEHFEETT,

Xstream SD-WAN

BEDOWAN U OEN LT TV r—>a > b2 70v DI —T1 > 7% EBT B CIE . SD-WAN DEELRE X
75 T Xstream SD-WAN Z {2 7z Sophos Firewall (. #8#1®D MPLS.DSL. 7 — 7L L)L S — &= ERALTL
BIGETHBADNOFEIHNR VIERY ) a—>a Tt LET,

METWORK — HEARTBEA IO ALEWR CONNECTIONS & INTERFACES 55 S INSPECTION 4

. s - RECEIVED TRANSHITTED
INTERFACE TYPE  STATUS REAalS Koers
IoT_Bridge D“."QE" Com 198 082
Conn ecw 1000 Mbps - . P e -
Portl Physical 18391 864,02 == E Y ,—
Full Dy =
= C !.-,-
Port2 Physical g""“‘f_‘ 1000MBpS = gas gg 176.26
Port? Physical 000 000
Porta Physical Disabilse 000 000
GATEWAY NAME GATEWAY IP INTERFACE TYPE WEIGHT STATUS
BACKUP_WAN 128.001 Port7 Active 1 L ]
DHCP_Port2_GW 50.68.180.1 Port2 Active 1 L

By aR—RYS COA Y R—TT—ART—HRTA TV MITIERT B THICWAN UV IR T—HZAHRRINET,
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SD-WAN ZO771ILEIEEED WAN U045 — 01 DIV =T+ VI A% EERT BEHEAT WAN U D
DINTA—=RVRCEDE T T —2a e S — LL A DMERNICEIL — T > %BIREICLET, U>o
BOBITIE. 7T —oa tysavcvOo N b THREICTHhN O BRDHRHOZ V. £ AL ER ISP
BRIEBNTIZDY—LALABBEIME. 7SV Tr—2a> NI =X VA BLUVREOI VRIS —T IR
Rl e 5 C i <IEHLET,

Gatewsys * = o
Select gatewavs Assigned gateways
typs to search Create ISP-2__Public internet X
ISP-1_MPLS ISP-1_MPLS x

I5P-2__Public Internat

Service Level Agreement (SLA]
5LA '
L @
SLA strategy O Best quality
toars tralfic the
Custom SLA Maximum latency ar | 0 1-601
General web traffic
Maximum jitter & = 1-60 %

Maximum packetloss (@) | 2

Media [sxarmple: video, IP telephory)

Health check |

Office 365
Heaith check @ o L
Protocol ®emg Qe

Probe target + @

P ]
P address Port
B88g °
Health check attempts Intervad Detween checks Response time-out

INTA—=IVAR—=ZD SD-WAN 7O 771 IL DR E IS BRERMD DEETY,

SD-WAN A7 7ML DIL—T« > T HEC LTI BINCRIBRIEETH B ) > IH\ £/ T4 —< > RICE <
DO BIRTIE T /N TV REER T3 HELERLICHEIFGEBE. D va Ny MEBRDOR G ZIBE

TEFETLF/PING £/2IF TCPICLBZ O REZEBIESETIT £,

SD-WAN 7O 771U N T =TV RCE SV H LLUIFHFRTRER D v R LA T Ny O D RAE
DIFEDBEEEET DHRAZLSIARIS — [>T BEMNICRBER ) VIV EER L TH S 77T+ 7RI
FOAYVINIRTEDNNTH—=—T > AOBVWI VIICEBIL =TT INDEVWSHEMACHR>TVET,
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SD-WAN XY R D=0 D/)X T A=V ADERIE AT PvR Ny hOXRD) TIVEA LB L VBETZ D
HERALCEEICHEIRT DN TIET UTILZ1 LBER OB 13 B 2465, 4885, LA 178 7 &R
TEZET, SD-WAN N T4—X >V REIN—Ta>IDaEROJbEFNET,

Tosts System gragha SO-WAN performance URL category lockup Packet capture Cannection st Suppant access

m”\ MUJ |

TEIEBWAN U IDNTA—I VRV TILEA LTERLET,
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SD-WAN VPN F571v29® Xstream FastPath 72t5>L—23>

Sophos Firewall (& XGS ) —X 7 F 517> UK & SNz Xstream Flow 7Ot —%FF LT IPsec VPN
RIS T DN—RITT 7oL L —2a v w iR LE T CNUSKDESPICE S hTE)ULE/BESL e

D TR /EB1 7 E IPsec b ILICIAER CPU B0 & WLIED—EBA Xstream Flow 7Ot wi—
ICBITENB IO N TA— U ZDBINICE L £9, ZOFEAEEIL Xstream Flow 7Oty —RND/N\N—RoT 7
SRR RARISERLTEO.CPU VY —REZBB L TRER NS Ty I DT —T Ny A VAT 23y
BREMOEZIIERTEZEVWSHAREHDET, IPsec bS5 T1w o dD Xstream FastPath 7ot 5L —> 3>,

YA EELPIE—RTIERVPN bS5 T0v I OMmA THEBEL £ 9

: - TPV router
Interfaces Zones WAN link manager DNS DHCP acvartisament
Gateway detai
Hame * ((owce._porz n]
1P address *
Interface * Port2-50,68.180.222/255.255.252.0
Type® ® active O Backup
Weight * 1 (1-100)
Default NAT palicy * MASQ - 0
Failover rules
..
Mot able to Connect | PING 4 Port
ot able to Connect| TCP % Port
Then ...

“SHIFT to another available gateway™

“ fahee

on P address | 50681801

Oynamic DNS

Sophos Firewall WAN QU IR —2v Tld BEDEPCIT—ILA—N—DIL—IL ZHEETETE Y,
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SD-Branch 71 X DIEH:

VIARFIRE D SD-RED TNA REFRELTHED. L O2yFROTHBDOEA B LVESHKICHTTUIEED
EREEED ERE ) —RIBZEETITCNSDT N RIRMEHDEA LR T VDA T HMETHCTH.
FOMLSICHZT7A T 94— ILETNA RO 2T CERER LAV — 2 bR THEEICHEIITS
CENTEES,

Branch office Branch office

L1 [ [ L1 L] [
= =z = = = =
=) 11
Sophps Fir_ewall SD—RED

Internet SaaS Private/MPLS

Head Office

Sophos Firewall LIHE® SD-RED 7/N1 Rld bR AT 3 HRELTE D 11 % SD-WAN TRIEHIC,
BEIRNTERT DN TEETT,

SOPHOS

. malt . e
- - 2 =i R
SOPHOS

. e T
e N - it

V742D SD-RED TNA R 2B RIS BN ZHTE O 2y FR THBICZ R AT RET Y,
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SD-RED FNARDEANSINETULICBERICADE LI ET . T71T7 T4 — I DB ZBD Y1 ST T/NTR
DUNTIINBEESEEZZEHTHSETNAZAEE— AT —>avIlB XL ET U E—MITIEEABYTZDIE
EME TRCTBBVERARITEB TN\ REHERL TV IFADUTTRTOE Y32 4 —ERIEH
IBE T BEMIC Sophos Firewall E DEICR 270 NIV FEIL SN E T,

Intertaces Zones WAN link managur DNS DHCP ety Callular WAN 19 tunnals

1PV router "W":%";]"RP' Cynamic ONS
RED settings

Branch name *

Type [Repis G
REDID*

Tunnel I0* Autamatic

Unlock code *

Firewall IP/hostname *
2nd firewall IP/hostname

Use 2nd IP/hestname for (® Failover (O Leoad balancing

Description

Devica deployment (® Automatically via provisioning service
O Manually via USB stick

Uplink settings

Uplink connection ® oHer O Static

3G/UMTS failavar [ Enable

RED network settings

RED operation modi (® Standard//unified

O Standard/split

O Transparent/split
REDIP*
RED natmask /26 [255.255.255.0)
Zona LAN
Configurs DHCP N

a

RED DHCP range
MAL filtaring type No configured MAC address lists found
Tunnel compression [0 Enable
REDMTU 1500 [576 to 1500)

VIAR RTA RR—/N— 20225 48
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TRINYTBIDXGS ) =T T4 72 RUNE SR T 71N> Z—T =TI A T VDSL PEF 1> 2 —
TIT—RBREDETERERA T3> 7T SD-WAN itV U a—>a>m iR L. BREE 42 SD-RED b =I)L%E
YR—FLTVWBDHUFHTT,

— 3 xexternal antenna

(XGS 125w and
XGS 135w only)

1x Micro
UsB

1% COM
{RJUs)

2 o D — I .
T 1 a—l 1 |
Power 1x 2x 1x GbE 8x GbE Expansion bay
Supply HOMI usez2o0 SFP copper port [shown with optional
module incl. 2 antennas)

Optional 2 redundant
power supply

XGS 135w DT RI MY TETILICIE CED LS LTE/HEH VDSL IR, 771/\— LD WAN 54 7> a>h D £,

VPN Y R—beF—=rZXbL—=23>
BRZ2I771T7 04— ILET2 DU ED VPN b ERTE LI Eh B NIE CNA NI ERREI O DD B EE

BYEEN CHEHTIERWT L&D D Sophos Firewall 1. Sophos Central T&E7% SD-WAN A —~7 XL —>3>

ZPR—bLTWBIO T7A 74— ILEDEHBD )L 2 S I[P ERICHEER CEE Y

SD-WAN O IL =BT B TVWEB T 771 7 4= )L ZR L CE YA M7 7R TELWER Yk
D— 1)) — ARG BT TIT RN FZYIDEZ BT T RBR I 7 T I4—ILIL—ILPAEYZETT
NTDOR )LD BEBICER TINS5 SD-WAN VPN A—/N— LA Ry hT—OHQERINET,

Firewall Management - SD WAN Connectlon Groups T

Cvmrm  Frwant Miragerrend Cunttoart

. - €0 e

Corracton pou (- 2 vty 21 tharnd ressurcen Descrpesn
- Cerpvow L {1 Bwsource harng frvmel 1 19mvee) ]

TR L= 1ot Trat Liccat ranmorn ety o e
CRTIINOE L # Bermats fromain 1 e natant, Sharng 1 KOS Seupoeser

e ) L 1 Bt el S lscuinasmn. retater

o)y oF BT T HEH L SD-WAN A —N—L 13y rT—0ZzRRICE
whk 7w 7L.Sophos Central hSBERTE 2L SICAHRDFET,

Sophos Central (&, ZIL Xy aBlxy b =00 N\TF7URIAR—DMNROVRESEIERRY T =0 DERE
IZHIELLSD-WAN A= /N\—L ARy c D =I5 BT ROV I LY RTHRET Z2HENHZINTDOI
FIRT AT O4— )L BEINICHEAR L £,

HE5A.Sophos Firewall (&, IPsec X SSL 2 & DO—AZEY A ME VPN 723> ZHR—FL TV E T RER
=T VO TAEENL VIR (FT 27V IRBALY) Tha \MERE = HIET 2 4IRE O SD-RED L
V=2 bR BREELTVET,
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TPV r—=oa oafigei—7129
ZDIEFND SD-WAN DEEH#EEEX LT 7SI =23y DNRBIRE L VI —T1 > I HH D £, ZDOHEREIC
FOoTCWNVOIP REDEET ) r—>2 a3 DBREER/IME L. BEE RIS D ENTIBLIICRDET,

BETCIRWTIT I T =23 %) =T 0032 CIETEIHERAEDD. 7S r—>a >z E - A1

T AMEBEDEREE ERUNEE L B> TEE£T, 7 7T —2a > OFE - rIfR1bIE. Sophos Firewall & Sophos
Synchronized Security HMFICISE £ 952 % T4, Synchronized Application Control TlE. &y T —2 D
IRTCDT TV =23 =BEICHEN T2 N TEE I EBLBELT TV 7 — 23 IlE HRILICKWD D
RARABZLT TV Tr—2a3 b EENEITNIFICIOLIE T T =3 ORBICE W TEBNTCREEIZHIET 2
DO T,

Synchronized SD-WAN @ Synchronized Security #8EI&. SD-WAN O 7 FUTr—2 3V )L —F4 > TES82
Ay SRR L TULET, Synchronized SD-WAN &,V 74 ZDEIRT 5T RR+ > & Sophos Firewall T
Synchronized Application Control DIEBRAZEB T2 T 7 TV r—>a BB OB EEEE IS5
D ETLRNFEBI SNAD /T ST —23>0% SD-WAN JL—T4 >R S —IZHEBITI 2L 512740
DIT7AT—I4—= L TIEF—HLBWT TV T =232l — T+ VTR S 2 IR L £,

App lications W How-toguides Logviewer Halp admin =

Application filter g Cloud Applcationlist Tratfe: shapireg dotault

Synchronized Application Control

On this page you can modify applica
for the application ation for
on XG Firewall or you ca rect

Security from Sophos managed devices. You can change the name and category
cations in the overall application control feature

Acknowledge Hid Delete [nunppnen:iuns :] skype q
Application - Category Endpaints Docurrences Last occurrence Manage
|+ Vol Found on 1 Endpaints 738 2017-10-10 07:39 I
\officalB\lync. axe

Skype Vol Found on 1 Endpoints 738 2017-10-10 07:39 [ArE) (o
Skype Vol Found on 1 Endpaints 15270 2018-03-26 19:31

Applicatians/_/Mac0S/ Skyp
Skype for Business ValP Found on 2 Endpoints 154797 2013-04-05 15:28

Applications/_/Skype for Business

Synchronized Application Control (&, % v b7 =2 DT 71/ r—>3>% 100% 35T 8,

¥R EFEBERT TSI -3 % BEREIGUTEEIDL—T1>JTEET,

%7z Sophos Firewall Tl&. A —H' =L I IL—TRIREITRTD I 71T I4—)LIL—IL T T TV r—3>0R—2
DIL—F4 2B K VN RBIRE ARE T SR S — N —2JL—F+ >4 (PBR) QEIIC LD, FS51< U 7=
WEN O TV T T =Tz ADWAN Bt e N LTc L — T > D EREZRE L. BEABZHRETCIEFILINHD
HEEZMHAEDER T EERT SV r—2a >y b o700 ETBE R WAN 1 > 2 —J 1 —RUCBEICERX TE
ESED
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At reuing pesrion Gatewirs e oanF satirration Upstampry  Mulicast (D8] L
Rame Descrigtion

Traffic selector

Incaming interface DSCH marking

Fort110011 B Select DSGF marking B
Souree netwarks Gustination netmorks Sarvices
Any ) GotoWebinae s0 Ay °
GotoMesting s0
Ak e ity Skype 70 Add e e
Zoom ’0
Add naw item
Applicatien object usar o groups
Critical Vol Applications -] Comnputer Users Group (-]

Add rew item

Routing

Prienary gateway
DHCP_Pert2_GW

[[] Ovessida gatamay monitering decision )

A new item

Backup gataway
BACKUP_WAN

SD-WANDRY S —=R=ZDIN—FTA VN ESTCEBET TV =23 DI T4y I e RBRUIN—T1 I BENTEET,

Sophos Firewall (Z1&. —f&E97% SaaS 77 TR —EXDFTLEMMR X1 % (FQDN) A7 oA H 5D Lo
TEINTVETEEBAD FQDN RIS THICE LA IR LD FITREEZEBMNT2DD
fETY,

hos P rost grow A rost D host DN host geoup Country group Senvices Senvice groun

Nama - Descripticn Hanage
Amazon Cloudbond A0
Angle Services £
Dronbox s
Googln AP Hosts Acoasa to Booglo AP for Criomeboak S50 auth. £0
faogle Chema Wb Stome Accass 1o Doogia Wet Storn and other Googhe Sanvces |
A0
A0
rd
£
/0
s

s |
ra |
g
|
rd |
Teoen Vol snd Meatings Fd

e

g/ODjO|0O|DO|O|O|O|D|O|O|O|O0O|D|O|OJO|O|D|0O|D

Gotahsist
GatoMenting
GatoMyPG
GotoTemining
Gotoebinar
Hisrosaft Suvicss
Hatflix £
Ocher Citsix demains
Budio

Salesforcy

Sharefie

S

Zoom

bimcem

[=-")

s

FOQDN RZX A TSI bDBSN CHEBRTNTED NZBIRP T TV =23 R—=RDIN—T1 2 I T I BEICITAET,
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FATYATHEMITETET/NA/NZAR—hZER T2 L. Sophos Firewall ZBEEDT7 71 77— ILICEDLE
TITVYIE—RTAYRS—)LTEFE T, Sophos Firewall vy b £ I3BEEEZ LTI 7— LTI T ZTY
TT—rT2MENBHBHEIE T Ty 02T LT Ry D — 0zl §ICHER RN A T 5 2 EIf kD,
NANRAR—=MMIEDRRA VT4 ZaA TR B LE T COBBEICEID BIFEORY NI — U1 VT oRBEIHR S
SR FDTKIRI DBV LWEBAA T3V A RIRTE R TSI RMARD T R RV MRESET
&3 Intercept X IFBEHFEDT XU My IO ZARRBEHAN A ETH B /O BIR Z 11T %<\
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