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Sophos Managed Risk

Powered by Otenable

Reduce Cyber Risk With Proactive Attack Surface Management

Sophos Managed Risk is a vulnerability and external attack surface management
service powered by industry-leading Tenable technology and delivered by Sophos
threat exposure and remediation experts. Sophos analysts identify high-priority
cybersecurity vulnerabilities and potential attack vectors in your environment so
action can be taken to prevent attacks before they disrupt your business.

Attack Surface Visibility Highlights

The modern attack surface continues to grow beyond the borders of traditional IT, and most » Comprehensive external
organizations now have internet-facing assets they don't realize they own, providing easy attack surface visibility and
targets for threat actors. vulnerability managementin
Sophos Managed Risk discovers your internet-facing assets and analyzes your external a single unified offering
attack surface.

» Afully managed service

Continuous Risk Monitoring delivered by Sophos experts

Does your in-house team have deep knowledge and experience of vulnerabilities and the
exploitation landscape to fully understand the security posture of your attack surface?
Sophos Managed Risk provides expert guidance and helps set remediation priorities for
your business.

Collaborates with Sophos
MDR - the industry's leading
Managed Detection and
Response service

» Leverages superior exposure
Prioritize Vulnerabilities management technology
New vulnerabilities are discovered faster than most organizations can fix them. from Tenable
Understanding which vulnerabilities are relevant and in which order to fix themis a
significant challenge.
Sophos Managed Risk identifies and prioritizes exposures using extensive vulnerability
coverage and risk-based prioritization.

Identify New Risks Fast

Attackers look for weaknesses in your environment long before you know they're there.
Identifying high-risk exposures quickly is crucial.

Sophos Managed Risk proactively notifies your team when new critical vulnerabilities are
discovered that affect your assets.
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Key Features

@ External Attack Surface Management
o Sophos Managed Risk discovers your internet-
facing assets and systems including web and email
servers, web applications, and public-facing API
servers, and associated exposures that could be
exploited by adversaries.

C—@ Risk-based Vulnerability Assessment

Superior vulnerability coverage and Al-powered
prioritization enable your IT and security teams to
focus their time on vulnerabilities that are most likely
to be exploited.
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Regular automated scans enable you to keep pace
with your ever-increasing attack surface. Sophos
Managed Risk also performs scans on your behalf
when new exploits are discovered and when the risk

level of a known vulnerability changes.

A Managed Service Delivered by
Vulnerability Experts

Free up resource-stretched IT and security teams to focus on
business enablement and leverage superior security outcomes
delivered as a service. Sophos Managed Risk is a fully managed
service delivered by a dedicated team of Sophos experts, including
Tenable-certified vulnerability analysts.

The Sophos Managed Risk team works with you to understand
your environment and educate your team. We provide guidance
on the current exploitation landscape, review findings from your
environment, and discuss recommended remediation actions and
priorities.

Collaborates with Sophos MDR

Sophos Managed Risk works seamlessly with the Sophos Managed

Detection and Response (MDR) service. When Sophaos discovers a
new high-risk zero-day vulnerability that could leave you exposed,
Sophos Managed Risk scans your assets for the possibility of

an exploit. Connect with the Sophos Managed Risk team and
conveniently manage cases alongside other MDR investigations in
one unified Sophos console.

Learn more about Sophos Managed Detection and Response at
www.sophos.com/mdr
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Comprehensive Reporting

Detailed attack surface and vulnerability reports are
available in your Sophos console, enabling you to
stay informed and gain a better understanding of
your organization's digital footprint and associated
risks.

Proactive Notification

When a new critical vulnerability is discovered
that affects your assets, Sophos Managed Risk
proactively notifies you and investigates the threat
on your behalf.

j Collaborates with Sophos MDR

Sophos Managed Risk works seamlessly with the
industry’'s leading Managed Detection and Response
service.

A third of ransomware attacks
start with an exploited
unpatched vulnerability

2024 Sophos Ransomware Report


https://www.sophos.com/mdr
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Quick and easy onboarding Comprehensive reporting

Schedule attack surface and vulnerability scans Collaborates with Sophos MDR

Powered by Tenable Technology
Otenable

Sophos Managed Risk is powered by Tenable, the industry leader in exposure management.
The service leverages Tenable's market-leading products powered by Tenable research

to provide attack surface discovery, vulnerability coverage, and Al-powered risk-based
prioritization technology to analyze your external threats.

Simple Licensing

Sophos Managed Risk is available as an add-on for the Sophos Managed Detection and
Response (MDR) service. Predictable subscription-based pricing is based on the number of
users and server devices in your organization.
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Service Onboarding

Getting started with the Sophos Managed Risk service is straightforward. And for external
attack surface management, there's no software to deploy in your own environment.

Day 1 - Onboarding Day 30 - Baseline Quarterly Reviews

Review . .
In your Sophos management Scheduled meetings with

: . Starting with a mutual )

console, our onboarding wizard g L . the Sophos Managed Risk

. . understanding is essential. An )
will guide you through the o . ) . team enable you to review

) 8 initial baseline review meeting .
simple steps to provide your recent findings, learn about

. . enables the Sophos Managed L

authorized contacts, details of . , the current exploitation
o, . Risk team to understand what's )
your organization's domains, and landscape, and discuss

important to your organization , i
schedule your automated scans. ) Sophos' recommendations and

and review the results of your e L

remediation priorities.

first vulnerability scans.

What's Included?

_ sophos Managed RISk

Fully managed service, delivered by Sophos experts v
External attack surface discovery, categorization and reporting v
Risk-based prioritization of vulnerabilities v
Proactive notification of critical exposures v
Automated attack surface monitoring and vulnerability scans v
Scheduled reviews with the Sophos Managed Risk team v
A dedicated team of vulnerability experts on-hand when you need them v

Collaborates with the Sophos Managed Detection and Response (MDR) service v
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See why over 20,000 organizations choose Sophos
Managed Security Services

Gartner

Peer Insights
Customers’
Choice 2023

Sophos is recognized as a Customers’ Choice
for Managed Detection and Response Services
with an average 4.8/5 customer rating.

Gartner

Sophos is named a Representative Vendor
in the Gartner® Market Guide for Managed
Detection and Response Services.

Sophos is the only vendor named a Leader in
EPP, EDR, MDR, XDR, and Firewall in the G2
Winter 2024 Reports.

Sophos MDR delivered exceptional results in
the first-ever MITRE ATT&CK® Evaluation for
Security Services Providers.

To learn more, visit

sophos.com/managed-risk

Asia Sales
Tel: +65 62244168
Email: salesasia@sophos.com

Australia and New Zealand Sales
Tel: +61 2 9409 9100
Email: sales@sophos.com.au

North American Sales
Toll Free: 1-866-866-2802
Email: nasales@sophos.com

United Kingdom and Worldwide Sales
Tel: +44 (0)8447 671131
Email: sales@sophos.com
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