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m Underperformance because of cybersecurity stress m Abreach
m Slower than average response to incidents
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m Lack of resources to support cybersecurity activities
mIncreased threat activities

m Cyber alert overload
m The monotony of the routine aspects of the role
Increased pressure from executive or board management
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m It has made me more concerned that we will be breached

m It makes me think that there is little point in trying to protect our data as a breach is ultimately inevitable

m Makes me wish our company's board were more focused and/or consistent on cybersecurity support

m Makes me think we need to increase the size of our own cybersecurity team

m Makes me think we need to partner with third party cybersecurity organisations to support our own
cybersecurity capabilities

Makes me realise that we need to have a better breach response and communication plan in place
m Breaches are inevitable at some point despite our best intentions

m Made me recommend we review our cybersecurity
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°

m Yes - at a board level m Yes - by our third party suppliers
m Yes - by external companies we use for our

cybersecurity

m Yes - at an executive team level

m Yes - at an employee level
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m Chaos breaks out and the company scrambles to respond and has no clear incident
response, data breach remediation and communication plansin place
m There is some understand of responsibilities and response plans in place however
overall, we could do better
There is a clearly understood response and communication plan in place,
roles are clearly understood and we perform professionally
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m Chief Information Security Officer (CISO)
m CIO/CTO/CDO

m Line of business manager (eg. Sales, Marketing, HR, etc)

N

m CEO/Managing director
m Non-executive IT or cybersecurity role (eg. IT Manager, Security Analyst, etc)

m Other - please list
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Public Sector
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Rental, Hiring &

Real Estate Services

Financial & Insurance Services
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Utilities
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Agriculture, Forestry, Fishing
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